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Abstract: To satisfy the security demand of cloud storage application, this paper designed and implemented an attribute
based access control mechanism named EncFS, which is suitable for cloud storage system. EncFS is a file system of
user space, which is based on fuse and access control strategy for Linux operating system. It uses identity information
as attributes for access control. Therefore, this system can simplify password management and storage, realize the
fine-grained access control and solve the problem of dynamic expansion of large-scale users.
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Figure 1. Schematic: ABAC framework
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Figure 3. File operations process of ENCFS
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