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Abstract

The authentication system of educational electronic identity covers various aspects in daily oper-
ations of educational application system in which authentication is served by ezID. Therefore, its
security assurance and steady operation are extremely important. This paper analyzes a variety of
security risks in the educational electronic identity authentication system, and puts forward safe-
ty strategies from both the management and technical measures.
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Figure 1. Use case diagram: educational electronic identity authentication system
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Figure 2. Flowchart: Secure assessment for users
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Figure 3. Conceptual drawing: Secure transmission with two encryption schemes combined
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