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Abstract

Access control has been an important guarantee information security. Role-Based Access Control
(RBAC) is currently widely used as a research application access control model. To ensure the
security of the data in the system, based on the distinction among the individual user’s access to
system as well as to the function of the system, this article proposes the security strategy which is
consistent with the campus network organizational structure. It puts stress on the role-based user
access control; and in the database, the role’s access authority to every item in the data table
applied to the Northwest University for Nationalities campus network is also increased. Thus a
flexible and stable campus network environment is provided.
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FET AR 0 10 U5 0] 455 41 PR B A ASE A DL MR8 85 0 92 0% 28 LA G DY 544 H 7 (User) £ 5 (Role)
BUFR (Permission). 21 (Session). fENH RG 77, @ S iE G H A EE, 15 3IMUR7E A aE
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Figure 1. RBAC model structure
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Table 1. User collection table

# 1 BPEER
TR H M (S %) 5 B
User-1D Varchar (20) TRUE P45
Super-user Varchar (20) RAEHRA, TR RENMASMAE, RN ERR
User-name Varchar (20) P4
Password Varchar (20) FALSE R

Table 2. Character set table

=2 RABEE®
FBA4 HE Y (F5 ) FH i B
Role-1D Varchar (20) TRUE At
Role-name Varchar (20) s
Description Varchar (100) FALSE 1Z A A e IA

Table 3. Privilege set table
723 MR&EER

FBA H R (T ) i L]
Permission-1D Varchar (20) TRUE R =
Permission-name Varchar (20) PR 42 7%
Description Varchar (100) FALSE HERBURAE 2
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Table 4. Users-character table

4 BP-RAEXR
TBA R (T ) i B
User role-1D Varchar (20) TRUE P fatadm's
User-1D Varchar (20) EIEH P S
Role-ID Varchar (20) RS
Description Varchar (100) FALSE FH P s B

Table 5. Role-permissions table

5 A - WREK
TBA R (T %) T L]
Role permission-ID Varchar (20) TRUE MR
Role-1D Varchar (20) At
Permission-1D Varchar (20) PR S5
Description Varchar (100) FALSE FEARUIR(E kR

Table 6. Role access rights to the data table
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TBA R (P %) T L]
Role Varchar (100) TRUE At
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FEIXAMEER TR LLGIEHT P, @ P REER 0T RS,  KOWH T 73 BUAE nl &Sk A1 R 4t Bl
AR, ARAEREARBIR. 58 MANRN T RGO At BUREGE
BB FEIX MR QU IE AL B R REE SRR T E I 7 R G AL

3.3.1. APERBY

FERZ B RGBT ARG, REFRU PR B Bl PE AT AR 3 A dr 4 o P AN SLIK
AL AER 5 T R G SRR SR Ve F P RS B SR % T RS I BTG, BRI
LR BR S ez FH P 0 BRI T R B8] B P B SR AR B 2 Fos

3.32. AFEERS
FUPAE SRR 2y HR QIR L 7 L 4 P B 4R H7 ol DU SR, 359 AL 20 e 4R e fE bk
MZAAFF G, HPAEEIE 3 Fs.

3.33. AEEERS

MAEE I HROES TR THAG, FREBMMOOEIE T ZRS FIIBIR. AT AR
RN 53 bR iR Se B A €, HEATANBR AT B . P B AR (3R AF 2 A e L O RCPR A 138 3o $ e 122
AT SR SEPLE T A M ShBE BUR . AEVF2 RGP, B B RS %, 1 HoR#R%)
P RG22 MEIRBER, 7oA s B A A FBR A P st s ) Hl— NP A, R E—H P



Befrsh 4

Moo, RGUE T I BOEA R KA AR SEBUG - i1 fig 5077 (3 AR 7 B

s

i

K=

0

LoATREVAR=£/))

R FR A

{2 1E 7 e 52 R

{5t ey 1) 32 PR

Figure 2. The flow chart of the user login
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