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Abstract

This paper presents a novel bit-level image encr
sional chaotic maps. Firstly, we improve some ical 1D chaotic maps. Simulations and perfor-
mance evaluations show that the improved chao

encryption algorithm is designed usin‘EII M

ic maps. Then, a novel bit-level image
proved chaotic systems. Bit-level shuffling is

adopted at the stage of scrambling and pixe
phase. The simulation results and performaifce analysis show that the proposed image encryption
for image encryption.
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Bifi 5 P9 2% (AR R e, R 22 BB A B AR AE X 4%
Aun DES, IDEA F1 RSA &5 %5 3 AR B Wit 11,
fiE, e g B BRI R ITAR1],

H TR RGN T & [2]. 1997 4F, Fr T B EUZ N R 489 [3]. 1998 4, Fridrich
FIH —4eR Rt H B AL - s e S, e AR EE M, BRI B SO R R
i, B ELEE A B SR BE I =W N AR GEEE, A RGN E SRS, e SR

AN AR XA R E, PRIk, A R R A N A% S X S ORI A AHEEZ T, BART
BN SRR R R R PAT I LA, 1 BLP R AXAERHAR R, M HRESCRBRER AL, W —4
BENMAT 5 MEEARIALEEAT 72 H, MW MEERIESSE T, MHEMASERES T,
FLEE R B ALt ) B LB B ALY O A 9] B, SCHER[10]48 Hh AR ALt EohnE, Ry
2 EIRZ S 3D /AN, Al Chua R4 E BRI RIS, KEPNA T 3D Mlizahd, WRExs
SPIHT) 3D /N7 BT, BRI R . SCRRIIRA 1 Arnold S, 5 FH MGk 71 ThT L 7 492
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M FE RN 7%, SRR JE T 3-D AP~ 1 b B AL 5 BN & Sty 1 st A e, A
R R S

AL, fE55 2 A, I T UM e, Sl e TR A MR EEAT 8, A
A BUZ LA BT BB, LRV AN KSR o FHIR A A 3 45, X2 2 41—
YEWST A R R T BSGETTVE, 0 BSGE RTR W  Lyapunov $E 80K 7 7 B o, R BT RO
RGP K T a7 B — WU, VEREBCAF - PTUAAESE 4 17, 3 M A1 1 i) — 4R IR i A 1R
bﬂﬁzﬁi/ﬁ JX/\E& Xﬂi$ﬁf“ﬂ§5€311EP%‘;EEHE’J%‘ﬁﬂ’]f%/@%éﬁlﬁﬁﬁﬁﬁﬂ’ﬁ %FHEELFE’Juq:

M%ﬁﬁ%%o%Gﬁwﬁﬁﬁlma
2. UA—HER ARG

— 2 VR S PR L T AP A5, BT N T MR, A
Logistic B4+, Sine Bt LA & Chebyshev Bbf, F HLGIX JL 4N
i,

2.1. Logistic BRETF
Logistic B, ‘Bl —Fp ] AR, AR KR T

XM:F,_(U,Xn): x(l n) (1)
FEQ)A P, ue(0,4] RIZHIZSHL  x, AT UL (X V) 4R 1H Xn%iz/l\?ﬁ'g?%/%%ﬁiﬁﬁiﬁ‘mﬁﬂo #
IR E RN, i 1(a)ﬁ3\ﬁ@$ﬂ 3 ov fE 5K, W] DUAEL T LA A

1) HArZEIE 1) VA i il /E's(@/&lx&ﬁﬁﬁﬁ’] élu e(3 569945627, 4] i, I:AZL/E':/%

—H u T IXAEE, ) 1 ]

Lyapunov F8#0KT 0 B COFHORRL M, e E R, HJ%ETE’J{%/W{% ﬁ_ﬁ?, ﬂﬂ@ 2(a), él
p s/ T 0, FTDARMRE TEX MG LT, B A B RAT N

gistic BRGE L AR TE 470 A VB FEIFE [0,1]) , HAp A AS), EINE RS

)
. ‘IE?EEF?@ FR AL T B EL AN O R R i DUR Y 21 B0 73 A1 45 ST RE EH Xt
PUBL N R HE IR A ) AU R Gk e 2 AR KR . SUBR O 1R L Zond 3 S I SO I AR

WAASIRIE, B AR M 8 17 A 28 AR E 2
FRif 1 Logistic B IINIHT, A7 06 B0 H kAT it -

R WL > —ZEm G, ERIRIEAT NS Logistic MU, JHLAEFR AT
Xon =Fs(r, X, )=rxsin(zxX,) (2)

Q)R re(01] ZEHBE, x, RIXAREBHKIVILAE, X, R MRERG ™ ERREF . ©
[ 43 20 AL Lyapunov T35 2058 14 1(c), Bl 2(c), XMANE E B RHET TR 5 Logistic LS AHL,
HEAE VR IR X 8] Sine Wbt A4 2% r 5 Logistic B u FIBUE G Bl £ B AR .

2.3. Chebyshev Bt &t
Chebyshev Wbt & —Fh i s — 4wy, HAENRR T
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Figure 1. The bifurcation diagram of the (a) Logistic map; (c) Sine map; (e) Chebyshev map; (b) LLS; (d) SSS; (f) CSS
& 1. (@), (c), (&) 32 Logistic BRES, Sine BREIFN Chebyshev BREFTAI & E. (b), (d), (A HI= LLS, SSS FaCSS
B & E

DOI: 10.12677/csa.2018.82018 142 THEAURF 5 R


https://doi.org/10.12677/csa.2018.82018

BRRGE, ML

A

v, 0

6 3 9 1

2 3 4

1

_ 0.9 an Al

0 Jhﬂ ‘llmll'[‘ (Al

1 0.75

3 4 5 6 7 8 9 10

o
— L
N

0.5 1 1.5 2 2.5 3 35 4
(e) )
Figure 2. The Lyapunov exponent diagram of the (a) Logistic map; (c) Sine map; (e) Chebyshev map; (b) LLS; (d) SSS; (f)
CSS

2. (a), (c), ()9 BIE Logistic BRET, Sine BRETFI Chebyshev BRETHY Lyapunov 3§ 8E. (b), (d), (HHFIZ LLS,
SSS F1 CSS Y Lyapunov f&#[E
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X1 =Fe(a X,)=cos(axarcos(X,)) €)

QR =% aeN, EMH#KEE Lyapunov 185K - 8: [# 1(e), &l 2(e), SEBr_E i Chebyshev
LS 23 22 RN Lyapunov B AT DLE ik, FETRIEIX A, 3240 a fEUE YE F 2 L Sine, Logistic X,
FEHFr 21 X, EE L Sine, Logistic K, FTLL Chebyshev B M AE L Sine, Logistic Z24F .

3. —YER ERR SRR R AT S A
TESFE AT, b 7 AESPERE AR ER A, AT SO0 IR — GRS R AT 25t .
3.1 BAARGHIGEK
Hr A TR MR A U R

g = F (U, X, K) = Ceil (Fyges (U, X)X G (K)) = Py (u @)

G(k)=2", ke[8,20]
TE@) R Py (U, X, ) RIGE A7 10— s, F (u, X B U AT LABAT A, 24
ue(0,10] 1, F(u, X, k) BAMRMEME, X LA — 2k iy (e T2, JLP AL “ceil(x)”

X, RV 2 17 41,

& B R G B IR
3.2. BIERGHINERESTHT
A /NIRRT F 3k A YRR R R A

3.2.1. Logistic-Logistic BEF(LLS
Logistic B 1 (4) AL
- X, )x2"%)=ux X, x(1- X, )x2* ()

WA IRIAG MR, X, RIRIER G A R 5. LLS 1973 47 14

X :ceil(r xsin (7 x Xn)xz”)—rxsin(nx X,)x 2" (6)
0], X XML IWIAaME, X, IR ARG A R 7 5. KL LLS, 1 SSS

3.2.3. Chebyshev-Chebyshev BREF(CCS)
Chebyshev B B (4) AT AR R 40
X, = ceil (cos(axarcos(Xn)))—cos(axarcos(xn)) @
FE(T)R . ue(0,10], xRS FIVIAGME, X, IR RS AL RRIFS. CCS 1775 B
Lyapunov &4 & 53 5l e s 2E ] 1(F), 14 2(F).
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4. EBMEEx

HI%5 3 WA Al 0, SOd TR LLS, SSS, CCS AR R FRRsE, fEiX— 1, ¥
M) FH A3t B VR T IS SR 2 BRI 8 S R B B, R e T 1 TR St — R TR S 1 1 15
ik XA SEAE RV (%0,u,k, NO, 1) ) LA AE IR T 5 41 b BE LI DY MEAE AT aa e 8.t & A
RPN [9], R DUAL(5,6,7,8) A 94.125% 1 RS AE B, ITLAE 5,6,7,8 (L LR A A RIMI A6 (E I P
PR LS BB EAT B, T TR AT I R, CREAR DY R AR Dy B A AT B . B BB S R S

PR 3.
4.1. BETTE

Step 1. HHUK/NAM x N (1) 256- K 2T TH EIME P, K M x N IR 1 P fb N f'3D i
k5 P1.,

Step 2. HUWIUATE x, =0.4532445, u=5.4321, k=14, (xO e )ﬁﬁ% (5)=1%
BT Gy, - AASEFIHBENLF T, BENLHLEWRHF 5] G T ELL , > AR i v Y
B ARPUALIR T FF SR WIAE M, 1 FHWTLRAE Xy, y, LA (6) iz { EARFA XY, fE
IR 25, w, BA S (7) ZRIEAC(M x N+ NO ) & 73 51 3% AR : 18 9] 46 1 vy LA K (7) 3% AR

(M xNx4+NO)KIFEFERSTHIV , SR8 Z 4T
MxNx4, NOZ—HE, AEHHZ—, &3

Step 3. @IS T FHEF A BN B XL,YLZLW
K/IHMxN x4,

\ .
| key 1, key 2, key 3, V‘

BE y
N »| T ¥ EHE
HRE
7
. - - . 0.5 X, Y,Z, W,V
2 4 1 6 7 3 5
01 | 012 |02 |04 |05 |07 | o078 Sort (X, Y, Z, W, V)
v v v v v v v
2 4 1 6 7 3 5 X1, Y1,Z1, W1, V1

Figure 4. The generating of permutation position
4. BEMNEAFRERE
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Step 4. AL E [ X1,Y1,ZLWLV 1 &5 v DU A A0 DU 437 0 B4 A5 280 L 110 BR8240
PL(i), P2(i), P3(i), P4(i), P5(i) (i=1--,MxN, j=1--,MxNx4), HhEEK%RWTF:

P1(i)=P(X1(i)); P2(i)=P(Y1(i)); P3(i)="P(Z1(i)); @
P4(i)=P(W1(i)); P5(j)=P(V1(j));
Step 5. ¥ B FLJG MR T4 R4 PL, P2, P3, P4, P5 i JE A% B HEFE Q. o
42. e
Step 1. ¥ HUHERE Dy, B R T FIHE FETS 21«
D(i)=mod(floor(x(i)x1014),256); 9)
Step 2: HEENXQO)HRBINFHEMBREIEC , © Kot iz
C(i)=mod(Q(i)+D(i),256)® (10)
Step 3: #ZM(LL)RHINEHE C #AT /2 B #R1EAS 2 C1, — AN
ci(i-1)=c(i);
(i-1)=c ) ”
C1((i-1)+M x
Step 4: #4 CLEL A M x N FIKEEG, HLIKE
4.3. BEITIE
— R A SRR N RO AR, (AN R R R N AR P 5 X (8) AN K (9) R M R
A
Pl P3(z1(i))=P(i);
1(i))=P(i): P3(21(i))=P(i) )
Pa P5(V1(j))=P():
Q(i)£mod(C(i)®C(i-1)-D(i),256) (13)

TR labR20 16t 5 ST H tH FrY 57 1 Th F) — 24k R ek S 1) ST I s SR AT 07 B3, AR
] R [13] 7 PG B0 e, FRAT143 Sl s Lena, Clock, Elaine FHAS SC#E H A VAR TN,
|y 256x 256 , 256x256 , 512x512, #4EH 15K H x, =0.4134,k =14,u = 2.34,
: 000 . A sas Runls, MEneE Erhal LA 1, Prf % SR IAEL T = H G R4

HAAN T 20 3 ROR AT AT

FHE R HTE SR IR S S, BRI R G0 R S A L2 K, AT T LA b
PUFI RTINS AR T IR TS R S8, BRI K A NZ N 128 b [14], ASUIMESEAS
DEH: x,,k,u,1,NO LUK BEHURD T BEHLAE S A PIEGE, HPue(0,10], %, e(0,1], u,x, R K
107, Te[LMxN], ke[8,20], fRiEEKR/NA256%256, NO=10°, WA= EDSLN:
log;******* ~136b , IXMEKT128b, KRR BN HILRE 2 215 0ER -
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crypted images of (a); (d) The histogram of (c); (e) The decrypted images of (c)

E 5 (a) RE; (b) REWESE; () E@@BMEE; (d) ECONES 1% R El(Lena, Clock, Elaine)

5.2. EFESHR

FGRE T BB T — B EGAE ZE R AR TS, 2 ok B, EGRE T EE
e n e a8, HS5EERE T KM B ZF[15], (), (d)5rHFR s =g
BHIEFE, finEEESTE, MEEG ETLE e UGN E 5 K Ein e e—8 a4, BS

Ologs™, > p(m)=1 (14)

_ cov(u,v)
ENCIONCID) o
cov(uv) = T, (4 ~E() (% ~E(V)) (19)
D(u)-< X (0~ E(u)) 17)
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E(u)= T 18)

FESER AT, TR SCLenal 2 30 ) BB HLISERS000RH A AT 114 KT L. 1Y

SN, SRR, LRI & AT EORAGE SR e y = x P I

TS G 45711 OB £ A Jo(255, 258) X SRPT SR, 9193 SC PR 44

SRR S, 1765 SCPAE A7 0 A SLAATSEHE . B ITHESE T Lena, Elaine, Clockify
K FH, R,

Table 1. The results of information entropy
=1 FEREIRER

Lena Elaine
B E % 7.5683 7.5060
FXE% 7.9976 7.9993

Table 2. The correlation coefficient between Lena and its cipher-text in h
tively

= 2. Lena SEHEX 2 HIEKFE. EE%HXTJ‘%?‘?I‘EJJ:E’\J*HQE%%Z!

tal, vertical onal directions, respec-

K15 7K oy
WS 0.9604 0.9379 0.9221
Lena
%5 -0. 0.0106 0.0195
_ B 0973 0.9768 0.9692
Elaine )
e ~0.0009 0.0154
0.9575 0.9421
Clock
~0.0037 0.0045
250
200

150 -
100

50

0 # g s R "y
0 50 100 150 200 250 0 50 100 150 200 250

200 -
150 150
100 100
50: 50
o L At I
0 50 100 150 200 250 0 50 100 150 200 250 ©O 50 100 150 200 250
(2) (b) ©

Figure 6. (a), (b), (c) are the distributions of Lena and cipher-text pixels in horizontal, vertical and diagonal directions,
respectively

E 6.(a), (b), ()7 AA Lena MEXAEKF . EEMIAHEGRHSTH
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SRR S B B AT R R RS E it 1T SC B AR R RIS RITIL T-0, L EJeA R
PE(PIAS ST AN SE (1 2 1 O AR 5% 22 AR B 1R {6 90)

5.5. AR ST

— AN EEAPUER ) Bk 1) — A HELRAIE A N R G B IR, BATH AN Z BRI
BINE [R]— WA SL, A B2 B = AR B S IR AR DGR R LA, D 7 N 25 28 Gt 25 B A ot
&, SRS IR R AR SCEME 2 8] 145 3 2048 = (number of pixels change rate, NPCR)FlIAN[H]
95 MG 2 TA] ) — B ek A2 5 FE (unified average changing intensity, UACI), NPCRJZH % [ =45 4H

A

1 H W . 0
NPCRszizozjzoD(l,J)Xloo (19)
1 H W
UACI = WZi:OZj:O (20)
o Joife(i )
D(I,J)—{l it (i, (21)

KW, H A A ER AT BB (i (1, ) 73 5 X8 2 79 Al /N R A FR) 2 B P I £
B BRI ORGP IR EEHLIE & IINPCR,

MR R, AR SUHUR, RO B — AL I LR
AR,

K 7 B T ok i  key, keyl~key5 XJH key M) Lena FiEATff%E, H:

{
(%, =0.4134,k =15,u = 2.34,1 =1000, N0 =1000} ;
3= {XO =0.4134,k =14,u = 2.3400000001,1 =1000,NO = 1000} ;
key4 = {X, =0.4134,k =14,u = 2.34,1 =1001, N0 =1000} ;
key5 = {XO =0.4134,k =14,u=2.34,1 =1000,NO =1001} ;

RA 7R R, REFPAANIBN AR, AR, BT AR SCATR RN R G002
AU, 1A R pn et ge.
5.6. BIEERSEALE

e MR AR AR 5 A5 W 2 A i A rh B BRA7 A R v 25 R AR, — AR R4 ) PRGN 2% B892 1 1%
A RE IR F X LA IE R LR . v 1 IRKA SR K SAEIX JT R RE /1, RATFE Lena & E#EAT — A
Bl Z R ANEIE IR AL B, SR Lena PRI SO # A S s an 141 8(a), AR5 an 5] 8(b)fil % &1 % 45
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Figure 8. Data loss and noise attack. (a) The encrypted original image; (b) The encrypted image with
64x64 data loss; (c) The encrypted image added with 3% “salt & pepper” noise; (d) The decrypted
image of (a); (e) The decrypted image of (b); (f) The decrypted image of (c)

8. WIRERSRERE. (a) REMERIEE; (b) E5K 64x64 HHRRIEE; () 3% “salt &
pepper” NMIREEIZE; (d) El(RIFRE; (o) E(b)RIMRE; () B(C)MRE
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Table 3. The mean NPCR and UACI of some encrypted images
= 3. JLIEFER NPCR, UACI

=B Lena Elaine Clock
UACI/% 33.3690 33.4561 33.4816
NPCR/% 99.6063 99.5937 99.5819

Table 4. The PSNR and MSE of some data loss encrypted images
= 4. IMIMBIBHAIERNEE S HT(PSNR & MSE)

occlusion MSE
1/16 0.9910
1/8 3.7512
1/4 14.2335
1/2 46.8409

Table 5. The PSNR and MSE of some noise attack encrypted images
%= 5. MM EHREE 2 HT(PSNR & MSE)

variance MS PSNR
0.001 0.3925 52.1924
0.005 22 44.6463
0.03 13.399 36.8598

64 x 64 R/, W& 8(c)H 3% “salt & pe A BRATTRI R v N E X =R g B, M
UG B s Sl LUE
MEREGE R E R

4 ' % R R B 46 KR IR G B . ER RIS B KR RE S, H PSNR
(Peak Signal To Noise Rati ; \

ki 7 F

r\|R=10x|og£0MXSE %dB) 2
1 M N L. NV
E=m2izlzj=1||1("J)_IZ(I’J)| (23)

AR T3 TP T SRR A 1 PO Bk, S, R L R AT IR e
B, KBLERIEVE 2 B A AR Bs i, IMEAT 2R, 0 2R A fTRE N 34T — R AU i,
Lyapunov 54055, ZrHrai REN], DR G RIS BA RAFFIRMRE, SR )5 A S0 R e 1
T MR EE BN K S, £ BRI BCRAIA P E AL, 3 B BOWAER R T I Ab B, e XA
SCHR M RO ST TYRRE AT, IE AT BURIE T Geit RS, BT A TR T RN,
AL S, AE8CT EEOINE B B TR RE
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