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Abstract

As an active security prevention technology, intrusion detection has been used in network securi-
ty for a long time. But with the development and application of Internet, network attack and intru-
sion are constantly changing in quantity and technology level. Based on new types and concurrent
attacks, traditional intrusion detection technology has been unable to meet the requirements of
existing network security. As a frontier technology of machine learning and artificial intelligence,
deep learning has made great achievements in speech recognition, computer vision and big data
processing, and has also provided a new idea for solving the current intrusion detection problem.
This paper studies the traditional intrusion detection technology based on learning method com-
bined with the depth and the depth of the belief network, proposes an intrusion detection tech-
nology based on deep belief networks, according to the characteristics of intrusion detection data
of over sampling and non [0, 1] interval of data normalization, updates the parameters in the deep
belief network in the process of using variable number of the gradient descent algorithm to speed
up the learning rate, the parameters of the update process, and in each batch of the training data,
join the discrimination on the labels, and improve the accuracy. Experiments show that the accu-
racy of intrusion detection can be improved greatly by using the method proposed in this paper.
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Figure 1. Structure graph of RBM
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Figure 2. Structure graph of BP neural network
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Figure 3. Structure graph of DBN
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Table 1. Contrastive Divergence algorithm
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Algorithm. Contrastive Divergence (CD &%)

Input: RBM (V,,.--,V,  H,,---,H, ), training batch §
Output: Aw,,Ab,,Ac,, for i=L--,n; j=1--m
init Aw, =Ab, =Ac,=0 for i=Ll---,n; j=Ll-m
forallthe veS do

O vy do
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v

for i=1,---,n dosample h[(')~p(h[|v“’)
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Table 2. Number distribution of training data set

= 2. NGBBEEXANBEN T

INEES Bkt INEES | Bk
Normal 13416 guess_password 10
neptune 8262 ftp_wirte 1

warezclient 180 multihop 2

ipsweep 709 Rootkit 4

Portsweep 586 buffer overflow 6
Teadrop 187 imap 5

namp 301 warezmaster 7
satan 689 Phf 2
smurf 529 land 1

Pod 38 LoadModule 1
Back 196 spy 1
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HEAE TR A S B, SRAIHERE T B A B USE SRR IR S I Rl 72 . R SRR REA L)
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1B, vy RS Ay THELHE AT RS T UIBUE, by AR vy PR RS B A, o R
CIREARTHE, a0 n Rl A siEMY 3] %,

TEA B I B, SRR EE X 23 T BRI I AR 22 S R BEE RN GRS H, B E AR T
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M4 sk gk 22, AUE AR E 12 IEE R
Aw = aAw + 77500j (8)

Ac =alAc+19, )

FHPAERES o g ARSI SRS 2R, ] SR RN R OB E AV B AR RS2 bk
AR, 22 2] RO A AN B AR R R R ZE TR AP a A1y BSSERTHLN A0 F -

RN RAR ZEAEBUE E RS n 1, JF BB 7 BOE ) — N EIE ¢ (R & AL 3%3] 10%2
8], — B 5%), WIBUE SR, 2 2T g R — R T p(0< p<1), SHERE o B EN 0.

IR GR R ZAEBUE BRI/ 1 WIBUE SR, 225185 g PR —ADRT p'(p'>1), W
RANERE o B BN 0, MKEE 0 ZATIE; WK o BAHEREN 0, WK o BRUK T p' .

AR ZRARZEAEBUE TR 5 180 1, (BRI E /N TBOEBIME €, IR BUE SR 832 (Z T AE
W RN G L AR RS2 B SR, 2N 7 SulBb B it i ME ), 22 TR RF AL, R Eh
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5. SLI§
5.1. SEISIFEEFBUREIR

ARSI K ) NSL-KDD N 24 Il 44 48, NSL-KDD #4422 /£ KDD CUP99 #4156 Atk b F- v iR
WAF 2. 1 KDD CUP99 #LL, EZAT LU LAt :

1) ML PAIFETERITK

2) B G RN IR S R0 SRR AN O S P d T S I 2 B L

3) INZREEATIA SR () B i & N & 3

£ NSL-KDD ##iferr, FATRER—FKILxR, BFICREE 7N —SFIEL PRI 41 MRS
KA, WNPORA—FKICT, W NMFEZ T HIZ 5RIT.

0,tep,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,123,6,1.00,1.00,0.00,0.00,0.05,0.07,0.00,255,26,0.10,0.0
5,0.00,0.00,1.00,1.00,0.00,0.00,neptune, 19

Hrp “neptune” FRBEH AL, neptune Biid—FIE LR 5 iy, RAEZIGEHE H bR EHLSUCE]
KER) SYN 3L, #Emsgm Bis VR IERIZIT. &E—40 19 ZRERER, — AR REHA
. 41 DMREAZIR AT LS 4 K6, ol

1) TCP JEfEREARHIE L 9 Fi)

duration. protocol type. service. flag. src_bytes. dst bytes. land. wrong fragment. urgentl;

2) TCP M) A RFE(SE 13 i

hot . num failed logins . logged in. num compromised . root shell . su attempted . num_root .
num_file creations. num_shells. num access files. num outbound cmds. is hot login. is guest login;

3) H&TIN A B R LR IR AR AE GE (L 9 A

count. srv_count. serror_rate. Srv_serror_rate. rerror_rate. srv_rerror_rate. same_srv_rate. diff srv_rate.
srv_diff host rate;

4) HT BN LR RS THGE 10 F)

dst host count .  dst host srv_count .  dst host same srv rate .  dst host diff srv rate

dst host same src_port rate. dst host srv_diff host rate. dst host serror rate. dst host srv_serror rate.
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dst_host rerror rate. dst host srv_rerror rate;
RIS AT EASE . windows 7 #8:4F &4t Intel i3 2.1 GHz X% CPU, 10 GB W A#. #F#HEE: Java
jdk8.0,

5.2. HiETALTE

) HfEtk: e A7 P SR IR 55 R AU S5 P AP RN, 5 ZE S e OV BUEL, SR I3 VE
KOs o

2) H—tk: BT AFRBRLE, RAKEERAAR, BEZEFEOR, T HRZMEEZRE KR
HRIIAFIBIER, FEFATIH— AR, SRR NS a0, 11516, ik 4.3 prik.

5.3. SLHiE

K B NP — R I ZRBOE R P LA A ZR I E R, E EERR 2% rh g 25 2 4
TR, —RAMMAPE BRI ML, S 24T T, JF T A I A ) B A
SCAHBEAT XS b, GEvh T Es R . SaRiiuRe I IAl 4 Fios

5.4. SKEEROH

AR SCSEES R bR F3d AR A ISR FE A« L4 Rar U HE A e (RTARAE R 26, IR IR AR IR ZE[21],
SR HEAT A REVEY . € TN S 4R Fh gl R i R0t 0 TR 5 A i, TP o84 il iE A il
HINRZEHRECRE, PN AEERE R NEZHIRAN ERSER AR, FPONEHRE S IEREER R A
=i HE, WAa:

F6 7 f 2% (Dectection Precision Rate) = (TN + TP)/(TN + TP + FN + FP) x 100%;

%37 3 (False Positive Rate) = FP/(TN + FP) x 100%;

TR (Flase Negative Rate) = FN/(TP + FN) x 100%;

N T FHRIRE BAE WS AE NI A RCR, 40 5E 7 BLF e

1) N 7SI E 2 S A REO AN S5 s, RA 3 B /=454, B RBM k25 /4% H 4>
AN{41, 32,23, 14,5}, Tol B 2L IEARIRE N 205 (5, 10, 30, 50, 70, 90), A7 i 27 ) BaEARR B ] €
N30 U, X EAS I IOHERR R W Ee 3 R S Fis. BUERT DUE Bl s T0 B E AR 8, R %
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Figure 4. Intrusion detection experimental process
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BRI &, MR BT, kR EGE S e AR, AERRER SN TR, AR IR R R RHE SR IO
MR T RR T HERHEE

2) AT FHA RS IR AIR B RN 25 R s, SRR 3 B Z2 451, RBM RR 251K AR
N{41,32,23,14, 5}, T MBS BRI UREL N [E 2 R 50, 4 M8 2% S1IEARIREL n HUE 251 8(5, 10,30, 50,
70, 90), SEitHGMIHER R 4 FFE 6 Fra. HILPTCAE W, FEEA B S BRI N, %
£ ETHass, BAERAREEICR, BRI, MEERRENEZ, IS T 5.

3) B DA 2)PIASEER IS IR, AT LLE AR T B e S IR AR BN B 5 S IR i D 50,
50 B, VRBEEAS WS BI GRS IRIF AR, N T 34K DBN s ELE 1, 1o B A e B A3
fiil 52 A(50, 50), [ 6 DBN [R5 89 5 ) B N {41, 32, 23, 14, 51 Al1{41, 70, 100, 80, 60, 40, 20, 5} BEAT5L56,
Gt AERFZE WK 5 PR .

N T BSAUEASCER H EETE AR R IN F8OR, R R B B WA I 2 45 14 2 S {41, 32, 23, 14, 5}, &
BRI W B 2135 O 50 Ik, 5 IR K 7 KNN, SVM, BP #1448 515 22]- 27133047 T
XTECSEEG . SREG A5 R 6 MK 7 Ps.

AR5 AT DUE Y, T IR B S W45 (DBN) AR AL 5 e A %6 . IR FR RN IR 4R 77 T #48  4

Table 3. Unsupervised iteration number and accuracy

=3 REBERREEERE

EAHN FiHTES EAHN HIFTES
5 97.71% 50 97.94%
10 97.84% 70 97.83%
30 97.88% 90 97.81%
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Figure 5. Intrusion detection experimental process
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Table 4. Supervised iteration number and accuracy

= 4. ARBERREEERE

IS n RS EAHn HiZTEES
5 95.62% 50 98.19%
10 97.50% 70 98.39%
30 97.94% 90 98.44%

Table 5. Network structure and accuracy

3= 5. MEBERFLERE

X 4% &5 44 %

{41,32,23, 14,5} 98.19%

{41, 36, 31, 26,21, 16, 11, 5} 90.68%
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Figure 6. Intrusion detection experimental process
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Table 6. Comparison of the results of several detection algorithms

3= 6. JLAHMESER SR XL

e HER S ES UEE &S
KNN 76.74% 0.021 0.218
SVM 96.30% 0.004 0.071
BP 85.93% 0.015 0.202
DBN 98.19% 0.004 0.033

Table 7. Result contrast between DBN in this article and the unimproved DBN
# 7. A DBN MR DBN BIZERXLE

IEARKEI(N,n) RICTTIEHER R Aot DBN J5 ik HER R
(10, 10) 97.01% 91.76%
(20, 20) 97.43% 93.25%
(30, 30) 97.70% 93.96%
(40, 40) 97.85% 94.23%
(50, 50) 98.19% 94.77%
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Figure 7. Comparison of the results of several detection algorithms
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Figure 8. Intrusion detection experimental process
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