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Abstract

Based on the discussion of time-varying generalized symbolic chaotic systems and its construction
method, pseudo-randomness of chaotic sequences produced by this system is firstly analyzed.
Then, a stream cipher algorithm is designed based on chaotic sequences of this system and JK
flip-flop. Finally, the designed algorithm is used in digital image encryption, and encryption and
decryption effect is simulated. Simulation shows that the stream cipher algorithm has good effects
in image encryption.
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Figure 1. Solution confusion and correlation
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Table 1. Three common random number detection results
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Figure 2. Add and decrypt renderings
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Table 2. Correlation coefficient between original image and encrypted image
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