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Abstract

The management and application of enterprise big data are a prerequisite for data-driven enter-
prise transformation and upgrading. The Digital Asset Management system based on blockchain of
an enterprise can solve many drawbacks of the traditional enterprise digital asset management
system, such as copyright disputes, privacy disclosure, data loss, malicious tampering, single point
of failure, etc. As a distributed ledger technology, blockchain technology can ensure the trustwor-
thiness and verifiability of data on the chain by encryption algorithm, consensus mechanism, mul-
ti-point maintenance and other technical means, and reduce the risk brought by centralized man-
agement mode. In this paper, a digital asset management system framework based on blockchain
is designed by making full use of the characteristics of blockchain such as de-centralization,
non-trust, anti-tampering and traceability, combining data fingerprint, security authentication
mechanism, Token incentive mechanism and InterPlanetary File System. The system functions are
analyzed from the perspectives of data storage, access control, performance certification and so
on. The framework can effectively guarantee the security, integrity, operability and consistency of
enterprise digital assets under the blockchain environment, and provide a new strategy for tradi-
tional enterprise digital asset management.
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Figure 1. Blockchain data structure
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Figure 2. Traditional digital asset management framework
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Figure 3. System infrastructure
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Figure 4. System architecture
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Figure 5. Safety certification process
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Figure 7. Data storage process
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