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Abstract

System log is an important source of checking system status in software system. The runtime sta-
tus report and error information contained in system log are widely used in system operation and
maintenance. With the current software system becoming increasingly large and complex,
large-scale software systems usually use log analysis mining technology to automatically mine key
system information from the system log. Log data is used in anomaly detection, root analysis, be-
havior analysis and other applications. Log data is usually unstructured text data. Before using
data mining algorithm to train the log data, we need to use log parsing algorithm to process the
original log data structurally. According to the characteristics and requirements of log data analy-
sis and mining technology, this paper proposes a log parsing algorithm based on clustering algo-
rithm, which can analyze the original log data from the number of original logs. A fixed depth tree
structure model is also proposed to store the message template to realize the fast structure of new
log messages and the detection of abnormal log messages. Through the experiments on the specif-
ic system log data, it is proved that the log parsing algorithm in this paper has high accuracy and
generality.
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1. 5|8

4t HERAERG LB AT IHE R AR B SCAE R, KRG HER DA RIEM RGBT K
EFEMER, WM R, —MERW 1P HubksiE — AN RS HPRE[1]. REHEZESTM
FEE BT UR B RS RN SR4ES N 03 S5 B R G AT IR A e I B A AN A R G 5 2]
BRUCLASE, X &40 H SR B A2 3R Bt hk B T @ RABU N, 5, 285 &40 H B8 K
BT AL Gy R, ) R G H BT % R B A .

BEAE BB Bt R AR AR L H s 3G 0, R G H SR AR e R, KRBV Rt i%
FRAE/NET 10 gb PREEFAEHE . HAM A T R e HEE BT o0 28 AU SLbrm,  Fik,
4 BT H B EAE R PTZE BoR 2 a V) FF 2 . e A ) H A28 BOR R e A 3] [4] [5]-
TN REFRAIE[6] ARFEHT[7] (8155 . 4, W T IM BEVEMB SRR, BoREZ T K
N R FEAT L% 2 SRR FE 2 S BORBEAT H EFZH8([9] [10]. ART, HITIFRANRELKRGHENT
T LR A TR SR, BRI R 40 H S8 & RS W I SCARSR, IR Z2E 55 R4t H &
SIS GR /Y, 5 A B ST AR R AR 0 H S B S A 11].

Dec 27, 2019 @ 15:19:08.000 GET /api/saved_objects/ find?type=index-

pattern&per_page=10000&page=1&default_search_operator=OR 200 6ms -
9.0B src: 172.23.2.176 dest: 111.187.17.115

Figure 1. A typical log
1. —#AHAE

—BAMHE, W PR, ds T —HREE R A E N, BREEZ AN BEEGSE THEK
AL BRI TR, YR TP HUhEAD E B 1P ik, DLAJFEIERITE B R A [4]. HEMTEIR — o s H B
WY 2R, B 1 HH9“ GET/api/saved_objects/...200 6 ms -9.0B src: 172.23.2.176 dest: 111.187.17.1157,
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TR 8 R W] LA R s AR Ry, WA [ E AR SRR, Sl HE T NE B
WA RAY, AR B8 T RGEIBITIER, W eRESHEMSEAP bk, FrEemfa, SCfig
12555), RREMAEARKHET G ARE. HEMIr R H AR B\ H G B i ik
WO B AR R 7y, R R 2 HERAO — MR I EE, LT3 1| Fon il 1 R BN
“GET * * -9.0B src: * dest: *” , B IATHLER A EA, HEMSMAE T — Mg F4E. fEAR
SO BRATIAE FH VSR SR AR AT B T A H R

H SRR HSZ48 M 508 — 30 o A48 H S AT S A 18 IR R AL RE[12] 264G
T, BEE TN AR T K [13]. BRI RS RIS AN R Tk, — R gih e LHEHE
MR ARMESR AT, I H H S AN 5 250 R G0 AR AR R L AR HIT, B ARG, S
B E RN R A AR, X BRI 2R 00, DA AR S H S A S AN B3 T B A P H S R
4.

Ok, H S R E R R R g R SCH S AR BE 1, R 2 SRR R
(1 H S B R AL SRBEA R B AR B8 1 B S 2 A ROBE S, R Sl SR — 38, &K
SCH AR AEAE, SR T — PR TR H AR S, R ] — i ] 52 TR R SR B R SR A 2
AR, LSRN T A H A3 B R A A AN S 5 H S A

ASCHRIHLUTE s 55 i ASOR S AR AR TAE LUK AT 532 30, 58 =B 04— Bk 1 3R
M HEIRBURE, B 45 A SRR AR R E R G H EHEE LISRin g R, B AR SR,

2. R SHEXTE
2.1. EJEHER

ARG HEBORBOLH OB, CANFILT T RETRAERFEME, G EE M —EER
P, FAFRVE IR AR RSO A TR I ARG 2 S, EE T U T A AT AR
printf (message, Connection from %s port %d, ipaddress, porlnumber);

AR TR H S R
Connection from 192.168.10.6 port 25.

Connection from 192.168.10.6 port 80.
Connection from 192.168.10.7 port 25.

Connection from 192.168.10.8 port 21.
XL AT LU BN S AR R, R b AR R A PR AT R, WAZ AR BASRR AT L
RN

Connection from * port *.

REBAEIT, — 2T BB B — 26 AT EVIE ), H SN A2 AR e H 35 2080 v 3R U B
R, TR 2% H G RO N — AR 2R, 4 R 8] 5 HE 51 BOAS 2 S 41

K2 JEon 17— HEM AR EEI g, HhJsah H S EE R IE S5 AL F 6 D R iE
kf-coding, HI1¥ 2 "%, IR RS HERIEGME, HFHESHMEA SRR, K. HEAR, &'
KL T, RGE—RPaERT EAZRRURHRHEREL, HEMIR <3RS HEHE B IE
I BAER AN A5

2.2. lx=T1E
H EMT 0 HESZ 8 E 2, AR50 H BT BOR Al A 15 20k VLR R $E B H B FAF(SEC [14)).
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Raw Log

1 Dec 8,2019 @ 13:39:05.000 GET /api/status 200 4ms - 9.0B

2 Dec 8, 2019 @ 13:39:05.000 GET /translations/en.json 200 0ms - 9.0B

3 Dec 8,2019 @ 13:39:04.804 172.23.2.104 - tych [08/Dec/2019:05:39:03 +0000]
"PROPFIND /remote.php/dav/files/tych/ HTTP/1.1" 207 1106 "-" "Mozilla/5.0
(Windows) mirall/2.6.1stable-Win64 (build 20191105) (Nextcloud)"

4 Dec 8, 2019 @ 13:39:03.560 Orphaned pod "363381c4-e353-11e9-be65-
3ad8aed6fbe3" found, but volume paths are still present on disk

Log Parsing
Message Templates Event Series
Event 1: GET * 200 * - 9.0B 1 Dec 8, 2019 @ 13:39:05.000 Eventl
Event 2: * - tych * 2 Dec 8, 2019 @ 13:39:05.000 Eventl
Event 3: * pod * found, but volume 3 Dec8, 2019 @ 13:39:04.804 Event2
paths are still present on disk 4 Dec8, 2019 @ 13:39:03.560 Event3

Figure 2. Main functions of a log parsing tool

E 2. BEmr TAENEEINEE

B BRI A 2R G AR AN S 2 MR O, AR i) H S BB 22, N T T 1 U ik A R
AVIEBRI . XX MG, BRI F SR 1T 2R B 2t H B Rk, X el s
H S H 2 3L G v Y SR AT A SR

P S 2 (1 5 T B (1 H BT 7 ik T BRSO i3 T IRETAM M T /5 R . X T35
TREINENHEMTEE, BASUTRHERMES, BEMHERERTTEEHERBAFNE, &5
X BEAE o A A AR o 0 T3 TR R T, E e e Gt AN AR A H S AL E L IR T
B, IR S e ik, AR £Ef ik rh e B BRI AR 9 H B AR SRATTFEIX B 40 =R R
BT HE 1) B S A H SR 5%

Risto Vaarandi £5[15] [16]7F 2003 442 1 7 SLCT (Simple Log Clustering Tool), —Fh B3 H Ef#HT
BOR, IR TFIE 1AL H ST TR . SLCT ZJa#) iz A R8T H E3Z2 484155, By v H &2
I, 22 558 I FREURR K] 3 A 01 ) 0% T 53 288 o 52 R IR U2 98 SRV 1) ), SLCT 20 H 7578 SUgEAT I 41 4
HHAE =P, 1) @RI, 5o H BT 6 I 8 S S B S A A A AR 1) B
2) @ALHERE, EH @A B T i 0 IR H B RE: 3) AR H B, A b
S H S BRI S 2% HEE R HEE, B MEAT AR H BB, R H SRR
N .

IPLoM (Iterative Partitioning Log Mining) [17]/&—F3& T R4 B ARE S i AE Xk, W T
IRZ R H EF28 7%, 7 i s, H0HE S B SRR /T, IPLoM &8
SeitAT =R R AR R 1) i B AW B A FEK AT R 2) FEThC A BBk AT R o TR
XG5, ANEALE R AR AR s G R, B DA A B ) A B F R H BT BT RIS 3) JE
T W RRN Gy, R B AR AR S A PN AR AL B A B S R R REAT R A 4) H B AL
FAUF SLCT, figJm— i WA AR AR B H AR .

LogSig [18]/& —Fh LLEUH W H B M 7%, BE =g 1) ARgEst, - HEHE S
ey — R BRI, R AR R A SRS A EE R 2) HERE, MEpnixt, M&—- 1 HE
BT E AR R E 1ZA HEHEE T —ME, 25 TR, HEHBRMRSBER AL
3) HEBBAERS, fEf— gD, i H S SR BUE H .
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23. BEENX
AT XA NTE HFE T RS0 H E M BRI AR 5 528 .
2005-06-05-01.54.59 R11-MO RAS KERNEL WARNING invalid SNAN...0

\ \ \—l_/ \ \ \ |

TIMESTAMP HOST CLASS FACULTY SEVERITY TOKENS

HEADER MESSAGE

EVENT

Figure 3. Log tagging
& 3. BEMRE

SESC1: HAFHE: & XFAHENIET RGN R FA B0 R Ay BRERE 5 R SR

FEX 20 Hef: FAONEM H ST ATHOLSOR, FRABL 1 R BN R P R R — A

GE X 3: S HERIBEM PRI MR B, FREEER, R B AREAE R S.

—AHAEEAAE —NMEE, IEA G SR B, JRERESE . 0T B Y
RHG TATAFOE PR, Wl 3 PrsfF 3R, invalid SNAN..0 99 2 &85

GE S 4: ARid: VSR BR TR AL AR AR id . — IR, 2 RRAT A .

FEX 5 HERE: WEHD PR

E X 6: THRBH/FAFIA: T BBBGR S A — 4% print iHA)EBHIEH ST HEE B BT
B e T SRR RAT —E I R, NSRRI RE 20— ANV SRR A A A R R AN =] 7 S A =
B K AR BT B ) 7 AR A SR d ) — S RS ™ 2 o R print i ) A7 e H LA AU A
AN ER Sy, AT = A2 B A AR [ SR AR ) . E2, 7R BIRA T X S fF DU AR X b, R
T, BATTHUE AR E

Code: sprintf(message, Connection from %s port %d,
ipaddress, portnumber)

Log Template Description: Connection from * port *.

\ /
\ \

Constant token

Message: Connection from 192.168.10.6 port 25.

k__T__/ LTJ

Variable token

Figure 4. Message template description example

B 4. JHERIREIR B

FESL TV RAEEE . AT S B IR Dy AT AR SR A B0 L T R AT SO
Bt P 4 o, — B 2R BRI R X M — 24T B H S5
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BECH

BN 8: ARicAR R bRic AR R HILTE — A SR T B o HAE T BSR4 E i R s bR
e WK 4 R, ARidA RN 192.168.10.6 125,

EX 9 ARid AR R ARic AR B HELE — AN S (R B 4 O BLAE T BB B LA R R 1A
ide @l 4 HRTR, FRICAEEN 192.168.10.6 Fll 25,

SE X 10: FAEFA: A E SR — SR IR BT HE 5 R4S B F A 7 8

3. ETRENBERITEE
AT EARAN AR T FIH B E BT EE 0 2 AR B AR D IR,
3.1. BEZEne

S K H SR AT T DL, e A R A SR AR A H S H AR AR AL, XS AT
AMFRHEEARCE R, FEIERA L2 B AR bR S IR AH A, R AR A S5 5 — 2K,
X5 H AT RIS, B MR AR AR H S S RRE AT B EAR ™ A 1 H S ) R —280F
M SRHAILER 9 BB . Al T RS W R BRI 5, BRI ERA 7 SRR Sk
(IRT— 25 2 B S it H S AR AT A B DL I R R 2%

MR BT, AT RESFEAN H S M AT ol i YA D SR H S T D RE . BALEE &
G NE R RO B AR, I A S IR WA B B B rh W R AR D AR B, R R R R 220
N4, AER A A SRR R AL AL T B RO — 3%, T REE, MRS Bt
VRIE A AN AL SRR A 00, FERRZ R R AEFIR AT 0 41, (45— DN AR R — 2 ST AT
s, 2 A o SR AR A
3.2. BEHANRCERE R

T EABEE SO B AL PR IC B, BATADY, B R A B ™ A 0 H W B R A
FIHEACE[19], W&l s R, FF 1 AR 2 W R ERANFE R, RAR TR fE SR  — i 5 —
MNEZEHIRZ, BREZSHAT KBNS HE, HUCE R DO RERI R R 25, JF HAR T 52Tt
BARFIRIIBAT R

Event1 Event 2

printf(  “GET %s %d %d - 9.0B” , path, status, printf( “Orphaned pod %s Found, but volume

time) paths are still present on disk” , name)
GET /app/kibana 200 11ms - 9.0B Orphaned pod "363381c4-e353-11e9-be65-3ad8aed6fbe3"
GET /bundles/app/kibana/bootstrap.js 304 8ms - 9.0B found, but volume paths are still present on disk
GET /bundles/light_theme.style.css 304 4ms - 9.0B Orphaned pod "363381c4-e353-11e9-be65-3ad8aed6fbe3"

found, but volume paths are still present on disk

Figure 5. Message template print code example

B 5. JHEARIRITENAD 7R 1

KRR H S ST R, — EAC A Rl A AT, URL 1P kS5 SE AR 30
Bl, BERARCHEE TS S, RS, BfES, HEERIC A NIz, RL RPILSEE. X
SERRCAEFFE B PR R SR, T E SR 3t AR . Ik, IR0, R TR
FAFRPEIAT O HZ AN, BATEL 2 SR R E Rt R X L R bR ic A&, IR X ebRid A &
A RN . BB )E, BATAR T bR RIERIPR LR & Wi 5 fos, F4FEH SR 1P
Mok, How, BB SO HOREESE, EAAFEFE R RO R IL A .
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AR X — 2D I HIERR y MessagePreprocess, K545 2 1 AH S (94 1870 4LFR N MessageMaps, 5
MessagePreprocess FFEEHL— 25 E, 0% E T 1) token BECENE NN BKE, I H K& token
55 UM LR, 35 2 AU token FLEECAF &AL, BARIIARILINE | FioR.

Table 1. Algorithm MessagePreprocess
%% 1. % MessagePreprocess

Algorithm MessagePreprocess
Input: Message Series S, Empirical Rules R
Output: Message Maps

1: Function M Maps = M Preprocess (S, R)

2: Message Maps = dict

3: For message in M:

4:  message_length = len(message.split(' )
5 For token in message.split('"):
6 IF token obey R
7 token ="*'
8: End

9:  IF message_length in dict:

10: dict[message_length].append(message)
11:  Else:

12: dict[message_length] = [message]

13:End

3.3. B

FAE L PR ENNEE— 4> MessageMap H i HI IR B BLAOH SO —3K, R R %
PSR, FRATIAE X A I 7 1 eh S R P S (3], FLAAE SR

EO 1
WED(S],SZ):ZTW) (M
izl 1+¢"”

HrAr EO N S, B S, (EREREL,  x, 2508 0 XERAER LR &R 5], v 2 HIRE B 2.

AR T AR R, 28 %ttt gmEm ey, mBRNTRE, MelcrAARR,
FATVHR B A A 9 2 1) B A B R K9 L 73— N4 MessageGroup

AR SCAEIR LG — PR A 58 T, IS T SRR B A AU B BE S, AT R AR B 2R
e b T IR B B B AR A, X EATTHEAT k-means R3S, HE5E k M 2, e KO HLE N
e i KA EE BSAE N RME .

22 g H T R E R MessageCluster, X} MessageMap H 15— N, T E b &5
R PR B FEE A k-means B0 IE B 4028, S ARV AR 28 P B R I R S VR 9 AL
FAE BE BN T BHA R B AR RR T, A RMEE A — . FEm R % 2.

Table 2. Algorithm MessageCluster
3% 2. % MessageCluster

Algorithm MessageCluster
Input: Message Maps M

Output: Message Clusters
1: Function Message Clusters = MessageCluster (M)

2: Message Clusters = M.copy()

3: For key, value in M.items():
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Continued
4. distances = WED(, j) for i, j in value
: clusterl, cluster2 = kmeans(distances, k=2) //
: sigma = max(cluster])
: for message in value:

link(message, 1) if WED(message, i) < sigma for i in value

NI - V)

Do:
10:  puti, j in a cluster fori, j in value
11: While value is not empty

12: Update Message Clusters

3.4. Ky

R AL AR RPN DR, 7E— MessageCluster I S AT RE H B ASE RO B, Rt
fIIHEIX — 25 47 X%} MessageCluster 1434 .

XD EE AN, ST —4 MessageCluster, N NI A H ERHEEKE, BHPHEERAIFRD
AMA, BEEFHERAM+ L AMIE, 85— MIE L, 1Og00HEE 2/ DMARRARLFS], H
VER, —HCOkUE vV RMEBORE A B T e X0 B, @ S NRME, 8 VOB EE, 34D
IR B AbCAE R, FEEAFEATRERE, 4 v AN RIER, WZAE abrid s &, O
IXA™ MessageCluster %78 V + 1 4,

B=2P e BINAE, X FA—A Message Cluster, Ziita—MAEAILFEAIH 3G Z DA REK
id, FESBHEMELE, DN TBRESRM—xR5, FEm R amE 3.

Table 3. Algorithm SplitGroup
%= 3. E3% SplitGroup

Algorithm SplitGroup
Input: Message Clusters C, threshold ¢

Output: Message Groups

1: Function Message Groups = SplitGroup (C)
2: For cluster in C:

3:  Forifrom I to M+1:

4 let V be the number of different tokens in position i
5: ifV<g:
6

split C into V+1 groups

3.5. EEIERER

2t B LA R, BATIAA—A Message Group 71 AJ LLEH—ANH BRI AR KR, @it —
> Message Group HATHTH B A LI ENbdE &, HRbCPRCE R, F—HBERFRR,
FAT] LIS 2] — > Message Group I SRR i .

R, — K HEXNN—2H R, — 20 B B — N SR/ AR A, Rk, SRR A
1 H BRI BN e, 8 H BRI AT LIS R P I BB/ F R, AR — 4 H SR N —A
FARRA, FATHA] LS B AR A

3.6. HEEmRF

HI T 20 B FATIAE H I ZhE B4R DU BB/ AR R B RP 3R, A TSR A T S ER
Ja, R 2 AR, S A I R IE O A A S U AR C B e R ST B R, R A
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R

LT AT BRI ——VLBC, X T UEHC S A BB E , A TR HxT R A AR R i 2
RIS, SR BA TLRC I SRR A, BATA % H B BT HHIH S

N T AR — BB R AT, WATBIN— MR 3 BB S BERRAF A 2 AT AE H 2R rh 42
T B /AR, fnlE] 6, BRATFRIRAMEE 9T B, AR A7 RO B RKE, HEK
JE R s B A2 71 mUONTE BTS2, o T2 e, AN He g EKE,
AR 12 ik QB e He b B ARF S U AR AL, 55 BRSO £ 739 i rh O B AR — — LE e, EL R4k E
ULHC AT B, I iRRA R, MALHI R HEHE.

Length: 4 Length: 5 s Length: 10
Log Groups Log Groups
Log Groups

Log Event:
Log IDs: []

fn— f—
Log Event Log Event Log Event
Log IDs Log IDs e Log IDs

Figure 6. Message template tree

B 6. IH2RIR

4. IWERSHH
4.1. HEKIR

AR H EHHERIE T EL I G DR HFE kfcoding, TjFRgmAR 2 K FH UM 55 4L AR g1y,
B AL = AR S5 5 AR @R, bS5 N5, EiZmsh, DA
PP AT O I %1 6 5 SI AR BB AT HY 1T BoR, Wz ib 8 K. N TRERE. Pl Ra
REEE AT S BIBRE 48, ERENS/E-T & LTSk, SUbFER, A ERTBLE S/ g
IMERFES, RIRA 545 2L I RE

ML FON AR A S AEIZRCY, AR LUl o ST BR R, BRI
U, AT B, AR, WEIZRAER AT AR & BT IRIE A X, R RIS TR, JFAT
Lo T G Rk

F=AL S SO SIIES 7 f . EIZ T, SLINESE 7 (/AN AT BoEf| B 22
BGOSR G RENERL IS — BB, 205G s s ARSI, M P i 2 59
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2y RIVAT DAFE B A5 FH A8 mp PRt 27 ST Bl B8 AR 57
RGFE I BEN R G IR 7 Jios:

r T

=

TAFEIRE FREFAE SLWES A @

¢ ¢ ¢

BRIl

]
APl Gateway
L J
] i { ] )
W=
PMAESIRSE ‘ ’ FREFRS SENFEEIARSS ‘
T PREHIAR 55 BEERS
I T (S
r N =1
HEE
Z25 BUREE
L, ;|

Figure 7. The Architecture diagram of kf-coding
E 7. ThRmIZRMAIE

TR G R 22 LURBERE /NI 4000 2% HS I 748 0 B S, JATHEE 7 H A — DA 1 H SR AT
HEMN L, X MABEEEEEE VUG, & B ST EE, TEMRLG H S8 &
ST H Y SRR A 51, BRATTSR I8 R R FA0 ¥ JE RSEASS SR A 1 S AR, DSBS 9 7 B R
AT AN S RS AR

4.2. KBER

ASCAEAR RN A H B EdbAT BT, AR R BB S P, e B ATR 2 A R R
FER AR, 18] 8 2 R 1 3G B AE H S AT R i BARRUR o O 7R DRI A S H S Ad b 5
EREIEROR, AME G W H SRR 8 R G0 R R AR I H S M B 18R

TAHEAF BRI FAE 721 A ] T BRI SRR A S Aar il () 25t ] e VR ERAIE
THRAERIRT TSR fE R, 2 Ja 5 R IR 1) PP ARSI S R0 5 T B B 0t B2 e S A TR, AT S B P
I HIHCAZ (LS TM)RBEA T 8] 2 41 1) S Al 201, KA HCAZNZ%(LSTM, Long Short-Term Memory)
S PP IEI LS, 2R T R RNN (TEIH 2R 28 A7 E P AR i R T T T T H SR 1)
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1:Orphaned pod "363381c4-e353-11e9-be65-3ad8aed6fbe3" found, but volume paths are still present on
disk

2:GET /api/status 200 30ms - 9.0B

3:POST /elasticsearch/_msearch?rest_total_hits_as_int=true&ignore_throttled=true 200 619ms - 9.0B
4:0rphaned pod "363381c4-e353-11e9-be65-3ad8aed6fbe3" found, but volume paths are still present on
disk

5:GET /api/status 200 3ms - 9.0B

6:POST /elasticsearch/_msearch?rest_total_hits_as_int=true&ignore_throttled=true 200 1321ms - 9.0B
7:watch of *v1.ConfigMap ended with: too old resource version: 880996040 (881003957)

8:GET /ui/fonts/roboto_mono/RobotoMono-Bold.ttf 304 2ms - 9.0B

Step 1 @

GET[]200(] - 9.0B
POST []1200(] -9.0B
GET[]200([] -9.0B
POST [] 200(] - 9.0B
GET[]304[] -9.0B

Orphaned pod [] found, but volume paths are still present on disk
Orphaned pod [] found, but volume paths are still present on disk

watch of *v1.ConfigMap ended with: too old resource version: []

Step 2 @

GET[] 200[] -9.0B
POST [] 200[] - 9.0B
GET[] 200[] -9.0B
POST [] 200(] - 9.0B
GET[]304[] -9.0B

Orphaned pod [] found, but volume paths are still present on disk
Orphaned pod [] found, but volume paths are still present on disk

watch of *v1.ConfigMap ended with: too old resource version: []

Step 3 @

GET[] 200[] - 9.0B
GET[] 304[] -9.0B

POST [] 200[] - 9.0B

Orphaned pod [] found, but volume paths are still present on disk
Orphaned pod [] found, but volume paths are still present on disk

watch of *v1.ConfigMap ended with: too old resource version: []

sepa d b

GET* **-9.0B

POST * **-9.0B

Orphaned pod * found, but volume paths are still present on disk

watch of *v1.ConfigMap ended with: too old resource version: *

Figure 8. Sample log resolution results
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Figure 9. Sample log resolution results

E 9. BEBRERRAE
P4 5 T ARSCH) LSTM BEAE LA IR] 7 41) B ARl iERf 28, 453045 tH T TP FP. FN., precision.
recall 1 fl-score.

Table 4. The effect of anomaly detection on four time series

4. MEAEFS LR ERNZR

Dataset TP FP FN Precision Recall F1 Score
TimeSeriel 1057 12 98 09152 0.9888 0.9505
TimeSerie2 980 4 19 0.981 0.9959 0.9884
TimeSerie3 875 30 43 0.9532 0.9669 0.96
TimeSerie4 967 23 290 0.7693 0.9768 0.8607

4.3. GRS
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