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Abstract

In the mobile Internet era, with the continuous development of mobile APPs, people have put for-
ward higher requirements for the information security of APPs. The research purpose of this ar-
ticle is to use the Android SDK design to implement cryptographic verification and to enhance the
security of information on the application to a greater extent. Using the Android SDK, this article
designs an image verification code based on Android Canvas and Paint. The image verification
code is generated through the steps of initialization data, target selection, angle change, weight
change, color conversion, and adding interference to prevent machine recognition. The picture
verification code is the most widely used verification code at present, compared with other verifi-
cation codes, it is easier to operate and human eye recognition. In order to identify the picture ve-
rification code before requesting the user's account password to the server, the application secu-
rity is greatly increased. The verification code not only effectively prevents brute force cracking by
illegal users, but also reduces the server request pressure caused by brute force attacks.
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REZ, KT Web ZAaillAR KRR o SCER[21ASCER[BIXT BT M5 B 2 A e, Fa T “End
DA 2 BARMNE R ARG LM Z 2R W T[4 T LA KRBE AR i o ST 4% 22 42 1)
PIE, IR UL 1 R An e A B 37 8 it o

A A SRS T AR Z, HEZRMRLT LK.

SRR IR IRAERD, R BENL 745 Bs e SCAME Y, (HZ X PP IR IERS AR A 5 g pLas R0, A4

HRREA R, 1505 T EUGAEH[5] [6] [7100, KA WX B A AT g kb2, (H 2 24
INE BN MR, 2 AR AR IE R 2N SR AR KK (8], X REAE )
Bz b LA NARAEXS B R RO T 1328, (HR XA IR BRI AR E it NS BaE E2% . EH KR
THRARME R IERS[9], RAFE R, (E2 A SRR B F - AR RE IR«

=IO EHRAEY, R KR IWESh A AR R S E &, JF HARSE R shig Ly — R 51
AR (B, {5 B ) RSBV WT 75 R N4, X SRI0UERY A LR TR S Se e 1), (R AT 9 B H Rl s Sl B
PR E S REARE, B RRZE.

VUSSR ik RIS, SR D7 B i 4 AP IFRENL A, P I oA B 1
N7 EAT PR3 o

ARSI T —HhFE T %2 5 Canvas (HIA7) 1 Paint (11 28) B &R BAIERD, & 2R T BEHLIGIERS L K
BEHL TR 5 30, XA AL 15k, Bk T AL AsRA], 1R TR K L Atk

2. HXEIRNA
2.1. Android SDK f&4v

SDK: Software Development Kits, #fFFF & THA, &R AATFR TRINH T %5 € 3. B
MEZE . BEAET & H0E RS B AT R TR %4 . Android SDK /& Android #/4FIF & A B
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I TEM., ZTAEATEESZEFE ER&F AP, FELE Android B AT AT DUE 3.
2.2. Canvas Efp

Canvas /& Android SDK H 21— API, T Z TR B 2 N 2 .
Canvas 2K FH 7T -

e Canvas(Bitmap.createBitmap (width, height, Bitmap.Config. ARGB_8888)): it J5i%, B ek,
KANIAL L

e Canvas.drawText( “ZHICANZ” | X, y, paint): LHIHISCARNE, 1IEELHISTA R S X ALFE,
IEFEL I SCA R s (1 Y bR, EZEXT 4

e Canvas.drawColor(Color WHITE): ¥ A3 78 4 [ o

e Canvas.drawLine(startX, startY, stopX, stopY, paint): £ —4%2k.

e Canvas.save(): fRAfF— FHEAH,

e Canvas.restore(): RAENR: H save JiERAEG, MARTIHUH — ARG RYE AT IKE, B
AR UK Canvas 18 Ji7 AT 1) — A save ) FPIRZS

2.3. Paint E%E
Paint s Android SDK 2 i I T- 21 A A 1) AP, Paint 8% 97500 F -

*  paint.setAntiAlias(): 1 & H PR IA

e paintsetColor(): ¥ & % Hih.

e paint.setFakeBoldText(): ¥ & % 74k
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LI R AE R RE L P U5 R 8 S SN, 96 UE RS AR 56 IE £ 78 X0 T P N B F B8 IE 2 T E
17, SN AR REEAT AR . SERSIERS, TR T XS SRS A JAIE, 75 ) 75 2 EHT A A K S Y
YT ATRTN

3.2. BRI LR

e AL A R EEAS BRI N A A, JRJEIE IS Canvas AT Paint 28, KE 96 IEAS AR Bl A ]
M R o AEAE BB RO RE A, I TIAE B (0 R R PR F RN R ) N s 6 R 1) 22 4
P B e RS SR 1 BAR AR A 1 R
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mﬁiﬁggﬁﬁmi BEATLI% BX B4 A F 1 %MM%%%&Q?H
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FIMEHITELER Wi > WE

Figure 1. Algorithm flowchart
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R BRAERS S B0 B S SR R (IRIER(E S, ARG BT TIRE, Tl B @Rl fke .
P AP0 S 10TR) R LA BB LA, BB B T2 SEIL, 5 PR P A AN 2 A B o B SE B BRI T«

1) WisaS e R, A HE TR, 10 N A 27 A REAL R

2) WE AT AR 37 AAIIBENLE, BENLAE R TR 8, BE P

a) WL FEHL R ERAS n ANBEHLEC T, R R AL T AR

b) FRIBGX n N7 BB T AR B AP B n A5 4F, BB rrr . BaiR T

TR BN BRI D AR Al iR -

A VIR Array, BAERS K n
FrHy: BEHLERUT 45 5 (3R E RS ) newArrayy

L T n Ik, RIBENLEHL n AN TR
fori=0—n-1do
11433 37 LA IBEHL T 45
j < randomInt(37)
18 BB
newArray(j] « Array[i]
end for

3) XA FIF IR BRENUIARLE, G5 ABEL A e

a) JEILFEALE LS 2] — 1 double 25 FOMH skew, FH TR 745 FIIRHE s

b) it FEHLE VLTS B — N R, FIBTIE AME R e e R A . SER R R
FRATURE A e L ARSI -

oA BAERS newArray, IGIERSKFE n
it ARVERI)FE R newArray_1

A TR E newArray RS TAF
fori=0 — n-1do
114 UG HLBAR E
inclination < randomFloat()
A A it
if randomBoolean() >4 true then
FRF AU inclination FE
else
TR 72 4 # inclination JE

end for

4) NTFFHR RGN TR AR, WEFRABICE, @l EEER R M /RME flag, FIHT
EAMA K P8 AR RAMOE 2 TEH . FERR T
TR AR FE D AT A -
FA: BRI RRATRS newArray_1, KAFFEKSE n
it BUEBI)FERFH newArray_2

2E: BT E newArray_1 (RN T
fori=0 — n-1do

IPRAARIE & IE
if randomBoolean() >4 true then
TR,
else
FIFIEH
end for
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5) PR AN AR BRI, ERRIBENLER (A R 3 4D

a) I FENLEEAS S 3 M EHUE, 3 R RGB =t I rv g+ bs

b) FIH Color 2591 rgb(r, g, b) &4 77 VLA B — B H color. HIERARWIT
FREEE AR e Dy A R

FA: BAFRDKCSE n
it BiaFFE colorList

LR BRSNS NG A
fori=0 — n-1do
IIBENLAE BB EE Ry G B
R, G, B;
color < Color.rgh(R, G, B)
colorList.add(color)
end for

6) WARHE TR AT, AL R R E T, AR
IR A -

A THEHE m
Frit: THREFI lineList
AFE B m ok, AR m R
fori=0 — m-1do
IBERLA TF AR RS Xy Y DA REE AL X Y
stratX, startY, endX, endY;
SRR
line < new Line(stratX, startY, endX, endY)
lineList.add(line)

end for

(7) fEEAT AR REIERS I, AL D

a) W FENEES RN BT, FORFR I Bl 5t left A/ 5t top:
b) MIEFFIARMNSH, WHRRIE. FRARES, REEZE;

¢) Canvas 251 setText() /7 VAL EIAG L i H | 6 2528 38 UERYS .

4, BITERFMGR
4.1. BITHR
TE 2 5 APP WS A e Bk A I IS, ROR W 2. 8 3 fros.

(@) (b) (©
Figure 2. Canvas-based verification code generation
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Figure 3. Verification code refresh in APP
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