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Abstract

On the basis of the traditional network defense means to resist the attack, a new scheme using
machine learning method to achieve network security situational awareness is proposed. In order
to obtain alarm events effectively, this paper introduces the technology of alarm correlation anal-
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ysis, which reduces the false alarm rate by analyzing the correlation degree of multi-source alarm
information. In order to reconstruct the attack scene accurately, this paper introduces the CEP
technology to deal with the massive alarm information, and uses the causal association analysis
based on Markov property to build the knowledge base. The analysis shows that the scheme has
the characteristics of strong reliability, good applicability, small calculation amount and high ac-
curacy, and is especially suitable for big data environment.
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Table 1. Key fields of a security event
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Figure 1. Flow chart based on alarm clustering algorithm
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Figure 2. A one-step transition probability matrix between attack types
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Figure 3. Markov chain model
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Figure 4. Overall scheme framework
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Figure 5. DDOS Attack process based on sadmind vulnerability
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Table 2. The attack step is related to the corresponding alarm
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Table 3. Attack types and their corresponding Numbers
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1 ICMP PING
2 FTP Bad Login
3 TELNET Bad Login
4 RPC Sadmind UDP PING
5 RPC sadmind query with root credentials attempt UDP
6 RPC sadmind UDP NETMGT _PROC_SERVICE CLIENT DOMAIN overflow attempt
7 WEB-IIS%2E-asp access
8 RSERVICES rsh root
9 DDOS mstream Handler to client
10 DDOS mstream client to Handler
11 SNMP request udp
12 BAD-TRAFFIC Loopback traffic

DOI: 10.12677/csa.2020.1012258 2436 THEAURF 5 R


https://doi.org/10.12677/csa.2020.1012258

wth &%

AR R SR RO e A R A3 B A B R B 2 G RS 2R, S & 38 2 0P S BGhBL 1) g 5 vT
DAFRH 12 B B0 12 * 12 SR MERFERE[ 7] HE R H AT R0 & 41 Bixt L R BB o R AR AT & B
PRGBS E LRI Bl a), = 0.633 TR Y RAESZEHM 1 (ICMP PING) G RKAESZH4F 2
(FTP Bad Login) M4 # 3 Jy 0.633. W] 6 Frs:

0.633 0.025 0.127 0.315 0.000 0.000 0.000 0.000 0.000 0.000 0.000 ©0.000
0.439 0.561 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 ©0.000
0.000 0.000 0.769 0.231 0.000 0.000 0.000 0.000 0.000 0.000 0.000 ©0.000
0.000 0.000 0.000 0.624 0.719 0.257 0.000 0.000 0.000 0.000 0.000 ©0.000
0.000 0.000 0.000 0.000 0.443 0.584 0.000 0.000 0.000 0.000 0.000 ©0.000
0.000 0.000 0.000 0.201 0.000 0.397 0.142 0.240 0.000 0.000 0.000 0.000
0.000 0.000 0.000 0.000 0.000 1.000 0.000 0.000 0.000 0.000 0.000 ©0.000
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.250 0.643 0.250 0.000 ©0.000
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.667 0.547 0.000
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 1.000 0.000 0.000 ©0.000
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.857 0.351
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 1I.000

Figure 6. Based on DARPA2000 alarm type shift probability matrix
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Figure 7. Causal knowledge of markov chain models for DDOS attack scenarios
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