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Abstract

Cross-site scripting (XSS) attack has been listed as one of the Top10 vulnerabilities in OWASP
(open Web application security project) many times, and is one of the most serious security ha-
zards faced by Web clients. In order to effectively defend against XSS attacks, this paper proposes
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an XSS attack protection method combining client and server. On the client side, the input is
judged to be encoded text at first. If it is encoded text, the blacklist is filtered after decoding; if it is
unencoded, it is directly filtered. At the server side, the output format is forced to restrict the con-
tent output to the page, so as to prevent the XSS attack of unknown attack payloads. In addition,
the local test environment WAMP (Windows + Apache + Mysql + PHP) was set up to simulate the
XSS attack process, and the protection method proposed in this paper was verified. The experi-
mental results show that the XSS protection method proposed in this paper can effectively and
reasonably defend against XSS attacks.
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1. 5|8

Web FARM PR K R, JUF-AE1F ANATAE S S 75 7 T A FH 2 T Web M AHFRF, Web B HFE T
T REREAES, KEE TS ELIEYAH K ATN S E 5T 6eM Web F2/7 . (HBE
# Web FEFUIAe B 24 ER04e s, Il TR Z W, tinER 2 MR INgRT, SERA PR
PEA N S DIEF AR, X Wa B R F R 7 sk b, BRBEHE & MARE T Bk
HH P R I, 35 1T I it L Ath 58 7 5 (RS VRAT A, 45 P IR R 2 s 7 5

5 3l JHI AN B (Cross-site scripting, XSS) /& Web N %2 4 o] @ [ 2 B 2 —[ 1] 38 RS ik A Mot
1 3 B2 R 2 Web BRI FE PP A P N 00 A 25 EA T 20K 8, 5 B0 = AR ARARD 4 FH P el B 28 i
PAT, FECTHSE BRI WaIRIESE — RICEEE TR, PR ARG SR WA,
482 42 )y W] WebCohort [ 25 R, 8IS 80% 1IN AR FFAFAE XSS Ui [2], Twitter, {1 E 2 50K 2
UROR A 1 i B AN 0 e 2 [3]. OWASP (Open Web Application Security Project){F>N Web W %2 4= 43 11
Bg, HAFIYF KA OWASP Topl0 JRIFFIE T, BuiASRIGZAL RIS o BT XTAUR 185 ik A4
Yo dqt, ERAMTFR SR T 2Rk )7 % . Shanly C Z54H 7 —Ff Skip List 5%, KT XSS I
TAERI, 5B XSS Wi &R, TR R MEILNMERE LATA TROKHIFEME[4]; Shashank Gupta
Pt T XSS BifHAELE, ZAESL R T N AGURN, H 2RI H R /E HTMLS Web B AR5 H 1) XSS
TR, B RZER DI B S E, MRS AR B R E, RN IEAR K [5].

AT T XSS Bk (0 R B AAEAE FARAE K, FE4F XSS BT 7 238047 TIR AR T, dlid
XF XSS Bl SR i) Web 22 4 S0 1R BIF 70 R0 16 L6 5K A7 AR BRIE AR DT IR, it — P “ B SR R4
iSO, S4E XSS B AR A 5 B, IFER S HR 1B XS XSS BUi B4 7%, ARSI TS
BEM RS, 8 BehRSEE, EE T XSS B A 2ok

2. XSS iRRFEERNEE S
2.1. FlIRRRE K ERpE

()5 SR (SOP) IR AR A [RIIR SR M, 45 S FLAH DT ) (ol i 2 () 2 2 AR R B30 3844 Al 1160 RITFR
TEBNASHI N A (HLW: JavaScripty ActionScript)f¥ 7] LAt S ofl &[RRI HTTP 3K & Cookie, A
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(R T SR B B A VAT S BRI OS5 B A, (R AN RS Il 2 T) ] DA i SR o [R]J SEms
B RS P, ARIE T AR Y E B GBS T Re, T b AR AR b A SRR AR R

BUEA I xj.com, XMEEELAN T, PLmxj.com fl nxj.com AN, BF—HEEiZm4 T K4
DU HA JavaScript JIAS, 25 1 538 (& AN R DU 2 (A1 REAS FLAH S IR, B R0 00805 17 SR S 15 E ) 1 41
b7 7 A [ Y S

Table 1. Same-origin policy instance

%= 1. FlRSRME LA

i1 AR 2 T [F) JE A
http://www.xj.com/a.html http://www.xj.com/b.html = Pl A uh AR E
http://www.xj.com/a.html  http://www.xj.com:81/a.html & http PHERIAR I 80, ¥k 2 Ui 14 81
http://www.xj.com/a.html http://m.xj.com/a.html =5 5 T [BAE R AN

http://m.xj.com/a.html http://n.xj.com/a.html i ANF) P B AN [
http://www.xj.com/a.html http://www.xj.com/a/c.html = GO B RAE, Him O, Wl 84 541
http://www.xj.com/a.html hitps://www.xj.com/a.html i 1M IO HRTF]
http://www.xj.com/a.html http: //xj.com/a.html & FHBAFE. FT#E A www.xj.com, J&5E N xj.com

HTML A f<script>. <link>. <iframe>%547%5 i] LAFS NN 8K 75 2 ) B 88 i A4k (R S B, bt
b, XMLHttpRequest 183 H ARG 2] HTTP HAN A2 T A5 A1, R2A JavaScript ANREFE ] HTTP (1)
o I 1 HRTLAEH, [l T — AN s [0 2 FIVR Sems B R, AEAR7ETF & Web RIS = AR 4R
ZAME . T RPUXAN A, RIS SOV R AN AN [F IR DU 2 R, 3@ document.domain AFE
BHTVCE, A BRI IR SR, 45730 DU () AT A LU o IR R 2 Pt S RIS I .45 Web
LR T e AR o BB AN T HIAZAE XSS IR, A4 s Mo 28wl il LA X AN TN JavaScript
B, BN document.domain A8 & A7AE, TR [RIE 0] LA A) 12380 BAF 2 DL N JavaScript GRS .

2.2. Cookie ZLREE

RFC2109 #i5E: Web IR 2e4 oV 15 B K HTTP SRS H0E 5N P, FF HLUSCH
FERECEF P TSR 7] 24 P RS HTTP 2150, HTTP 2 iEA8EH HTTP Sk (¥ Cookie KIZZE
FRE R Web Ikg5ds. IET-ATA R Web MHIZFIA Cookie SKbricH P AIRFFSTRIRAS . HE Cookie 417
JEYHIAS A, — ks 43 A% 16 Cookie (RFRIFHT Cookie) FIAHE Cookie (FRFKEE =77 Cookie). 2> 1% Cookie,
EFA PR TR, Y Rs SRR AL T Session, Cookie 777EN Was IEFE N A7, — B Baas 5k,
W Cookie k2%, HWERIERA KM, HPFTHFZDANRIFRETT, Cookie WRIREARIT); At Cookie HIfH
TR P i) S s 2 H, - AHb Cookie FEARBIEEIN — R E 1 AAF M, i A=A7 R Cookie {2525

Cookie fi 7 Domain. Path. Secure. Expires fl HttpOnly &5 % 4= & M

Secure JEYER AN, BV BER, RA M PR HTTPS 216, 42 Ki% Cookie. %@
FUVF HTTP Al HTTPS Wi RI%T 15 & HEAT& 0L, ATl HTTP R AECE HTTPS RN T & (1 Cookie 1)
Secure JE M, #—P T HTTP 1EKEEWIREL Cookie 5, % % iR CSRF X il XSS Uiiti; Expires J&
PERRIE BRI Cookie B M), —MABEML T, REXEME, WX ISR, Cookie BitkMilk, wE
TixJEYE, W Cookie 7EE [T 8] 2 HI A2 A 2 H); HitpOnly J& 1411 B B FI 8 RIEH ' Cookie %
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g, —HiZBEWawE, WS JCikiE L JavaScript [ document.cookie #E17 15 7]

BRI 2 30 0 P 22 4 SR AN SRAR [T, =2 0) W gt A 3 ) O T AR 2 I gl LAt b F 2005, A 1 ) U
S8R IEEE =T Cookieo I8 I XA [F) ) Yo 25 (Y PRS2 55 2. W48 SCHFEE = J7 Cookie FIRIENG 28
73 XSS Briki B HUH P A5 BARIS fi 8, AR P8k M TR AL THESPIRS, RREHA P ES =
75 Cookie AE47 Jil B A 36 Fifi it B A 43k RIAT

Table 2. Third-party Cookie support in the browser
2. MEFRAIE =75 Cookie THFIFN

W s A4 B BB =75 Cookie R SCFF P3P
IE6-1E9 & =
KN & ”rf
Chrome = Iy SCHF
Safari & &
Opera £ 7

3. XSS BHE R S HEHEM S
3.1. XSS BB

5k A M 15 (Cross Site Scripting) & — R4 H HBAE Web N AHRERF R EN 24K, £2HT
Web [82 H A% A5 FH P i A JEL I AN R T 7 A2 FR 8] o JAr s 28 0] P 194 sl e ) 12 30 2 ) B AR ARG (— RO LA
JavaScript 1 HTML QA9 AR TT, 24 HoAth 2 30 S Bt i N BHASARRS 1) X TN, 8 2 F ST IR N IR 0%
=AU, ATRESEH I &4 ;EMﬂ%\ Rt R AT XSS i e B A%

D] A 3 A s ) o 7 JR 7 PR B A B IR AT 1, OB s Sl RO AR B8, B3 11 2 B8 3 R S mE (9]
MR 5 2SR UF (Cascading Style Sheets, CSS)I4E 528, A T B 1L, ok HE SN “XSS”
EEAEDLN,  BEAT DK S A B AR K —Fh Web 22 iR, tn DLEAE R — MR F B

XSS IIAAETF ZMARMRIIE, FEk oA =2 KA. A5 DOM &Y, Ik
P2 XSS Il Bk 77 :[10]. (A5 DOM KA AR AR 2 G XSS, #th A %354 XSS 70
SRR B 2 o A ST BRIN S Sl R AR i 7 S = 2K

3.2. XSS imiRERY 433

3.2.1. REH XSS

WARANAEREARL XSS, JE i WAL R B i —Fhis sl AR B [ 11]. BOt 3 @ i B i1 S5
SETR, BEEZERE XN A S BEMARIE URL, —H2EH Sl 7 x| T3, &
AR 2 B A0 2 E 2 M N 88 L HAT, Wik Web N FHFEFEXT A PO AR 4, s R
Gy R AL XSS RN SRS XSS R M A P it A e fdok, 1 L $RAT — Wk, B DA RR O Al R
AT XSS, B 1R XSS Wt s = A

B 1AL XSS B n B, AT PAE AL XSS B an T

1) HE Web N FER A8 sk Wl , 1ZFE 7 4RA7 7 I Cookie 15 B

2) Wb B A RIS A B R ARG ) URL &3%4 HARH P, 46 P s URL;

3) 1% URL J&, URL S 6 2 (00 2 IR AR AR i B 1 31 R 554«
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Figure 1. Process of reflect cross-site scripting attack

1. RETBY XSS T T2

4) MRS SMENTHUP TR, IR AR & A TR 9 HTML 02 B s F
5) FJ K Web B2 FIRE PR R ABUE , AT DU AL 55 R BEIAA A 5

6) ERIALE T PSS & P AT S, T Cookie 15 S S84 AT B 0l 2 OO R 55 4% 5
7) Bl B SRBUAE R, SE R il SRR

3.2.2. %8 XSS

AR AT XSS, RN XSS % Web S FFE R [ iR 25 28 & K TR HTTP iR, il
FRAE B B b AR S [12] Hh Bl 40 S S AR EAA IR RS 4% B2 — IR HTTP 5K H
T FE P 2 8 5 R A R O X T Ak % HTTP 335 3R 2 58 — Wk HTTP 3K . Ao Al P AR 5080 ) Web 137
FAFE AR AT A2 A2 XSS, — MU0 T, H I P ¥ F0 S5 DR A2 X T B Web B2 AR 7 A i
PRI BIEATIEE, S EUMARID B B A7 % 2500 F .

K 2 e XSS Wit B K. 5 XSS MIERIMEL AT LA, fE6E% XSS Bl —5
FEREER AT A7 2] Web MRS, 5457 AR A7 B = ARG 1 TR RI AT s 17 S S 28 XSS T2k
W IE L R AL S R ARG ) URL BEEAGERLS HAR, FHAE HAR siiviini% URL. B TAA#H2Y XSS 1
TR AT, D A7 A6 2 XSS BE 25 23 RRORHIASE K2 A 1, J0AT T REXT Web AR5 45 1) 22 A M= AE AR o

/' 111 e
JIirg e
2. H B
3.1 R XSS T T

4. XSS T T i) Jw/

]

5B E A .
HAT . 6.HPERE

TN

Figure 2. Process of store cross-site scripting attack

& 2. FHE8 XSS BEHidiE
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Kl 2 Nt XSS Wit n s B, W LR HAAAE Y XSS Bk A2 F

1) B #FRad BRI B RS, RS HEAAEERRD;

2) HTE Web N HFE R FR B SRR, 12 7R A7 F 7 ) Cookie 15 2.

3) FH U7 el A % AR R R T

4) MREASFENTH PGSR, FRE R B ARSI U T R R s

5) P Web B AR FH2UCBI RS, AT DI A 25 i R AR AR A

6) HRHALEN P XA HATE, H P H Cookie {5 B854k iz 21| Mo 3 IR 5545
7) B FSRA B R, eSS ISR

3.2.3.DOM & XSS

AL XSS FIA7fig R XSS 375 ZoR M IE 1) URL Ak B 4545, URL A L5 00 = A AY i il 5%
B HAT RN B RS 2 EH T, DOM B XSS RN A URL KIEA RS AL, &R
ui ) Web B HFEFHHAT[13]. DOM B! XSS S2H A 5 B & ARS8 98 £5 . document. URL A% &5 1]
URL, 7] LUK BRI AR itk N B BIASFE 5 o, 33— 2508 iZ B A< P8 F document. URL 7% &, $RHUH A (R .
IS HARE B AR U . T U SR I A 25 R il X e s SE R, BT RLA R RRIE A DOM Y
XSS Wik .

SRR XSS AR XSS Bt i 1) 45 5 T LAAE IR 55 25 30 [] (1) DT o 257 31 325 3k TR AR 0 0 o 48 A
{H24E DOM A! XSS [ %rifi v, HTML VRS- 8 B0t f5 i B 0 TR as 58 4 — 85, JRiEAE IR B 1) T T
rR Y R B e Uk B T I B R A, RARIE I sh A I T 8 B A M L DOM RIS A4 Re il &, [ 3 42
DOM Y XSS Kt i fe i = &l

5.Web/3 %
FRICER 6.5 R

AR IHFHAT

Figure 3. Process of DOM base cross-site scripting attack
3.DOM #! XSS KHid 72

ME 3 FRIPUEH, DOM ® XSS 5 &8 XSS B FE e A AL, 5 0B & 348 F P U5 %
2= URL A fekshBidi. SR, HEAEZRK S8 DOM B XSS B, BE AL I %E S R85
e RS BRANAN N 1E 5 DU TR A N, 2490 U 28 Ab T IR 55 28 3R [a] (i B2 sy, S 2 D AS A BT A ok N TR T
FFPAT
3.3. XSS BHER 94T

TEAFAIRE ST XSS Mo R SEAE b, B B @0 IR “H SRR N, SR XSS
W AT AR L. E SR ARG KIES N PHP, f#H Apache JR55%%, 23~ MySQLS.5.
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ZAGVULHEERS. BENEENHEEEHYGR, MEWETREARuEs. fafmwE 4
HiR o
S =BEE=R x  + \
& C O = ¥ @ 127.00.1/index.php?xss_input_value="><img%20src=1%200nerror=alert(/xss/)%20/ > % 1
BEES ®5Es BEES 95 ES
9% [ES]
EErAFF AT
BEREE: 7T
8t [ES]
ELA IR EEER T
EEREE: EXEE
7# [ES]
ST LFTET?
EBEREES: gan

«

Figure 4. Message board system interface

E 4. BEREARAE

£ “iEHE " SN “<scriptalert("fAEAAAE R xss")</seript>" , MR HEE, HEHNE
PR B HR . HHAGFEE, NEEAEETHE, WNERIL TS, wE s s,
=8 x +

&« C 0  ¥¢r @ localhost/admin/main.php

m—é—* TR L
= = =} i (=)=
+ BEEIE "S: ZERE ElEnE REEH
- RIEEE 10 £XEE 2020-10-31 08:
9 Er-4FF 14 FF 2020-10-08 03:
8 $ D20-09-29 01:
o
7 g localhost B D20-09-26 04:
5 TFEFiERxss D20-09-25 12:
5 D20-09-24 08:
"=
4 D20-09-24 08:
1 ATHSEEEI SRETSTT e F070-09-24 02:

Figure 5. XSS popover attack
[ 5. XSS MEREH

I 1 SR R, R EE RO S G T S A, B AR R S A E o) B B R I% F
PEER O, T O T R X B T I Y N R AT e

& RE = EF @ Bz 9 [Er-SF A 2020-10-08 03:51:09 | 7 1
o e = EH @ Bk 10 | <script=alert("&E | 2020-10-31 08:56:25 |EXLEE 0
FfETxss")
<fscript>

Figure 6. Database message content

El 6. BHEFEEENE
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BT ORAVE LA B o B S b AT o %, i s, MR EE W SIRCETm, B “EEW S S,
SRS, U E R, WE 7 s

@ == X | il localhost flocalhos: X (( ZREZZiR X @ view-sourcellocalhc X ‘ +
e

X t v Y @ localhost/index.php

localhost Ec

FEFE s
=3

Figure 7. Message board front popup window
7. BEREIREE

R TUTSHET A T RILCNFE 8), B B 2 ORI AR M IR ] 0 P AT LU (15
3 A8 )V OB JavaScript 3 B EBEIEAT alent %, BECREBLRIORE, WU T LE S IR
Gite “EEME CREME CMEELT AT b XSS .

<div clasz="contentl” F<zcriptralert ("TETETE I Bluss") </ zoript></ divy
<div clazz="contenth"> <zpan stvle="color #3I0F'>BEERAERE: BELXEE </ zpan></ div:

Figure 8. Front end popover code

& 8. HiumEE AT

4. XSS BiHHIBG IR 5%

XSS Yl Bk ) B o — A W AR 77 2 i N e A A S ) .

NI UERARRT Web FH P 4252 B R 55 88 B HEATI0AIE, PTG R, R E IR A M A A2 A
EAEER TR AT R S EA RGN LA A% R S A7 i SNER A, X T AN 2 %1
(RN PN 25 TR 55 2 B0 D) W 2R AT g AR, BER P LT N S 2RI N 2, IEAME 2 i <script>.
<iframe>%5 87 PL X “onchange” % JavaScript FAFhRZEEE,

i e SOR AR 22 1 1 SR RO i S B IR R 5 AT 3 b, 3 XSS payload %
JRA I BE e /7, SO PR SRR SCIAE B 5 AW AR SC, SOB4a 2 P i) Web SRR, Web N FE
B USCHR S i AT i N A 2 i e LR 2R 2K XSS payload, # WIS FF S0 “<” Al “&” HISEARSR 5
BN “&#H60” F “&H3BT

4.1. XSS BEpHIFIESS

ARSCHR PSS AR B B 4 0, EZR AN 9 B, BE CHINEEY R R AN
DR

NE B XIS AN TRE, R HE M R AR ARSI TR RYE I DE
IR S N R BEAT I DE . W SR AL BN R A RO R S B, AR RS JE AT L e, i SR N N R G
i, M EHEE.

B L A - R Do A [ Rl e 14y P s i P9 RO X 97 L BAS AR S AR (B AR A5 S R A 1
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Figure 9. XSS attack protection framework
B 9. XSS KB FESR

4.2. NERE

4.2.1. MNREB

P IEF AN BEA 2T XSS Bidi, (H2 B # 2R H - i A HE & NSt 3 A d 47 Bt
H T Web SCREZ Mgaid r s0(Wl: URL Zwfid. Hex 4mh4s), Kk n] LU ga i &5 7 xR Geid e 55 v B
HEMAME R, P XSS BEHEAT R IEN, R AT R, WA AR A
i gahd, D EX gAY S R E B AT RS, DAREEAT T — R Rl R .

ASCE HBIAR B E 1) URL 4afS. Hex 4if%. HTML ZifiS Al Unicode 4t 7 AN N RIS IITEE, A
[t e FECERE ARG R, BL “<iframe>" N, PUFAS[E s T X\ gmbt (1) 45 R ans 3 s

Table 3. <iframe> encoding method and result

& 3. <iframe>REFRNEER

Yl X R G 75 Yl 4l

<iframe> URL 4wt %3ciframe%3e

<iframe> Hex ZmhY %3C%69%66%72%61%6D%65%3E

<iframe> HTML %t &lt;iframe&gt;

<iframe> Unicode 4% \u0026\u006¢c\u0074\u003b\u0069\u0066\u0072\u0061\u006d\u0065\u0026\u0067\u0074\u003b

GBS () 45 50T DL A AE A AR E], @i VC B AE 745 X dmts 1 7 20, ARG 20 S HEAT fdhs
DL Unicode RS MBI, 2 OARSUE 10 Fros.

function unicodeDecode (Scontent) {

Sdson = '{"stx":"'.Scontent."'"}";
farr = json decode($json,trus);
if (empty(Sarr)) returm '';

return Zarr['str']:

Figure 10. Unicode decode
10. Unicode ###3

4.2.2. NTR®
Web BTN NI N2 5S4 IEWE LER, BT AR 8B P 25 R 3ET 1 i S B AT
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X2 R XSS Bz MR R 2 —. 7E XSS ftérimpBidr s &b, N i RSO B A XSS Bt i)
TER, 2R A P RN N AT R A%, AT AR A XSS .

BT PR SR A AT PR AT S, BIIR IT A KRS TR /NG 4 O R A
HIRFIR AT REAT AL B, BAEDEARATEN 74T, HEAT I 4E . AT MRS AR P AT I B s e IR
YR, R PP RAE 4 PR, AR I SR AL B CHE 20) A RE EARS 1

11 ffros e
Table 4. Blacklist object settings
T4 BRBVREE
MR WR
HTML Fr2E N2 script. object. style. iframe %
JavaScript S 40 H B 5L ondrop. onhelp. onerror. onmouseup %
HAth JavaScript. VBScript. applet. xml 2§
Sstr = preg replace('/([\x00-\x02,\x0b-‘x0c,\x0e-\x191}/"', '', Sstr):
$str = str_replace(' ','',$str):
fstr = str replace (array("\r\n", "\r", "\n","\t"), "<br />", Sstr):
£ral = array('javascript', ‘'vbacript', 'exprezszion', 'applet', 'meta', 'xml', 'blink’',
'link', 'style', 'script', 'embed', 'object', "iframe', "frame', 'frameset', 'ilayer',

'layer", 'bgsound', 'title', 'base');

Figure 11. Blacklist filtering
E 11 BRediR

4.2.3. WY EE

NI ER AN B AT X BRI XSS Bk v & kB 1k XSS Boik, X AR A XSS B BhiinizE, Ak
AR SO AR S5 iR B P i A5 S AR AT T A, SRBEVE AR A XSS Bt .

WA A R i A B OR A H gh ) 7 2X BIUN R E AT i S i, Bl ‘&7 L “<”
ST BN “&amp;” L “&IG7 . “&gty” JafH, G T IAPR S IHAT . BT TR H N AR A
XoF[E 58 5 HE AR SCIR A 2 XSS Ui ARAD S 6 1) B 5 B A B 2R 4, it 380 T D i P R 28 56 4 R SO X
D] S A S e ok 7 B S oty SR ) P 2 ) P 5, T it P S A i HTMIL AT, SR B 1 XSS Buati il R A= .
LB S REEL R G000, AT ATE “content-type” R IO IRELR “text” BLEEH “<xmp>" K
e N2 s T ORIUEE XSS Kt

4.3. XSS B3P AL AL
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Table 5. Comparison of the effect of three detection filters
T 5.3 MR IR BR AR X EE

I A iRiES R E i Z
Htm] Purify 90.3% 5.3% 8.3%
AntiXssUF 88.9% 5.1% 7.1%
XSS Protect (AL J77%) 92.6% 4.9% 5.5%

DOI: 10.12677/csa.2021.111020 204 TR 5 R H


https://doi.org/10.12677/csa.2021.111020

FIZR

D ZBEESR x  +
& C Y v ¥ @ localhost/index.php
BEES WSHES BEEE  S10EES

10i [ES]
<seriptyalert (“PEYETFIEE s ") ¢/soript>

BEEREE: EXEE
9% [EIS]
RS A4
BERREE: 7T

Figure 12. Server side protection effect verification
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