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Abstract

Trust relationship plays an important role in online shopping, recommendation systems, Internet
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of Things, etc. The problem of trust evaluation among users in online social network (OSN) has at-
tracted much attention, and has become a hot issue in the domain of social computing. However,
the way of trust propagation and aggregation in OSN is still not clear, as well as the accuracy of
trust calculation. In order to calculate the indirect trust, an ML-ELM-NeuralWalk algorithm to im-
plement trust propagation and aggregation is proposed. ML-ELM-WalkNet firstly learns two-hop
trust calculation rules, calculates two-hop trust among users in the OSN. After that, ML-ELM-
NeuralWalk updates the OSN with the calculated trust value, so as to realize the calculation of
multi-hop trust among users through iterative calling ML-ELM-WalkNet. Unlike traditional solu-
tions that use inference methods, ML-ELM-WalkNet can learn trust calculation rules in an induc-
tive way and accurately calculate indirect trust between users. Experiments on two real OSN da-
tasets showed that ML-ELM-NeuralWalk outperforms existing solutions.
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w4, FEEIEEREARK CEKRE, Facebook. Twitter. QQ+ 5 MUHEF1E 24132 W 4% (Online social
networks, OSN) L4 A AT VG R AT B 23 (1], A FER B R AT NBhAS, 1T B AT a8 % R 04
o IBHE LA ML P 2 8 ) Baa = KRR B 2] [3], BInshaASAITe. (ExFTH P ki
OSN HRORH 73 O H 4 7T BE A HAVBOGER I, /NI A O HR (5 B XAFEA T SE 0] @, AEXMIFOLT, 15
FERT A B P AR B BOGBAA SRS R, WIS S o E 2R . (R, fS4FE7E OSN FiidE
BREEER, EFE438 M4 (Trust social networks, TSN) G2 1 22 1 12 KiE

TSN H SRV B 7T AT LUK S AR BAEEBEAEE T E . (SRR 7T R K& R 4G
IR U R REAE . AR S 2 RS SRR E AR, WEE P BORIE A
Dempster-Shafer (DS)UEHEE G55 . (FAETHE R T WA v 5 A B4 28 BB F - i HoAth i P )t
T R A5 E . TSN WA — LI F PSAEETH 5 773, #l TidalTrust [4]. MoleTrust [5]-
Mobifuzzytrust [6]+ TISoN [7]FH[8] [9] [10]5F 7 £ # AL Fk T HEWT ) 7 SR SRS AT AL FRBUEAT R A BRI .
H2, XM TR B EAIEFEERE AR, MG T E R #1522 E
BRI, B AEAL R R RN AE 2 . 5 HHEWT 7 it FAS AN, NeuralWalk [11]48 A48 77
BATAE ARG, Fo i o 22 o 2% 5K 2 SUEARAL B AE AR IR & B

TSN FIHZE LS AELE R EA —LeAfl e b thAh, $HE I & o eE IE A2 5 TSN A P S
AL RR AR ARABL . 2 0 Ah BB SC 3] 1) s AR A1 Ak B S P8 5 B 00 DR/ 56 2 4 2 5 e )
L, WUERALE S BRI T BRME, Ao e, SN IR S LS. B NeuralWalk [11]7E(5
EREHEA T PFHER T, HHAENZAE ML f 7 & A4 #F(Back propagation, BP) &%, FrlA
NeuralWalk #7E %5 5 B N\ R i et HLARR Gl FE AR A Bk . 7E[12]7, Kasun $2th 7 2 2R 22 I Bl
(Multi-layer extreme learning machine, ML-ELM)RIIZ: 2 [3 2RI ZE M4, S54£&50 BP SyAMLtL, ©
FE2E SR BEAZ A PERE A IR R B H
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T A S F S AT PEA ) B o] LB A2 — AN B, %2 ML-ELM KK, % T NeuralWalk
FIERRE, FRATIEEH T —Fh 44 ML-ELM-NeuralWalk FI{E{Eit5 5. ML-ELM-WalkNet # Ml Z- 50
L S PBME AT AU, FETHE TSN H P 2 R FN P Bk ST . 285, ML-ELM-Neuralwalk {4
FATHSH AOSATAE 30 TSN &), AT LLEREAE TSN Hi% /iR ML-ELM-Walknet i35 77 2 8] ) %
BEEAT-

FATIT5 S NeuralWalk Z [BI XA . B 5%, NeuralWalk (145 024 484 WalkNet S5 %%,
HAEFH 7 A X 28 rh iR A2 RN 2% () 535 T ML-ELM-WalkNet 38 15— AN ] 2 (1) 22 [ 4 2 0 4% S
7. K, NeuralWalk H P (1 1 25 X 265 A E S 4005 218 I 1540 28 X 245 PR R ZE AR R R B, B
W& HEiERE BP Hy%kiE4T 1145, 1) ML-ELM-NeuralWalk [0 25 2% 31| 252 383 ML-ELM S8,
BAWZERET, 7] DLRAGME— RS

X SCE M TERE T AR =AN T B4, 5% BP BRI MK EAERA L, @il
ELM ARG 71X —rl, S TEETEE RN EEARAEER SRS H &, T ELM
Wil T — A& 45 488 ELM-WalkNet K% 3] ZEbEAETH RN . Hok, @idiE R EH ELM-WalkNet
BT —MEZ ST E % ELM-NeuralWalk. #R8)5, 7EF35 4 B ESE TSN 48 kT R %
B, ELM-WalkNet REPRA 25 2] ZBREAETHE RN, 1 H ELM-NeuralWalk 532 G208 HERf 1 1H 5 H
P2 R Z BkE(E, B, ELM-NeuralWalk 4880 T IA BIfE R T &R

2. etk
2.1. [EIREARK

H—ANHHE GV, E,W) RER—MEAEALAMNELE(TSN), Hv v, EF w53 3l el i/
BERES . EI— N (i e V) (REHZFL T —A 5k, E— Ml e, (¢, € E) FoRsek i
KSR A —AMEEAE, X w, (w, e W) SRS § XA ISR BT ARVl 1 AT LA
Rk R —AMEATHAZ N, ST VifV), sti, jeV Hizj, i MjzIa, IEb—48E, Hi
FjANEIARE, V5 X REEE.

2.2. BEREEMEEERE

T TSN rh 00 BB F 26 AT TR, 40 P I35 £ 56 3R T LA AL BRI — D . 5 A2
FatE TSN Tl B 16 R PSP 2 IS Al A TR (AR R S ERBAIE TR A
TSN HEAT (SR T IO P ML AR AR . W0 1 FR, X TRA £ R, I i 3 j el A (5 R,

Wi B0, H BRI m e [1,2, 0~ 2] (XL 0 Fo TSN R AR), — BbS RS
AR FINRER 1y, eees 1o, oo RETFP LB 21— & LA 23T s B, 2T
fe e —AMEE R, oy RET (3T s 6 R TR EIX j BB AE. N T KB
VRS0, i K i % TR E . 7y, FERM § B 1 m A B LB FRLRIT S (F
BB m ML, 7y ISR AR E— AT o 7 FRT 150 20 m A

BEEAEBRACAT RN i X j B RS A
3. ML-ELM-WalkNet

WalkNet [117123H i #1£e RIL R E L AR SCIL . SRA] BP FLER MM h I 24
{EE, EAAE—SEBE, PINRIRIRIEE N, R R G R B AT A 5k LR A 42 f 45
(0 U 25 A A8 F AR G SR Al (0 BP0k o AR SCHE T IR gk 22 SIS AR AR SR A R R LI 1) AR, JR T
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Figure 1. The process of trust calculation between
two users

E 1. AP ERNEETELRE
ML-ELM-WalkNet #{R

3 H TSN 1 1SR URE T8 RIE AV ZRAERIFR 2K 25 ML-ELM-WalkNet, UL ] bS5 10,
R JE I IZRE K ML-ELM-WalkNet 1+ TSN H1H 7 Z AR FIPIBE . 72 ML-ELM-WalkNet 1,
¥ TSN A A Z P BE AR AR AR A M RN, SR 2 B R AT i eh 42 2%
SRATFA 22 ) 25 10 HH RABEAUL TSN Hrod i (S AT A5 3 AN SR & P ARV E SRV SR A L Z R B PR A AT 1 7

XET PSR 0 0, B i X j AR AR AR AR I i B, H BB BRI AN B m e [1,2,---,n - 2]
%, TBMEAERRAE B ERERE £, FoRe B, 7E Advogato BUEAE[13]H, HIF i il j Z 1]
FEAERRBIANERERIR: 1, 2, 3, 4, R B MGEERS r, €[1,2,3,4] o THEEHI i %)/ A4S
PRI RERT Aol 9 3 AP ER. T, AR A 2 #iid ML-ELM-WalkNet &M 8%

BB MBS BRI B ) CBME R LI EE L, SRS E X, e RT,
SREH TR x AP AR S () A x, e R (I L o A BT 68 S0 PR A 22 0 45 10— i N
i

B, 2. i ML-ELM KA Z B2 AT eH 2 4, JFaf e P4 W 28 I Bol 2 I ECE: f, DL RR
FEUZ T RN L, RIS R AL g,(o), 2R)EH xS Z B2 BT & 2 b, 193140 2 it 1) =
t, e RS (X H d, FoRB 5 T R RS AT 200 AR .

SPIR 3. {E ) softmax B8 HCK KR K04 HZ HO%R L B o BEHOAE AT L,

BT AN AN L 2 B AR AE B B S AT B AR BN O — e A ), IR A A3 AN [E] (R A P A28
PR A R x YRR — @ A TR, TR X 2 Hp R A — 2R N B A R B B AR R 1, BT DA )
B xBTS 0 U7 AL AR B [ R E x, e RY .

E45 3 2501, ML-ELM-WalkNet #0250 2% ()4 tH 171 B 1, B bR RS AT 1, CA T X BRI EAT
i, XS EEE g FIR)o 1HAHIE L — softmax BELSLIL, softmax R EUE 2 4 BRI
e, K 2 Y ) B E AR R (B VP o 4 — AR NS IR 1) e, B TR k)
REZE AT AR -
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Figure 2. ML-ELM-WalkNet architecture
[ 2. ML-ELM-WalkNet Ry{A REE49

4. ML-ELM-NeuralWalk

& ML-ELM-NeuralWalk &3%:38 J/j TSN, F£i%4%1H ] ML-ELM-WalkNet 315/ 2 2 8] 1) 84
Fo FEAT A, A5 14058 ML-ELM-NeuralWalk 57%. %%, %HZ S %88 F ML-ELM-WalkNet
BEAT TR . Hk, 454 T ML-ELM-NeuralWalk 505081005, FF3E4T T P40 04T

4.1. ML-ELM-NeuralWalk &%

ML-ELM-NeuralWalk i it 5418 ] ML-ELM-WalkNet 15 /1 5 2 [A] () IE 45 4E, BRGEACHT S
BB TSN, 055 ¢ OB EH FTF 21 TSN £08 G2, ] GORIRIELE TSN, N T 7 (E# ., {3
Ni(iYFI Ny ()73 R0 85 i AR RN AR R o i I AR JE R T 55 i BB A, i AN R 2
A B EAEAT A

TESS q UOEARAF, ST i, SN TFs, AT R R, :REIH i fra s E U,
B, FS B BRARIE . W g=0, W) i 5w e U MEAERE A (UNEREERS, FA A %kl GO0
W g =0, W ixueU KSR A9 TR RIS TS, BT AL ML-ELM-NeuralWalk %1%
A% H ML-ELM-WalkNet 15 H (B RS H. T H P i B 58 E U, ML-ELM-NeuralWalk
RN ueU FRAT %) BMAHER, SIAEE GORR T i % 2 BRI . KX SR AR
NAN Jo ML-ELM-NeuralWalk, M i, U, J HFIt5E ML-ELM-WalkNet YIS FHEBIFEA . HAARSKUL,

B WRAT S jed i (VAP @ B j MEGEEEEA 0 Bk), w1k 3a)fis, 1XBf ML-ELM-
NeuralWalk {14 #AH .

N J
i), u i < !
~_ u i —— u i
(a) i 2 IR FEEE RS 0 Bk (b)i #j Wy 1 Bk (c)i 2 WIFRJEEE RN 2 Bk

Figure 3. Three cases of the shortest distance from user i to user set.J
E3 BPRiBRAPES JHREERN 3 MIER
W0 2. RN jes AU P P B P j BEEEE 1 B H A =10 e GO, ) BRI
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{(Fff,q),nﬂq))v” € Now () O N, (j)} )

ML-ELM-NeuralWalk @i Fifr G 45 i e G, KA LR MIIZE TORMMERE 19,
TOLNZ 4 HTIER K ML-ELM-WalkNet, #RJ5i#id ML-ELM-WalkNet 15 H AN HE WA
K¢m§QWGMM@mMAﬁ#ﬂﬂmm%%&w&éﬁo%E,%ﬁﬁﬁm%ﬁmﬁﬁﬁﬁﬁ%Mﬁ
GO, 3E GV, FPGENT—AER, M IR, R TSN ST MG O &
ok, Hikgh
4.2. ML-ELM-NeuralWalk ¥ %

B30 1 451 T ML-ELM-NeuralWalk [(0540H5 . 755 147, *HEARE g ¥4 0. 7555 2 47,
T2 T I AR B 7R85 3 4T, BUEARIA LI 454 TORMEWIAE 19475 . WS 5 4T85 7 47,
TSR A eV KIIRREAR T TR A 1) PRI 2R TORREMTSE 19, 1655 9 4T, JIliH
Wit IORT NS, WIRHEMTEE A, TR WA S PG O S ok, IR SR, 8
10 47, H 7991145 ML-ELM-WalkNet. 7E55 11 479, HIIZEFH ML-ELM-WalkNet 2= W7 19, 7551
T A 0 AR YR, (648 12 47 oh, IV S AE DR 2 07 G188 GY'D. 1838 16 47, #
TRSERT 1 UGEAR, EARUEIN 1. 765 18 47 oh, FR B T AR UBEE FTA W B EP ZH
DAY IR, B8 T BR&NE LM% E GO,

#% 1 ML-ELM-NeuralWalk (G, V, Q)

A GIHFGY, HEEV,RASECKEQ

Wil i % REENES, Vi jeV,ie) (b jZIAEDBEE -ZBE)
1: g<«0

2: while g<Q do

3: TV {11V {}

4: forall ieV do

5. }\)\ G(q) ;_,_M_—':EE T(v) ;F[] Il(u)

6 T(q) <« T(q) U T(ﬂ)

7 [(‘/) P [(f/) UI(V)

8: end for

9: it 71={} do

10: i 7 1% ML-ELM-WalkNet
11: FAVIZRUT ) ML-ELM-WalkNet 23T 1)
12: FHEW 48 R ¥ G 1338 G
13: end if

14: else do

15: break

16: g<—q+1

17: end while
18: return GV

5. SEIMLR O

N T HUEASCHE H ) ML-ELM-NeuralWalk {5 AT VPl A BRI, 6F 53035 R v A P Rk B2 3B A T
T—RAEL, HS5IA MESeHRE LIS H % NeuralWalk [11]. OpinionWalk [8]. MoleTrust [5]F1
TidalTrust [4]334T T L%
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5.1. BiEE

ASCRF T PR E RS EPEAYL B SE 8R4 Advogato [13]41 Pretty Good Privacy (PGP) [14]. ¥ifi4E
Advogato f& \—MELRFAFF KALX SR, Hh—MHP A — NP REEREERE TH P —
AN PRI KR L DIRIASEE, P Z RIEAERREE 7 AU G0 BR AR PGP R H AFHIMEM . 18
ZAARSET, — NP S P EERRER R ZH P UGE T BN RIS, H P2 rE
FERERE AR DU R & 1T T ISR ST 3 .

Table 1. Statistical overview of Advogato and PGP datasets
%% 1. Advogato #1 PGP H{EEMSZIHCR

KR pulinf-i AN
Advogato 51372 5420
PGP 100000 26812

5.2. AW E

ML-ELM-NeuralWalk [{IESH0EHE: 3.1 15 RIS 25 N o I4ERE d. 12 2% TR REE0Z 15X
PR BRI SN L, RIS PR g (o), 4.2 FTHR BRI BRI EL O

BEEE R TET LI, N TR 2R Euewh, K GORRE ) i BRI 2 I —
B S BARVE NR R x55i%F, . [N Advogato A1 PGP H AN A 1H] (1) b (B AT R AR O A R 2 3
NF 32 L, B d =640 FEREATEARIER, W GORR T BIHP j Z R BB TR AR EUN T
32, WIBEHLIERE VT H B A S AR S B AR R A B xRN 78, W SR BT xBTS SR /N T 64, TR
KA BIHEFENE. R GO B 28BS EBORT 32, NIBEHLILEE 32 4 151F
PRI RN, x0T BB FRIRZ T SN B, B L, = Ly, BEABRGBUZ B R AL g,(+) #0IEHE ReLU(x)
= max(0, x).

ML 4 FaT LR B, 75 Advogato ZUAf AR H , i 28 N 4% (1) Fei 2 19 8 = 2 B, ML-ELM-NeuralWalk
[ F1 #353 ferm, RIS = 2. TERRGBUZ B =2 B, A BRGEUZ 5 s AN L, IR/ 100 3K 21 1800
I, ML-ELM-NeuralWalk 535K F1 20 8/EiZ2 5271, 24 L, > 1800 i, ML-ELM-NeuralWalk 5341 F1
1R R AR, LG Besl)= 1 S H N, BRI R R, FELRE B R AR R HER
MEEIEFEZ 5, B Advogato ZdlEHEH ) L, = 1800.

MELS FRTLLEH, 78 PGP Biafed, MMM rkE 2 1EE £ = 2 iF, ML-ELM-NeuralWalk
1 F1 3505, Bk f= 2. ERBUZIEE =2 B, 4B5EUZ T AN L, A 50 #9321 800 B,
ML-ELM-NeuralWalk [¥] F1 f30 H8UREETE, 4 L, > 800 B, EW [ F1 /380l TAaE, 1ERFEMLE
JESRMAERVE A SRR 2 5, B PGP BUESE T I L, = 800, MRIE/NED HEIE, W BW A&
KL RIREN 6, XA ML-ELM-NeuralWalk 5 [FERIRECH 3 B HIE IR K RIRE N 6, Hit
wO=3,

X} T ML-ELM-NeuralWalk 5%, ZRED AP —MH TN, 55— "PMHTRIUE. JIZREdEM
6 UFEHE (0 LEA51 23 ) A 80%AIT 20%. 484> ML-ELM-NeuralWalk 5035218 ] python 3.6 SZHL

SEI6 (MR SR SR W 28 17-8750H. 2.20 GHz CPU. 8 G N AEH1 128 G SSD %,

5.3. fEMM
5 MLES 2 ) SRR PPN MERA YL B B 08 hn——F1 704, “FII48%] 1% 22 (Mean absolute error, MAE)K
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VENA SN BT A48 RR . T Advogato Al PGP R4 G EAE ry 2 1, 2, 3, 4 U4
R R, T TidalTrust. MoleTrust f1 OpinionWalk 5% 75 BEAFEATEEAA 0 2 1 208, Kbk
Advogato 1 PGP H#l & H M EFEFR R 77 AT #45, W15 2 s, TidalTrust. MoleTrust i OpinionWalk
B E R ESASE{E, 1 ML-ELM-NeuralWalk Fl NeuralWalk Sy 1T B2 00 G5 AEE, N T (it
1THL#E, TidalTrust. MoleTrust il OpinionWalk HiETHE HREATEE, FIMES5 5 REEERERS, &
PREE B L I 3 RS AEAEAE A H o G

—o- 2 M2
—— 3R
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Figure 4. Trust calculation accuracy of ML-ELM-NeuralWalk
algorithm on Advogato

[ 4. ML-ELM-NeuralWalk BA7E Advogato FRIEEITEE
Bt

02U

0901 3 f gz
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B 25 A

Figure 5. Trust calculation accuracy of ML-ELM-NeuralWalk
algorithm on PGP

5. ML-ELM-NeuralWalk B A7E PGP LRYEEITHEERMM

Table 2. Transformation of the representation of trust values in a dataset

2. BIEREHEEERRS AR

AR fFHVESR REFE
1 0.1
2 0.4
Advogato/PGP
3 0.7
4 0.9
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7E Advogato £#54E+, X7 TidalTrust. MoleTrust. OpinionWalk. NeuralWalk 1 ML-ELM-NeuralWalk
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K[ MAE, #4317 ML-ELM-NeuralWalk 572375 (5 AT 1 H Sk M 0y T A0 £ v
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Figure 6. The trust calculation accuracy of different algorithms on Advogato

6. NEJERAE Advogato EISEHERVERM

N T BAIE ML-ELM-NeuralWalk SETE(S AT TH R RGP 77 TH LB R LA T8l 42, H PGP
B 4E > B % ML-ELM-NeuralWalk. NeuralWalk. OpinionWalk. MoleTrust A1 TidalTrust 5% {5 E 1t
SAEFAVEREAT 1F(S . ML-ELM-NeuralWalk ] F1 #3735t mi9 0.902,  EUAE LA 5% NeuralWalk 1) F1 73
#70.866 = 0.036, MoleTrust [ F1 330K A 0.607. LM %L 7(b) ] L& I ML-ELM-NeuralWalk
HAE MAE _ERIRBUAREIF N 0.063, NeuralWalk 5% /) MAE A 0.077, MoleTrust 5% 1] MAE %
=124 0.209.
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Figure 7. The trust calculation accuracy of different algorithms on PGP
7. FEVEATE PGP LIFEHTHAVERM

DA B LA AR W, 1E Advogato Il PGP Hdasert, ZET RGBT TEEE T BT
TR T 35 T HEWT S 345 775, B ML-ELM-NeuralWalk S35 728 (5 AT T 52 A AL 05 T8 0 B A0 T 904
WG AT TF B 7 v 32 B R 6 T ML A 2% 20 19 V3 90 A5 A VP Al D7 32 o7 DA S 30 B8 i S AR T AL
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