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Abstract

A color image encryption algorithm based on dynamic Joseph traversal and crossing bit-plane scram-
bling-diffusion is proposed in this paper. Firstly, the values of each pixel of the image are summed
and quantized as the starting numbers of Joseph traversal, which makes Joseph traversal depend on
the plaintext image. The chaotic sequence generated by skew tent chaotic system is quantized to ob-
tain the steps of Joseph traversal. Then, the Joseph traversal of the pixel position of a color image
is realized to achieve the scrambling effect. Secondly, the scrambled image is divided into high and
low 4-bit planes, and the chaotic sequences generated by the improved chaotic sequences derived
by one modified Chen chaotic system are used to dynamically confuse the high and low 4-bit planes
and preliminarily change the pixels values. Finally, the initially encrypted image is diffused by the
pseudo-random gray value sequence yielded by the modified Chen chaotic system, further enhanc-
ing the security of the encryption algorithm. Experimental simulation results show that the proposed
algorithm has a good encryption effect, has the advantages of large key space, high key sensitivity
and plaintext sensitivity, good statistical performance for cipher images and so on, and can well res-
ist exhaustive analysis attack, statistical analysis attack, differential attack, chosen-plaintext attack,
known-plaintext, etc.
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Figure 1. Schematic diagram of Joseph
traversal
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Figure 2. Decomposition of 8-bit integer
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Figure 3. Phase diagram of System (2)
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Figure 4. Sequence’s autocorrelation diagram
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Figure 5. Sequence’s cross correlation diagram
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Figure 6. Improved sequence’s autocorrelation diagram
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Table 1. Test results of random sequence SP800
& 1. BEHLFF SP800 #1845 R

TR P 25 T 15 B p i
B LA R PR MRFEZH s 1 B AR 0.5432
He Py 42 F 52 | AT B T PR A S 1 AR Bzl 1/2 0.8521
TR, K e ELAs 51 rh 1 R O R4 A R T 35 0.8044
Py K 1 AR IR, R FHI R R 1 IR MK S REHUT 51 E SR 0.2409
T E A BRI R Ko 5 K5 51 18] ) 2 AR O 0.0011
B A ST ) 0t K05 51 b A T BT R AR AE 0.9561
JE B AR VT AL 256 7 5 R R e A Q (AR ) HE B PRI R A 0.3371
" o Aor WU 51 Hh R e AR X (IR ) L L AR 155 VO
AR T O (WIS 4 25 5 R T ) 0.0408
Maurer i H 45 i 8 R 7 5] e 75 4 00 25 TR 46 0.1219
. . K56 7 51 72 15 A T K 1 LFSR
J] Ju 3
2k 2 I (G B i 257 28) 0.7019
522N K56 7 51 R B m I LR B B HE I IR AL [0.2604, 0.1102]
S R m A m+ 1 [ Flffkir&ﬁﬂftﬁ?ﬂﬂf?ﬁw H LR 04719
AR L
ZmAn RS 43 P2 51 A BN A B LN EE A A TR E) [0.0286, 0.0263]
BEHL AT IR KT H IR 81 5 AT £ 20 6 S [0.4213, 0.4860, 0.5067, 0.4471,

0.7128, 0.4796, 0.9032, 0.0459]

[0.6241, 0.7373, 0.9362, 1.0000,
0.5637, 0.2752, 0.4014, 0.2113,
BE R AT 28l 38 36 A0 7 5] o 25 M AT B RN R B s R 0.1939, 0.5637, 0.8676, 0.7469,
1.0000, 0.7363, 0.7277, 0.9681,

0.7373, 0.6744]
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RE 2 b OB MG 2R S B AE . AR SCAT T 0 25 B2l B LAY SR ARG 7 — ke, T —B R
MBI Sy A B BREE R T e 2 M AR 3R b o s BRI I A0 B B A R S S R R L, A
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3N FUIIFERE B =[R,G,B] -
R 2. LARHIK MU R A0 S VR T 41 T (1 M) 20 85 0 ) S it 4 £, (M +1:2M ) HZ 3
e [ LR KRR, SRR B S AT T A B K B L. BELE LN P, .
I8 3. KA R Chen YR RS NGH G IS X,Y, Z R4 6) BB — N Er R 41 U, K24 3MN:
U (3i-2)=X(i),u(38i-1)=Y(i),U(3i)=2(i),i=L--,MN (6)
Y, ZW RN RIRIEFS V, KN 3MN, FEtfrEll, S8 MYBENLKE/- TV, K
FE25 3MN, HARX@) T2, 53— DM IBENLAERE V.
V(3-2)=Y (i) V (3-1)= () (3) () 1o MN,

V(k):mod(floor( (k) ><1O12 )k )

BB AP EH D EIR A KA M N IR R, Gy, By, 20K Hh B E DA MN K 2 {8
HIFER,,G,,B, » 7 ZH s MY bRy e UMDY EE RS FP 41, 70 2 8 Ry R, Gy, G, By, B » KEEI Y MN,
INA S Y IVARN(C)E

R, =floor(R, /16); R_ =mod(R,,16)
Gy, = floor (G, /16); G, =mod(G, ,16) ®)
B, =floor(B, /16); B, = mod (B, ,16)

¥ Ry, Gy, By AR, G, B A A B BHEA G AL LR T4 H, =[R,, Gy, By, | BURALELAE 741
L =[R.G.,B]-

BRI U R EAL LR T 51 H FRAL LU P 0 L BEAL S #e . &5, X U AT AP HEP 1S
IR G AL B RS 74 ind. @I ind A H R L OGER, HETERIRAR(9), BRI A LR
FIAMRAL EER P 51iE 0 H, AT L,

H, =L (ind),L,(ind)=H,. 9)
B 6. it AKX (10) 4 A RFF IS 2] 8 LRI K AT 1 Sl
Sl =H,x16+L, (10)

SR, XA SIS BRAE (1Y), WI4AME C(0) v 0 & 255 Z AR B4
C(k)=mod(SI (k)+V (k),256)®C(k-1),k =1, 3MN. (11)
2y R ME R AR % SRR R C (k) k =1+, 3MN , ¥ C 435I UK BEM 25 13 43

C(1:MN),C(MN +1:2MN),C(2MN +1:3MN) , FEHHL 23R8 M 47 N B —4ERERE, /3Rt
SR I =t 4
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Figure 9. Experimental results
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Figure 10. Histograms of three color components
10. ZHESENEHE

PR ETHIEE S 255 () 2 4341 e thsE RFEMKT o M1
Plr'= 2 (n-1)=a 9

W 2 <22 (n-1) 2B H,, W HFREER . XEREEMKT =001, GirdkHE
Zeo (255)=310.45739 .

LL Lena BB, HEBISCEG A SR & SR G R 2 Gl &, WRE 2 For. B3
EHR S B R 2 Geit BT W RO ARuE, 1 %5 SC R TS N T ARHE(, AT LA
PRI BASI ) 73 A

Table 2. Test results of Lena histogram »?
F2 Lena EAE * IWER

3 X
R E Gk Brk ROE Gk Br&
2.5433e+05 1.1393e+05 3.4434e+05 237.0820 272.6250 224.9082

2) HHBBREARX BB

B SC G A AT AR 25 (A A B m AR DG, B0t e A3 N3 R 4N i 1) 4% S B A AR S
FIA N 2 IVBARAIAE G . BBAE K BB IR AR RO £ 77 1) (R AH Q08 2% 2 [R]85 AT DL U35 A
KARH . BT EH R EUR AT I T, SAR SRR 3 AL RN REE RN (u,y,),i=12,T,, T
U= (g, Uy ),V = (Ve Ve ) ARG RECTHE A 2 (14) BT

. cov(u,v)
cov(x,y) = = 3(x ~E())(y, ~E(v))

o0 i=1l

(14)
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IR

LL Lena BISCIEME MBI, 12024 2 (14) 73 0T SE WIS B AN S SO BB 7 A BOAR O R 8. BARSS R
3 PR

Table 3. Correlation coefficient of Lena images in all directions

%< 3. Lena & EIEMGHEX R

Lena EUEAHC R 5L 7K FH IEXTHA ST £
W S 0.9789 0.9897 0.9695 0.9782

R 70 ‘
LB 0.0237 -0.0200 0.0039 0.0134
W S 0.9699 0.9826 0.9573 0.9664

GH&E \
L EUG 0.0237 0.0159 0.0179 -0.0073
B S 0.9290 0.9571 0.9202 0.9283

B /& ‘
E UG 0.0289 -0.0097 -0.0179 0.0138

H13% 3 ArAL, WISCEEARATR R RO SGPEIR 98, T S AR SRR R S A R EEE T 0, 32
FoK. LA Lena BRI R 73 B0, R LA 5 R IRAH BAGER 10K LA MR T AL, mT DU LRI A R
o BISCIEBAH SRR mU K BB R ERAE N R I, PR BEAE 2 TR Rk B R8O AR 2
PR AR R AR B R B B 3950004, BRI Z IR B G . DUAS T 1) (A AH AR SR K AR
SR A AT I ] 11 Bros o ] 10 SEANEL UL S B Lena PSR I 1 AH 4R A8 3R 18] (K107 [ AH 5% R 806 9
BREMEMICR R ENEE, ZMRARPITH, TTENE LB GRS RRARER .
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Figure 11. Distribution of adjacent pixel values in each direction of R component of Lena plaintext image (a) and
ciphertext image (b)

[ 11. Lena B E g () FIE X ER (D)BI R N E R HF REMBEREDH

NS ]

B RS AU B AN — . BRI BT BGE B E M, BUEE BB, e
PR, PTG BE[19]. EUEAE B THE A R (15) s

H =-3 p(i)log, p(i) (15)
Sk, LMEHRIOIREAEE, p(i) AR | UMM . X1 F L = 256 0T 52 A BOBLISR, {5 St
H IS 8. S0 SRR G4 Ry Gy B 4 BICHI S B (GO B, 1 SE45 )T
o K 4 RSO, IR O LI IO 6, 5 K0

Table 4. Information entropy results
=4 EREER
o R 4k G /it B /it
H ZF S i » R » i
WS HEIG WIS R WIS G
Lena 7.2531 7.9993 7.5940 7.9992 6.9684 7.9994
strawberries 7.6486 7.9997 7.4473 7.9998 7.2258 7.9997
peppers 7.1853 7.9990 7.0237 7.9989 6.7915 7.9994
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422, BB

1 AL VP 3 SR SR 0 M — A AR ER. — R BRI AT 2% [20]. X
FASCHRARIE RS, 05 8 I DA AT AN S 5L R Chen HBIEVE R SERTELIE 341,
ty, e IS FEUTHEPE D 10, X, Yo, 20, W, AT REREFE S0 102, 7 BN SV 0922 I i
#1(10°) x(10%) =107, KT 2%, B0 KB B 2 LA ) M

4.23. BB

FAHBURNE T B TE W A B R AR N AR I, Jin 28 ] — B SC G A 310 1 75 A 235 S MG 1) 22 i
Bl WIRPIANE LG RA R 20, AR EHRETD RGP BUR L WUR PN SCEMR I 25
BUN, WFREHBUSIEZ . R ERSID RGN BAT BRI & USRI . 2R nT DR AR R A%
(NPCR)AIH — P25 {k & (UACI) K s it . NPCR A1 UACH 524 s (16)~(17) :

e WD) o[0T C(])=C, (i),
NPCR(Cl,CZ)_ZHZJ.:lMXN lOO/o,W(l,j)_{L (0 1) G (i ). (16)
UACI(Cl,CZ):Zi“ilZ?'ﬂ'Cl(i'j)_Cz(i'j)|x100% )

M x N x 255

Hrr, C,,C, 4l A2 i/ IS BRI AR 2250, MR N 23 0 s MBI e FE R = B2 o %t

THABEHL KIS, 8 67 2K FE FE4 (1) NPCR 1 UACH [ HAEEE A : NPCR = 99.6094% , UACI = 33.4635% [17].
XFTEEH K, BEALA LS A7 (R HRade B 100 MEL, 73 B2 g, 1, %o, Yoo 2o, Wy FRIMEL,  ty, 1 FDESAR B

107, Xo, Yo, Zg, Wy B BN 1072, i B AR R i Xt S5 B N R — B SC RS, 20 B 45 30 79 A 25 50 BE 1

ZE5, VHEARATTR NPCR 1 UACH IRSFIME. PB4 R 5, MK 5 458K E, #HHHURE NPCR 1

UACI G R AEE Ha B8, 1K1 IR SC T th 6 85 07 58 A sl s R URRE

Table 5. Key sensitivity analysis result of encryption system (unit: %)
=5 MEBRZEABBMEINERENM: %)

B Lena strawberries peppers
izt B E
RA4E G#&E B#E R#4E GE BHE RAE GHE BHE
NPCR 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.6094

UACI 33.46 33.47 33.46 33.46 33.46 33.46 33.46 33.45 33.45 33.4635

NPCR 99.61  99.61 9961 9961 9961 9961 9961 9961 9961 99.6094

g UACI 33.47 33.46 33.46 33.46 33.46 3346 3347 33.46 33.45 33.4635
NPCR 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.6094
K UACI 33.46 33.46 33.46 33.47 33.47 3346 3347 33.45 33.46 33.4635
NPCR 99.61 99.61 99.61 99.61 99.61 99.61 9961 99.61 99.61 99.6094
¥ UACI 33.46 33.47 33.46 33.46 33.46 3346  33.46 33.46 33.47 33.4635
NPCR 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.61 99.6094
" UACI 33.45 33.46 33.47 33.46 33.46 3346  33.46 33.46 33.46 33.4635
W NPCR 99.61 99.61 99.61 99.61 99.61 99.61 9961 99.61 99.61 99.6094

UACI 3346 3347 3346 3346 3346 3346 3346 3346 3348 33.4635
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g %

4.2.4. AXH RS

HA SCRBURR P 2 B N R G 22 70 B VERE I — /N EE B4R b o A FHAH 2580, WHSCH U 2 31l
PN B SC UG EAT N2, 13 2P A AR R 23 SC S, PRBEX AN 3 SCEME R 22500 o 0 SR 3 7 4235 S G
M ZE S, AR S %S R G5 R SO I i AN 2 SCERB 2= i EL BN, TTRR
PG 55T 55 298 LA 055 P B ST U Ak

9T MR TR H A BN 55 RS8R B SO, BB IZ NS RS TR B BN RE ), BEMLIESRE
JFaE R E ST 1 ME R, SR EERE, BER 1, 3215 468 SRR ZE N
A SC MR, 1 Bhes e 3 Bl UGN 25 & Gon iIX PR AN MG EAT I 2, 45 2PN 2 SC B, 75— 20 NPCR
T UACH A . BRCRIA R S5 is BUE R AN BBy B — M R A, HE FIRKE 100 &, &5
£ 100 41 NPCR F1 UACI KISF¥MHE, HHEERWZE 6 . £ 6 & RARW I EM, XU ns R
GLEA R (A SRR

Table 6. Plaintext sensitivity analysis results (unit: %)

7 6. BB IR (R )

B Lena strawberries peppers X
EEE 2 HigfE
RV GAE BAE RAE GHE BHR RHE GHR BAE
NPCR 99.61 99.61 99.61 99.61 99.61 99.61 99.63 99.63 99.63  99.6094
UACI 33.47 33.44 33.48 33.45 33.44 33.45 33.46 33.45 3345  33.4635

5. ZANIA

AR — RS A 208 R P T332, 4% 0 B AREAT 1O 20385 O 13 DS 46 s -5 [ A S 0900 R R
EEWRGT AR, TS WIS B GERAE R A, W DR A 22 0 Bty — RRon s R T sSe AR B
RIPERE . N SR8 2R BB 20 A 0 v DU A7 B 1 T AT DO o7 PRy ~F~ T SE B REATL S B 4, AR 3
Bl 1 MRS R . N 1Rt — B s & SR 2 R RS BOR, EFEIRE G R Z X M T —k
GRAEMY BRI SR AL AL LRy 5 BURUIVE BE SO S5 & R, BEORIE T 9 O R A mT i
P, AR e VERE . SRR, ATt e Sk B IR G i 2 e E AN E L RE, AT LLIRAR
WA AT G TG B, FEHISON SR SO A

EEUH

e SCHF SO ) AR K A T G T A AR A i 5 N P Rl 9 435 H (No.
2023A1515030199).
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