Journal of Image and Signal Processing B 5155 40#, 2022, 11(2), 54-67 Hans )0
Published Online April 2022 in Hans. http://www.hanspub.org/journal/jisp
https://doi.org/10.12677/jisp.2022.112007

E T 4RiERS NP ER K EENT EE
wmEHE =

HAM, KT, HER, 3 &, T
W RFHER, TR ik

Wehs H . 20224F3H23H; FHER: 20224F4712H; KA HM: 20224F4H22H

R

ARIOK —HERKEBRN 5 ERKCEAES, RHT —METER - IR R E R INEHE.
FEEHERY, RGN ARG A RIBIHEFS], EEREF ST S R 2 A E B R
R3F5, ATRGERCENREIEL. £ BudiEd, AATERAEENELENEGHRATE
HATEM, HIIAEZH) XArnoldB G REZ B GEHEAS BIKEMEDA . EMHREEIIERE T A
SCHRH K EBIME FE A e, R RS B .

X 5in
RIERE, EEINE, FKERE, PEFBREE, I {ArnoldBtst

Color Image Encryption Algorithm Based on
2D Skew Tent Map and Chinese Remainder
Theorem

Jiebin Su, Ziyi Zhu, Xingxian Zhong, Jing Liu, Ruisong Ye*

Department of Mathematics, Shantou University, Shantou Guangdong

Received: Mar. 23", 2022; accepted: Apr. 12, 2022; published: Apr. 22™, 2022

Abstract

An efficient image encryption algorithm based on permutation-diffusion mode is proposed by
SEAEE

XESIH: HAMN, KT, PN, )E, MR, 36T g i mi A b E R 4 e HE R 60 RGN a SR ).
K14 5155 kb3, 2022, 11(2): 54-67. DOI: 10.12677/jisp.2022.112007


http://www.hanspub.org/journal/jisp
https://doi.org/10.12677/jisp.2022.112007
https://doi.org/10.12677/jisp.2022.112007
http://www.hanspub.org

combining 2D skew tent map with Chinese remainder theorem. In the permutation process, the al-
gorithm uses 2D skew tent map to generate chaotic sequences and arrange the chaotic sequences in
ascending order to obtain the position index sequences, which are used for random scrambling of
image pixel positions. In the diffusion process, Chinese Remainder Theorem is used to reconstruct
the scrambled image color components, and a generalized Arnold map with real parameters is in-
troduced to change the gray value distribution of the image color component. All kinds of security
analysis show that the image encryption algorithm proposed in this paper is effective and can
effectively resist various attacks.
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2. EETRIDEA
2.1. FERFKEHE

Hh R A E B AR ROE TR T RIRBE R, B4 T e R R TR AR I B AR 6] (7] R
AREBUHT: Bomy,my,e my Rk ADPI LR EE, WXAERNIE¥ S ¢,a,, 0, » FIRA4L

x=a,(modm,)

)
x=a, (modm,)
—EAMR, HARAEF RS SCTEME— 1. &2 m=mmy---m,, W) AFRIR -
x=a M -M'+-+a -M,_-M. (modm) )

K M, =mfm, , MRS m RRMBIRES G, WL M, M, =1(modm,) .

2.2. T RERJLEBHBHEZERMBE CRT

F R L EAEEEH TMOE W ax+by =d  (a,b,d RBECFEEL x, y RIS 2 FEREHUR
WL — 755 B SGL a,b BIRCOR AL ged (a,b) ATLARERR o, 4 BEfE T 3R BEH .

WICRIRMTEW L god (a,m) =1 %M, ax=1(modm) Ll x fH. 7 LAR YRR LR AFH R
1F%ME, XM T ax+my =ged(a,m) = 1F4EM x,y . PIALRI XS m BB LI 3] ax = 1(modm) , XK
W] x Bt a KT m T,

A 7Y REOLEAREE, FRATAT LU R 0 52k SR i v 3 42 e 3

T RARRXH x=a,(modm,),i=1--k, Hh gcd(mi,mj):l,Vi;tj o X m=mmy---m, HT
ged(m,,m;)=1Vi#j, FLAVi=1-k, god(m, M,)=1. HRFESREILLIFHIE, RATAT AR F HH
v Fls A5 45 nm + ;M =1, F s, M, =1(modm, ), MIMFERAA x=a, (modm,),i =1,k FIFEAT RSN

k
x=Y as;M,(modm).

i=1

2.3, ZHERIMKIERRGY
RIS T, [0,1] — [0,1] AR AR IR T 250 A R AT ) 55 A 5%
EREHURAE, HACERIE WG FR[9].

[1{;1 l;)bj[;jj (x,7)€[0,a]x[0,5],
/a0 x
10 vl ) etk
oo (%:3) = 1/(10—a) I?bj[l;xj’ (x,») €[a,1]x[0,5], .
1/(10—a) 1/(10_1,)](1:;)’ (x,y)e[a1]x[b,1].
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3. BfgmESR

3.1. EEmMBEEEGR

AN FER RN BERAERATY WL MEERA BT BRI EER . B, I 4R
WU A IR B, SRR AT TR SR B B B AL R P, KRB R G B
DEDABTVEEL. KRG, KR Gy B RN B —4E K L7 51 B A A5 B B (B O (H K
AN E D BR8P P R A B B Bl P A AT OIS B, 15 B U AUELAE 0~255 Z 1K)
3ASEHIREEAA A, AT SC Arnold MRS A e Dy BEAL S H33, 8 IR AR AR Y 1) 45 3 iRt AT 44K
fItbAs R Eis S, BE— Y UG R, ARRARINE R . WA RRAE DU N i B .

3.2. MEHEERRE
Step L.ILNFEEHSCEE PIRSER HxW x3), $%30(5)THHE Sp.

5, = mod(zizpz(i, j,k),39j+10. 5)

k=1 i=1 j=1

Step 2.4 EWIURIE Xy, vy » REAESH a,b , FH ZAERMKSEWLS Q) IE A BURMF 1 X = (xl,---,xsomxw) N
Y=(y1,--~,yso+,,xw), b S S SCEGAISE, T UME SRR I P E BT . SRS XY BIET S,
AME VLB G VRV 51 (13 I8 O

Step 3. FIH(6)XHFH] X,Y #ATHET, HEITHTFH XY AR A E B EH R TF u,v o

[X'u]=sort(X), X' =X (u),
[Y',v] = Sort(Y),Y’ = Y(v).

Step 4. MBI SCEG PI H SR =ANFitar B4 R G B, KBHHIEE N—4E5E RV. GV. BV,
FIAAML B RSP H u,v X RV. GV BV RGBT B EEL, BRI EESTY RV, GV» BV, 1k
(DHFTR:

(6)

RY, (1) = RV (u(1). GV, (1) = GV (v(7),

BY (u(v(i)))si =L H W ™)

=
=~
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Step 5. #5575 RV« GV~ BV #ATEIEA G153 B BUEB KK F 51 O, E{EE{@?@%}[O,Z“), n(8)
I

O(i) =RV, (i)x256" + GV, (i)x256 + BV, (i),i =1,---,H xW. (8)

BRI e R A v B S DL R R VDT B IR R 4 DM EE /N 256 HIBiEL
my my, my,my s Fedt my,my, my WEHSE 256, Hil & m = mm,mym, > 2% . ¥ O(i) 73 5B LA my,my,my, m,
1FRIRE RV, (i),GV, (i), BV, (i),RGBV, (i), H}:
RVz'(i):mod(Q(i),ml),BVz’(i):mod(Q(i),mz),
GV; (i) =mod(Q(i),my),RGBV, (i) = mod(Q(i),m, ),i =1,---,H xW.

Step 6. Xt i=1,---,HxW , ¥ RV, (i),GV, (i), BV, (i) 5355 RGBV, (i) #E4T LL s 53 8118 549 5
RV, (i),GV, (i), BV, (i), WK (9)FiR:
RV, (i) = RV(i)® RGBY, (1), GV, (i) = GV (1) @ RGBY; (i),

9
BV, (i)= BV, (i)® RGBV, (i),i =1,---,HxW. ©

Step 7. K JFH RV,,GV,, BV, & R—A &, 128 P=[RV,,GV,,BV,], X P MMk 0K EEY
B B, GEVIRIE wy,z, ARG S a),a, , FIHT X Arnold BLSFIEMR 30+ HxW IR, &FRITH 30
AN B LU VR T A (I PN AF BN H xR 2
X, =(Piss Pay )Y = (G s Gy ) o SRJF > ERAOVAGFFF X,, Y, AFFIKE I 3 Hx W KERTFF Z.
)R Z TR, TR K AT S B S. Bea, KT PR AT 5 20 %
FAC, na(12)FiR

zZ :(pl3"'5pH><W9ql""9qH><W9pl’qlsu'apHxW/zﬁquW/z)9 (10)
S(k)=mod(ﬂoor(Z(k)xlO'O),256), k=1,---3xHxW, (11)
C(0)=121,C(k)=mod(P(k)+S(k),256)®C (k—1),k =1,--,3x H x V. (12)

i3 F(12)15 2 3% SRR AR TR B PRUT R, IEHBRT A el MG R, AT EE&
MIPiZE 7 B P RE

Step 8. KE/FH C(k), k=1,--,3x HxW NI BAHERHA M x N DNICERFEAN — e/ FE, 73 Bl B
NROEBHERE F R Gy B =AM ERERRE, 4525 SCEIE Fo

4. HEMRERE
4.1. BgBEELEA

BUMZIN & A R R P AR AT, P DU R AR NN R R R . REE R, R
RERER T I BISNREE HI 2 40, 3 BT 75 1 B I8 A0 3 0 88 e R v A2 B 55 B ST R R B IR A
RGBV,. H1T RGBV, 2l HRIHHHFTF) O 5AMBE I E e FAA RN, 7 O & hiRib 5 Bl
N EG Y EREHASHEIN, Bt RGBYV, A RFWISCHIEMER, WM ARTFE AN,
(RIS E T R S I e I A SRR A5 A A SCAE AR B, AN i) W S RA B R
B, BRI TN I g AR

fif R e E =B RGN B, Pl s S Ik 1 s
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Table 1. Key description
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o 8] 25 EH LT 1 RGBY,
YRR S A X950
YRR ML R A a,b
I 3L Arnold WS IME Wy»Zo
73 Arnold B 254 a,a,

4.2. BEELERE
Step 1. BHUREH SR F =0 BHEEE, #5 = MM E Ay — 44T B N B DHE AR
5l C.
Step 2. H451% 4.1 1 Step 7 MUNEABIRBIFH Z. AR5, IR DX Z BEATEAL, TRV BEHLIT
IREAE P A S. it s0(13)R P51 C 451751 P
C(0)=121,P (k) =mod((C(k)® C(k—1)) =S (k),256),k =1,+,3x H x V. (13)

Step 3. MFHI{P(k), k=1, 3xHxW | shic N5 B AT M x N A T6 3 15 Al 5 5143 25 1)
RV,,GV,,BV, . ¥ RV, (i),GV, (i), BV, (i) 55 RGBV, (i) i LuHs 5 S HAF 2 RV, (i), GV, (i), BV, (i) »
R4
RV!(i) = RV, (i) ® RGBY, (z),GV'( ) v, (/)@ RGBY, (i),
BV, (i) =BV, (i)® RGBV, (i),i=1,-,HxW.
Step 4. I FH Hh [ ol 42 € FR(RAS) HHEAFE] O (i) -
O(i)=mod(RV; (i)-M,-M;" + GV, (i)-M, -M;" + BV} (i)- My -M;" + RGBV, (i)-M,-M,",m). ~ (15)

(14)

Step 5. HF 4 Q KGR IRGEI 5 RV,,GV,, BV, , TR (16)f7m:
RV, (i) = floor(Q(i)/256” ), G, (i) = mod( floor (Q(#)/256),256),
BV, (i)=mod(0(i),256),i=1,--,HxW

Step 6. HIZ(17)IHHAFE] S, 456 % —4ERIKZEMU IVMER IS5, SRR iRk ML (X
() S, +HxW ik, F&FE S MEBRRETH XY .

(16)

SO:mod(HZXEVRV()+GV()+BV()39]+1O (a7

i=1

Step 7. MAHR(O6)XFFH X, Y BEATHET, FBITHFFA) XY AR AL E R G T8 v, FEIEJE
RV,,GV,,BV,, 18%| RV,GV,BV X 18)fi/r:

RV (u(i)) = RV, (i),GV (v(1)) = GW; (i), BV (u(v(i))) = BV; (i) = L, Hx V. (18)

K3 RV, GV, BV 73 BB I —4EFERE, 735K O WSRO s A R, TS 2R
A
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5. hESRMREM S

N T VP %0 #E Sk R g FRATTE I Matlab R2018a f1— & it % Intel core i5-7200U 4b# 2% fll 8GB
WAFIITE LA 256 x 256 HIRER (B F Lena #4717 22K SRR o ) 4 08 21 BEL
(my,my,my,m,)=(241,251,239,233) , —4ERMKZEB IV (x), v, ) = (0.34,0.985) , | 25
(a,0)=(0.2,0.4) , ] 3 Amold IJHIH (w,,z,) =(0.427,0.67) , #E IS5 (a,,a,)=(3.1,11.7) . ERLERE
Ry X Lena BEUGHEAT— 50 IR (S E) A 0.97 so 18] 1 7R 1 B SC BMGIE I A STt as i 45 2 ¥ i
RGN R R, 12 % ORGSR A B (5 S, ST R HEAT IE A 0 JC B
BAE . FEARTIT &5, IO ABUERT AT AL B R (% 2R 7R 1675 A AT & R

(b) (©)

Figure 1. Experimental simulation results: (a) Lena plaintext image; (b) Lena ciphertext image; (c)
Lena decryption image

1. SEBS{AELER: (a) Lena BASCE; (b) Lena Z3CEIE; (c) Lena RHZE%

5.1. BT E 4T

S ) FE D 28 G AT T RIS S B i I R 6 LA 5 5 4 2 ],
UL RGERE S SL S5 6 et . B AR SCIR (100, SABT I INas BV S M B R, BB B b BT
21, i LA IR, FOR I AR % A R . ERAIH RO SLIERES b, (RS BT
Y RUICSEWI VML (xy. v, ) FIEEBIZ 8 (a,b) o T X Arnold BREHIIFI (wy. 2, ) FIEEHIZH (a0, ) LI
5 O T P OB,y mym, o % EE] 64 RIS BERCF 10T SRR AT T 1075, IR %58
g,y g, BT BERE, A5 SC I R BB T4 (10°)' =101, Sk T 2™, f2 DM
GESIGH

5.2. BAMRMESH

—ANUFRINEE R GE N Z A AH A A R BUK . REBUE ATET NPCR (8 =404k %) UACI
(88— A5 ) BEAT 52 B VP, NPCR A1 UACIH O i A %4 NPCR = 99.59%, UACI =
33.4635% [11]. MNEVERERRLT, 1 BH 2 SO % H IR0 B BUK . NPCR #1 UACIT 11 E (19 F7R .

2.D(i.))

NPCR = JM v x100%

X

C (i )=C. (i
UACI=— {2| (17) =G0 ”'}100% (19)
MxN| & 255

Hor M x N ZBEMGRIR S, DRSS M= N WFIERE, € U0(20):
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N NN (V) LT e ()]

D(l,j) {O’CI (i’j):CZ (17]) (20)
C) il A N B AR B AR AR, T Cy AT 5 B /N VR 5 750 f P s MG . N T 5
B4R SR 0 B B TR 5o 0 D 95 R P 5 0 I 1 S P50k 304 1 A 25 S
B2 IHE R, SRBALSEE B —A, XTI 355 5K E107 FI-107 [,
B e SO R A KB NPCR 5 UACT BP9 45 50 2 s, AICLE ], R
FE 50 25 B0 2 0 0 BN A R R, B — A B O ) AR BN O 2 5, 73 B3 0

B A At AR K 1 35 P A T Hh P B0 LR B S o LA b A«

Table 2. Results of key sensitivity (%)
7= 2. BAMRMMER%)

A=10"" NPCR UACI
Xo 99.59 33.39

Yo 99.62 33.37
99.63 33.53

99.61 33.44

Wy 99.60 33.46

Zy 99.61 33.52

a; 99.62 33.41

a, 99.60 33.50

5.3. Geit o

Shannon 7EH AR [12]H 48 1, B GETH M AT RERCBFVF 2 0% R S8 9 7 IEWI TS AN 5 5 £ (1
gk, BATAT 7 BT g,

BB, EHEE T EE I 2 A 30 20 B AR R BoR S IR R ER A [13]. WRE L
PRI BT PO AR 57 RTINS ORI, WOz P8 mhHE I I P 4505 G M 1) 2 S7R T lena
G R E B ERETTE. TUER, PISCERBRERET R TIRZRTENEL. &
T, AN R B8 2 BT B P-4 Hoop A BB ST o 3K R I R AN 2 1 Mol B SR R AT S5 R
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Figure 2. Histogram analysis: (a) Lena plaintext R component histogram; (b) Lena plaintext G compo-
nent histogram; (c) Lena plaintext B component histogram; (d) Lena ciphertext R component histogram;
(e) Lena ciphertext G component histogram; (f) Lena ciphertext B component histogram

E 2. BEFESH: (a) Lena BAX R "EEHFE; (b) Lena XX G HEEHE; (c) Lena FAX B &
BEFGE; (d)Lena BX R SEEFGE; (¢) Lena EX G HEEFE; () Lena EX B HEEAE

FARME T . AHABARZAR S S W B G AT A BRI R . RAF 10 BRI 8 SRR e A Rk
AR RGN . FESEIR T, AT LG G AN B H BEHLIE A 6000 XTAHABIE R (B & RGB =
ANBIEIEIE), JRAEKT . RS AETT A B AR, R R B e

cov(x y l «r
,cov(x,y)= Zizl(x,-—E(x))( —E( ))’
/ 1 WD g l g g (21

D(x) =Fzz’T=1(xi _E(x))z’ E(x) ZFZ;xi'

Horpx, M1y, FORBHAMERIVG R, TRIEDEBERMES. %3 BT Lena BEHHHATER
ZIHAEKS, T E AR AL A
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Table 3. Correlation coefficient between adjacent pixels

3. BB RZEREX R

Ji1A] 3 X
FH 0.9614 —0.0131
K 0.9796 —0.0063
X F 2k 0.9436 —0.0037

SRR, WISCEB AR R AR SR AR 5, 10 % SC MR AE T 7 1 B A SRR E AR PRI RIE T,
RGHEGAE 1 BB R SRVEAN A IR ST DR 59 A AR R AR k. DI B
JEoREE R, BER T A BB ZAR AL AT AE P 3 R
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Figure 3. Correlation distribution of adjacent pixels of Lena plaintext and its ciphertext image: (a)
Plaintext horizontal direction; (b) Plaintext vertical direction; (c) Plaintext diagonal direction; (d)
Ciphertext horizontal direction; (e) Ciphertext vertical direction; (f) Ciphertext diagonal direction
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