Journal of Image and Signal Processing B4 5155 4b#, 2024, 13(1), 92-105 Hans X
Published Online January 2024 in Hans. https://www.hanspub.org/journal/jisp
https://doi.org/10.12677/]isp.2024.131009

ETrRFINEHIUFERY

LXK, FrE, g, R, TRA

TR R TSNS B (B SOR a2 B), b
R AT R ER TR, WL A
op R BEE S TR AT, JbR

Weks . 20234F12 160 FHER: 20244F1H24H; KA HM: 20244F1H31H

wm B

FESEFR TAVAEFHIE S, B HEREISHEXERNZITRE, T —A2RENTRERERN
£%, HTRZHHRENEIE, FER— RNEEEARREE EREREIAR, R RIHRET
AL, FrinfMREFE— 2 RUER S RESEORERAN T — BRI 8. EXR
XEH, BT T — MR ERNEL 5 3% #ENH], #R9AutoAD (Auto Anomaly Detector). AutoAD
FIF T b3 = 808E_ ERFERNRR MR NBIEE AR S MRE, ETo¥I0EE, BdREHEM%R
FEFE—MERORERMERIERAN, ATHNBEENRERN . SRERRA TEFERES L
AutoAD7ER FRIMR R 5 Wik FE 7 WA A B R

Xiid
FERN, BIUHREST, TES

Automated Anomaly Detection Based on
Meta-Learning

Wenyin Pu?, Shaozhang Niu'2, Hongxu Anz, Chengjie Shi3, Maosen Wang?

'School of Computer Science (National Pilot Software Engineering School), Beijing University of Posts and
Telecommunications, Beijing

’Southeast Digital Economy Development Institute, Quzhou Zhejiang

*Institute of Information Engineering, Chinese Academy of Sciences, Beijing

Received: Dec. 16", 2023; accepted: Jan. 24™, 2024; published: Jan. 31%, 2024

Abstract

In real industrial production environments, it is often necessary to monitor the operating condi-
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tions of machine-related indicators. For a multivariate unsupervised anomaly detection task, due
to the lack of labeled data and the different performance of the same detection algorithm on differ-
ent datasets, the design of the model relies on manual tuning, so how to efficiently select an anomaly
detection model and complete hyper-parameter tuning has become a pressing problem. In this pa-
per, we develop an automatic anomaly detection model selection mechanism called AutoAD (Auto
Anomaly Detector). AutoAD utilizes the performance of anomaly detection models on historical data
and the characteristics of the dataset itself to automatically select an effective anomaly detection
model based on the idea of meta-learning through deep neural networks, and tunes it for anomaly
detection on new datasets. The experimental results show that on the open source dataset AutoAD
is effective in automatic anomaly detection model selection.

Keywords

Anomaly Detection, Automated Machine Learning, Meta-Learning

Copyright © 2024 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

e

1. BY

A1 T 4.0 W NREENES 2 —, mSPnER AL EESEERen s 4 R g
HILE A e R, BT AR AR PR G AR PR, T b R s o AR AR A S FL 2]

FE 45 (1) MR 454 55 38 0 I WA O AR B S0 I Tse () BN R SO, B il I — S TR
RS () 7258 R o ARSI RAE TP A SR e A7 7E,  HAA B BRI (B 28 FE, R T AR
B RWEAR R RRTE: flanawA E S B BUE IR AR, B0CE A =Yk A 12240 51
ERAN, BIEEMIRER T RENZLESH R FBIRE, MMramyErEEk.

HF Z B ENERF ) T HE A (Anomaly Detection, AD)ARIVIERINARLE A B R I Bk
I, ZRITRIEIE Z ARG AT R AW, AEIX TR, B AT R R S = AT SR
S bn s, 13 AD SRR EE IR B EE[3]. AL E 2R 'R ERN T EZEF TR
TRIIPRZE I 2%, MR R B AT KN TR ISR, 0 SR N SEBRASE A A 75 S (SR A 2, WA
KEE T, T TGN 270, RN AR, B8/, HB TR — MR AR A R4
PitE EAEIRKIMEREZ R, AR R A S B AR T N v, (15X AN R v 2% 1) 7 o far il 2 7
SEEPL, TPl WE—ME PS5~ > (Auto Machine Learning, AutoML) /5 2025 AN |4 A O £
HENEFEEA, e,

R, EEXF BB, FRAEE TP R A ALY B B BEALE], AL BE 8 AL BT AR AR
AR IR AGESE, L8 AD BRI E M. SRR, AT AN NPT
le_:f,

T SEARE B SRS THRFE L — ST S A G IRHE, FRONTTHRHIE,  FEVTAS A JSER 4R 17E
FRE A ERVERETRAR, IXSORRIEFIFR AR E B 1k £ ER (K4

R 7 — MR M2, DAEHR R TCREVE N N, DL REFEARTE v il 8 & SURRE 1R 45
SRR ISR, AKHE TN B e e Fe bR AT AR AL B, JFARYE R £ B R ALY SRR T, R B
SEBRAE R

ik

DOI: 10.12677/jisp.2024.131009 93 1G5 (55 A3


https://doi.org/10.12677/jisp.2024.131009
http://creativecommons.org/licenses/by/4.0/

oE

48

TEATTEARAR XL T IANFEI PR fia bRt th RO RO PR AN HE 44, UEW T S WA U A — A o]
ik,

2. HXIE
2.1. REEN

K Py SMTE 7E 3 O 2 4k FE 1 T B o A TN SR 1R I VAR 2 0 BB, KRBT Ay W BLTR JLARR S
BT MRNITE, ETHERMN TS, TR TIE, ETREYSINITES . TR 77
Geit IR VR S R, IR IR e N % LR AR R A DX TR] T S A
8212 HH DR A 2R S PE AR I X TH] . HBOS [4]72 e i ARGR MRS o BRI I ri Ie S PR, ik
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Table 1. Selected statistical features related to the dataset itself, as a feature representation of the dataset

= 1. IENE S RIRE B SHEXMNGEIHE, (EARBENFIERR

Name Formula Variants
Nr instances n ay log(n), log[nj
n p
Nr features P 10g( p) , % categorical
Sample mean 2]
Sample median X
Sample var o’
Sample min max
Sample max ngn
Sample std o
Percentile F, q1,425, 475, 499
Interquartile Range (IQR) q75-q25
. H
Normalized mean max
X
Normalized median X
max X
Sample range max-— ng(in

Sample Gini

Median absolute deviation

Average absolute deviation

Quantile Coefficient Dispersion

Coefficient of variance

Outlier outside 1% or 99%

Outlier 3 STD
Normal test
k-th moments
Skewness

Kurtosis

Correlation
Covariance

Sparsity
ANOVA p-value

Coeff of variation

Norm. entropy

median(X - ;()
avg(X - )N()

(¢75—-425)
(q75 + q25)

%samples outlier 1% or 99%

%samples outside 3o

Feature skewness
Ha

Cov

#Unique values

5th to 10th moments

max, min, 4, o, skewness, kurtosis
max, min, 4, o, skewness, kurtosis

max, min, u, o, skewness, kurtosis
max, min, 4, o, skewness, kurtosis

max, min, 4, o, skewness, kurtosis

max, min, 4, o, skewness, kurtosis

max, min, 4, o

He T SLARAR AR SR -
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J:T LODA FIAHICHFIE: LODA &k TAA I Pud = i kil 5%, &5 HBOS MARVEAHL, (H
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RFAE:
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A fE: SVD R AT 3 N SE

BATE SN GAT 5 BIEEE D, 10 LR A SAFAE, ARSI E & F, FEA RS L
FHER AR F = #({X,,. X, }) e R™ .

[FI, N7 B R BRI, FRATTEE PPN AN [F) B s SR AE AN [ e o A A A B PP, X B AR
YR B ELHE 7 S5 R U S AR 2 DA K AN [ S A A IR P A A, SR T LS BLTE A B 3 6 1 e 7 o [
IR TS AT IZMES Eade D /AN M, EIOTERERIL P, , PP AFIBUESEE 2 A F
RIS PR REAR PR P e R™™ o EARMIILEY DA K S 40U & W iR 45 R 5 /0 Ml 0 42 2.

Z I, AVRE T INGAESS LR e AR F AL P, FRATTIE I 99 358 4 2 36 S0 R A 22 S A
WA IR N I REE: 38 FAERRAT AR, 8 P ARt . B 1 R T LR Rk
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Figure 1. The overall process of training and testing the model, where the green part represents the process of computing the
meta-feature F of the dataset, the blue part represents the process of evaluating the performance of different datasets on differ-
ent models, the red part represents the process of updating the parameters of the AutoAD neural network through F and P,
and the yellow part represents the process of selecting the model based on the trained AutoAD. The gray part represents the
process of training the selected model on D, to get the final model.

B 1. SRR MNR B NEERE, HPFRERSRTHERRETHE F HidE, EefoRnHETER
BEAETEIER LRI RERIMNIERE, 4GNS RABIFFIPHIT AutoAD MEMESHEHMNTE, RERIE
RARIBVIGLFEY AutoAD HHITIRBUEIFANTTE, REPMHORTIBELREE D, LHITINABEIZLHREL,

NDCG JFA R F R A 1 2 45 R VPN 4R 5, 12 3R B 45 R AR Sl er HBGEE AT, U NDCG s .

P Zrel l
bee, ;10g2(1+1)
Hort rel 2 RPN R SHRE MR, @ ARG RAEB R E P RHEE . BRI RS R
AR IAE rel ZERIEOR, AT IEGERATH, % DCG i 17 IH—4t.

‘REL

/| oreli
IDCG, = —_—
i ,Z::‘ log, (i+1)
DCG
NDCG, = E
? IDCG

Horh REL 3SR P A ORI i R SRS 4R

JS2FA BN BA TR 7 5 B, RN red BUBERS Gy 1 (KMEL K U SAEL, REL NPT HOSRE MR BN HEY 5
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PR B, 4 — NIRRT bR S B, et B ER ST i eI, SRS HEICHY
MES N B R PR, AR S ROZ B SR A S A e AR PP 4R bR, MR Z G4 &
HAREAN B Top-k MEAL, X F45 HAORAL, BT SR ST 408 25 10 7 5 RIS, ek
FAZRERSEAT T . F T B AR R i 4 1 SEHE R R R R AR R B S B A i, X FERL e T %
AN TR 356 50 TR DI PR3 i DA R e 28 TR S TR ) ek

4. SKRER B

FATAL T AutoAD X T-HEAE v PERESE b W R R (e e RE 70, I 5 okade iR HL At S AR AR 3R AT
THERE LRI

4.1. SEIEE

BATHERS T 5 AutoAD BEAT R HE K500 AR Y DL K T ek SR ] B i 24U AR, 7t 66 4,
TSRO B WAR 2, EFEERR I R 5 2 U5 BB T LA FRAT 53 8 A AR B 5
WP FE % B IR LA S RO, SeIl TR A R B S . EIZRBEART,  JRAT
R IEZS 70 A1 BT A T 24, AT B 1 5231 %08 1e-3, BLE T 100 > epoch, fLtb #3 % ] Adam,
HEARDIKEN 32.

Table 2. Candidate benchmark models and a combination of hyperparameters, where the hyperparameters are Cartesian

products of relations

2. (RERERBUNBEHAS, HPBSHAEFRRNXR

Model Hyper Param #1 Hyper Param #2 Hyper Param #3
LOF neighbors: [5, 10, 20, 30, 50] Metric: [‘manhattan’, ‘euclidean’, ‘minkowski’] None

COF neighbors: [5, 10, 20, 30, 50] None None
HBOS bins: [5, 10, 20] Alpha: [0.05, 0.1, 0.2] tol: [0.1, 0.5, 0.9]
KNN neighbors: [2, 5, 10, 20] None None

SOD neighbors: [20, 30, 50] None None
GMM components: [1, 3, 5] None None
LODA bins: [5, 10, 20] None None
IForest estimators: [50, 100, 200] None None

4.2. BIEEE

FEVIZRI BL, FATEA T ADBench [20]711 57 AN [R5 B 4R, 3k Se a2k 11 A [ 1 40
AT B AR A, EOIBATE SRR FR 1K) B8 FT B AT I 2R Sdls o AT 1 2 #E, BTBLoAy
THEEREARE AL, FATR XS BAR R 7RIy, BRI T 1404 D/NEHR RN NEATIINZRAE S
FAE X LN R A EIIZR T AT AutoAD.

FERRET B, JAE A 7 I B v IS5, B — IR S h e 7 Tl ZRit
BRI N ZREE A T OR AR AR I . RATIAERR 3 il T eI Rl
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Table 3. An overview of the datasets for the test tasks, where each test task contains the training set and the test

3. MRNESHEREESL, EPs—NMUIKESEHE S TINZREMNIK

Dataset #Train #Test Dim Channel %Outlier
SWaT 496800 449919 51 1 11.98
WADI 1048571 172801 123 1 5.99
SMD 708405 708420 38 4 4.16
SMAP 135183 427617 25 55 13.13
MSL 58317 73729 55 3 10.72

4.3. THAIERR

SEM FE AR F E AR FRATE FH ROCAUC 1855 3R ¥R B B RS 1 e
ROCAUC HJiH&E A AT LA L e 038 0R

ROCAUC = [ TPR(FPR™ (1))t

Hrh, TPR % R 1EW] % (True Positive Rate), FPR 7<% 1E45] % (False Positive Rate), FPR™' %75 FPR (1]
Wk HL, ¢ FR1E ROC M4 ERIEIME . A XERHZ ROC fIZ BN, w7 LB THE ROC #i 2R 1)
BAE ALK AR, Horh ROC #h 4k 1) A4 4% s v] DU I A R B E AR 2.

4.4. FEER

LOF (Local Outlier Factor): LOF 8y FZH T IR AR L B #E A, 5 X2 H88E S AR
AR AT A B

COF (Cluster-based Local Outlier Factor): #& LOF [fJ—/Nf&, B{Eit—2 3R LOF Bk TRk
GANEE G

HBOS (Histogram-Based Outlier Score): & 84 | H B 7 B 70 A0 AT RRAE AT A, i S 15990 B
B SR T T8 i P i B R

KNN (K-Nearest Neighbors): % &8 s, H0 3088 HdRan it & S4B fs, IR i &0 5 2 18] ) B kit
HZ R R ESD.

SOD (Subspace Outlier Detection): —Fft FH T4 I 2 4E £ 4 vh 1 (A B U B . B HAR R AE S
YRR ORI T i e R, RIS R 2 3080 s e A 1 8 () AT AN R 1 5

GMM (Gaussian Mixture Model) : J& — M WL e 5 A I B, A SR AR 2 A F v 07 VR G A Y
P HEAT S, AR A A R RLR A TH O AR S e . GMML R B 2 A A i 7 20 A 4L R
FEAS AT R — AN, AR I8 B KA ARG Tk e AN m o A S 8, AR E A O 2 AR
BEo ETET, GMM Bk EAANEE SRS % A, FFR R 2% P (B T AN A 1 s AN =
o

LODA (Lightweight On-line Detector of Anomalies): & —F#2 R 1) 7w KM AL, © 3R B854
PEHEAT 2R, SR JG LU0 MR 1 45 RRAG I 25 . LODA B3R % T T 250, A 725 (a6 N
—7/|> LODA #! . LODA #8175 [a] i BEA LR R KA v 208 s B A, SRS BT 123 | )
SERBATIORCTYY, 193IRAMRES . SHARERINEIEML, LODA BARCH T EE R
By .

IForest (Isolation Forest): &4 s Bt o3 F s 125 18], 36 U i AA E — AR SR, RS P AR PR R 2 oK
Tf 78 BN RO R A590
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ECOD (Ensemble of Cluster-Based Outlier Detection): &7 i B E A MG B o N2 T4,
PR Z A S L, B AR IR A8 S 5 B DAl e i 5080 oo
COPOD (Copula-Based Outlier Detection): —Fi13&T4t11 % copula 57 & #0772
PCA (Principal Component Analysis): {8 3= il 73 73t R0 B AT FE4E,  Ifdad v Bk 22 Rk i e 4k
R R EE .
5. GRIH

4.5.1. AutoAD i% H BE R 5{xix EEERA ROCAUC RHEHEZBIRTEE

An\)

Table 4. Comparison of the ROCAUC metrics of AutoAD with candidate benchmark models, where the numbers in paren-
theses are the rankings of the different models on a particular channel of the dataset, and the average rankings were tallied
for each dataset, with higher ROCAUC metrics and smaller rankings, with AutoAD’s prominence highlighted in bold.

= 4. AutoAD S{FRIZEERRA ROCAUC F5FR7TEE,
BMUREH ST T 25HER, ROCAUC %‘éffTLmU? HEZ #/ T, AutoAD BIZRE S HEIRARE

Hp#ESHNHFEFIRERARESENRD

SiE EvHER,

Dataset | Channel | AutoAD  LOF COF HBOS  KNN SOD GMM  LODA  IForest ECOD COPOD  PCA
machine-1-4 | 0.5131(3)  0.5346(2) 0.5595(1)  0.5071(4) 0.4932(5) 0.4838(6)  0.3376(9)  0.4447(7)  0.3658(8) 0.2608(11) 0.2408(12) 0.2777(10)
machine-1-6 | 0.6126(2) 0.5427(5)  0.5037(7)  0.6067(3) 0.6161(1)  0.525(6)  0.5883(4) 0.3084(10) 0.4683(8)  0.0(11) 0.0(11)  0.4272(9)
machine-1-8 | 0.5883(2)  0.4797(7)  0.4833(6)  0.4859(5) 0.5831(3)  0.577(4)  0.6592(1)  0.3647(9) 0.3444(11) 0.3367(12) 0.4518(8)  0.3574(10)

gyp | Machine-2-3 | 0.5222(1) 0.2034(5)  0415(3)  0.1720(8) 03779(4) 04347(2)  02902(6) 0.2212(7)  0.1414(9)  0.0(11) 0.0(11)  0.1352(10)
machine-2-6 | 0.5613(1) 0.4326(5)  0.493(4)  0.2337(11) 05253(2) 0.5122(3)  0.4275(6)  0.3103(8) 0.2136(12)  0.209(9)  0.2409(10)  0.3456(7)
machine-3-3 | 0.5095(1) 0.4744(3) 0.4722(4)  0.2052(9) 04852(2) 0.4459(6)  0.4717(5)  0.396(7)  0.3924(8)  0.0(11) 0.0(11)  0.2553(10)
machine-3-6 | 0.5507(3)  0.5472(4)  0.5377(5)  0.378(10) 0.5828(1) 0.5534(2)  0.5209(6)  0.4080(9) 0.3294(12) 0.4758(7) 0.3550(11)  0.445(8)
average |  1.86 443 429 7.14 257 114 5.29 8.14 0.71 10.5 10.79 9.14
M-4 0.7316(3)  0.5778(8)  0.6968(4)  0.7909(1) 0.7464(2) 0.6223(6) 0.5285(11) 0.3775(12) 0.6116(7)  0.5741(9)  0.6308(5)  0.5588(10)
NSL M-5 0.7449(2)  0.6159(4)  0.586(5)  0.6647(3) 0.7451(1) 0.5859(6)  0.4136(9)  0.4807(8)  0.5595(7)  0.0(11) 0.0(11)  0.4068(10)
P-14 0.7541(2)  0.7506(5)  0.7498(6)  0.4889(9) 0.7541(2) 0.6406(7)  0.7541(2) 0.2745(10) 0.4804(8)  0.0(11) 0.0(11)  0.7541(2)
average | 25 5.67 5.0 433 1.83 6.33 7.5 10.0 7.33 10.67 0.33 7.5
A-4 0.821(2)  0.7957(3) 0.4593(10) 0.2304(12) 0.8297(1) 0.3145(11)  0.706(6)  0.6516(8)  0.7203(4)  0.7(7)  0.5855(9)  0.707(5)
B-1 0.4995(2)  0.4975(4)  0.4975(1)  0.4918(8) 0.4994(3) 0.5032(1)  0.4918(8)  0.4919(6)  0.4918(8)  0.0(11) 0.0(11)  0.4918(8)
D-11 0.7856(1) 0.7774(2)  0.4832(6) 0.2822(10) 0.7758(3) 0.5000(5)  0.2837(8)  0.4412(7)  0.5516(4)  0.0(11) 00(11)  0.2837(8)
D-2 0.5008(3)  0.4982(6)  0.5003(5)  0.4969(9) 0.5004(4) 0.5042(1)  0.4973(T)  0.504(2)  0.4973(7) 0.4967(11) 0.4967(11) 0.4967(11)
D-3 0.9733(2)  0.9755(1)  0.5465(9)  0.7876(7) 0.9722(3) 0.6232(8)  0.9685(5) 0.2343(10) 0.8175(6)  0.0(11) 0.0(11)  0.9686(4)
D-4 0.9998(1) 0.9846(5)  0.938(6)  0.7947(9) 0.9995(2) 0.7985(8)  0.9984(3) 0.0695(10) 0.8741(7)  0.0(11) 0.0(11)  0.9984(3)
D-8 0.4994(1) 0.4974(3) 04974(3)  0.495(8) 0.4985(2)  0.495(8)  0.495(8)  0.4951(5)  0.495(8)  0.0(11) 0.0(11)  0.495(8)
D-9 0.4995(1) 0.4962(4) 0.4962(4)  0.4922(3) 0.4984(2) 0.4922(8)  0.4922(8)  0.4967(3) 0. 4922(8) 0.0(11) 0.0(11)  0.4922(8)
SMAP E-1 0.7164(1) 0.7138(2)  0.5(11)  0.6698(5) 0.7138(2) 0.6969(4)  0.6306(7)  0.3336(12) 01(6)  0.627(9)  0.627(9)  0.6271(8)
E-12 0.6884(1) 0.6884(1) 0.5015(8)  0.4682(9) 0.6857(3) 0.4641(10) 0.3248(11) 0.6741(4) 06209( ) 0.6161(6)  0.6161(6)  0.32(12)
E-7 0.6241(1) 0.6002(3) 0.56(12)  0.5678(8) 0.6194(2) 0.5603(11) 0.5835(5) 0.5983(4)  0.5726(7)  0.5674(9)  0.567(10)  0.5826(6)
F-2 0.7881(2)  0.788(3)  0.5135(8)  0.7483(4) 0.7803(1) 0.4907(9)  0.724(6)  0.318(10)  0.6064(7)  0.0(11) 0.0(11)  0.7244(5)
G-1 0.6197(3)  0.3208(7) 0.211(12)  04744(5) 0.7181(2) 0.2627(9)  0.2662(8)  0.7574(1)  0.5183(4) 0.2575(10)  0.3681(6)  0.2406(11)
G-4 05321(2)  0.5321(2)  0.5321(2)  04775(7)  0.5321(2) 0.4604(8)  0.4776(5) 0.4123(10) 0.4693(9)  0.0(11) 0.0(11)  0.4776(5)
P-1 051(3)  0.4236(8) 03169(10)  0.482(6)  0.4458(7) 0.3447(9)  0.4848(5)  0.5438(1)  0.5097(4)  0.0(11) 0.0(11)  0.5371(2)
P-4 0.4998(2)  0.4986(4)  0.496(5)  0.48TA(8) 0.4995(3) 0.4886(6)  0.4874(8)  0.511(1)  0.4874(8)  0.0(11) 0.0(11)  0.4874(8)
S-1 0.7432(2)  0.6060(5) 0.3766(10) 0.7171(3) 0.7457(1) 0.3461(12) 0.6545(8) 0.3604(11) 0.5803(9)  0.6995(4)  0.6648(6)  0.6552(7)
average |  1.82 3.88 747 7.47 250 7.53 7.0 6.18 6.62 10.12 10.18 7.15
SWaT / | 0s162(8) 037579)  0.0(11)  0.8437(4)  0.0(11) 02504(10) 0.8254(6) O.857I(1) 0.8303(5) 0.8556(2) 0.8528(3) 0.8164(7)
average | 80 9.0 115 40 1.5 10.0 6.0 1.0 5.0 2.0 3.0 7.0
WADI / | 0.47339) 0477(7)  0.6182(3) 0.7543(1) 0.A4757(8) 0.5735(4)  0.4863(6)  0.42(10)  0.7208(2)  0.0(11) 0.0(11)  0.5031(5)
average | 9.0 7.0 3.0 1.0 8.0 10 6.0 10.0 2.0 115 115 5.0

FATLLE T AutoAD £ H R T 5 FHoAth == 78 ) 7 A AR Y /) ROCAUC 188,

SRR 4 PR

ZRME RN T R [E) S H R 9 L B S5(SMD. MSL. SMAP. SWaT. WADI) AN R 4iiE
ROCAUC 455, b rh (RS2 FRATII Gk Auto AD FF F A% 326 J5 o S 5 A IR (£ B R GEE S4B ARY)
HAp 55 A RN A SR AR 5 AN0E EROHES . W T AutoAD RELH BRI LR A R . WE
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WA LLE, fE SMD R4 £, AutoAD i H IR AR AR 0 0E _EARRILL T iR AR AR KT
I HAF 3 HE 44 R 1 BT AT (Rt SR e e W A IR0k E MSL Bl g b, BN TP 158 K
£ SMAP HfifE £, AutoAD I H R RIAE K E 7 A0E EARRILL T R ALK, I B
WL T T BB R e AL, 7E SWaT il b, B8 AutoAD il MR AN, (H2
ROCAUC fEAR{EHRA HUEFE AT AR th Z A K, AT RE R T 8n S e AN AR Y B 1 e R DRI 33
f; e WADI HdE4E I, AutoAD FIRIUIAZIRGS, FIRER B TR BHREK 24 511 AutoAD
B RN ZRAE S5 00 A0 28 UK 38U o (HAASK S, AutoAD JER 5L T 5 KRR AY (¥ e 2 A Bhik 3%, I
FER 2 JO DL HAT B R D

4.5.2. AutoAD LA REIFAN 8RR B B9kt A0E B 2 EEARiE ZE R R B HER R EE

T IRFCUA RIS 5 b5 9 B 2R AutoAD EAREW A 14 LA LL ROCAUC N H Il 41
AutoAD AH LA ) S BRI B A Gk B e 0, FRAT YNGR T B XA R VRN SR AR ) AutoAD AR 4
AutoAD_Average Precision.AutoAD F1.AutoAD Precision.AutoAD Recall, B 535l LA Average Precision.
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WARTF IR FR I P4 1B 0L, e 2 Frs(B2 SWaT fl WADI RAT —/MilE, #20%). AgE R AT
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Figure 2. AutoAD’s models trained and selected with different evaluation metrics objectives are compared with the can-
didate benchmark models on different evaluation metrics, with the smaller rankings being the smaller the ranking, the
better
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4.5.3. AutoAD 5EMMF EHM A5 ERFTEL

KT R AutoAD 5 H Al B 2L T H AL MetaOD FIPERE, FRATTVEAL 17 A 2 A% 1k JE 1 A A 7
Average Precision PP bR EHIPERE(R Y MetaOD R G R M EAREEAT 2 %), HELXT e 3 fs.
MEFFT LA H AutoAD 7EKHS 7>t & E P38 HE2 B0 1 e SR AU MetaOD, 7E SWaT %
#a4E £ AutoAD [P HIHEH 5 MetaOD H7 0T 1R K ZERE, 1M /£ WADI #4846 _E W& 2285 AN K, {H /& AutoAD
IR A I FEHER A LODA 1 IForest.

== AutoAD "=LOF @ COF w=HBOS == KNN ®sgSOD == GMM m==[ODA == [Forest ™= ECOD ™= COPOD "= PCA w=== MetaOD

average precision mean rank

7} ] a =]
g 3 3 Z
dataset

Figure 3. Comparison of the average rankings of AutoAD, MetaOD, and other candidate models on the Average
Precision metric, with smaller rankings being preferred

3. AutoAD. MetaOD AR HA{REIERIAE Average Precision 38FR EBIFEIHERTEL, HER /)T

4.5.4. AutoAD JEIFR BN E] ST TERIEE ER B M E R EL

N T UEH] AutoAD 7E H B4k A H A I N [E] B A Rk, BATEEL 1R AT AutoAD S FEAR f I [R] AN
Gt SE T 11 AN SRS E HATAh I 5 I i 7 — S0 b, S95RINEE 5 fos. Rl T T4
THIR ] At TSR R BCE AN 4ETE, DLJ AutoAD e A5 Y 4% 21 (I 1) AP Ak 56 BT fis 12 R HE RS Y BT 6. 9
IR E] . MERHRT ATE Y AutoAD & A5 7R Fr) I [R] 72 Rdls MUK HLAE 2 82 2 (I i (SWaT A1 WADI),
Xf EEVE Al i A (s s R AE R AT BRI A% AESE A UBEE N (MSL FlI SMAP) = 2 4 2 £ (SMD)
HITEOL T, AutoAD MRS ELPPAL T A I e e R L (9 SR BRI ANad A T A fie e ik R A 7R oy
TEIE (R BTk o IR 3BT T AR AutoAD 7EIE BRI J5 THI 15 290 (] 19 A 21, FF B AutoAD
(4% 2 A R B AL S8 R 2 5 M Rl (R L 66 MR 40U &), AHEL T RN R A4 R,
AutoAD FA I [a] 4% L ECR 3
Table 5. AutoAD’s time to select a model versus the time spent selecting a model after evaluating all benchmark models,

which also includes the size and dimensionality of the data subset

3 5. AutoAD EIFEAHE B SITE T AR R R FREERRE R, RPEaETRIEFERNX

INFRYERE
#Test Dim AutoAD Eval All
SMD 28479 38 0.044099 39.14166
MSL 2158 55 0.015389 0.177447
SMAP 2880 25 0.00468 0.847208
SWaT 9900 51 0.688104 130.483889
WADI 15692 127 2.713834 240.400134
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Figure 4.AutoAD vs. AutoAD-Feature with additional features removed in Average Precision metric ranking, smaller is
better
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