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Abstract

With the popularity of smart phones, Android mobile applications are becoming more widely and
the attendant problem about the Android security issues becomes more critical. Malicious appli-
cations are endless. It is a serious threat to the user’s information security. This paper describes
the current status of mobile security and the current Android malicious application detection
techniques are analyzed. As the situation of Android applications becomes more and more serious,
an improved Naive Bayes algorithm is proposed. The malicious application detection system is de-
signed by using this algorithm. The system uses a reverse analysis method to produce the mali-
cious application classifier. The experimental results are analyzed.
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Figure 1. Malicious code detection classifier generation
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Figure 2. Classifier sample detector
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Table 1. Experiment based on naive Bayes algorithm

=1 ETHARIMETE AN

RGN NN REGH E R R et 4

SR EVE N 262.3 37.7 300
SR B 355 265.5 300
et e 297.8 302.2 600

Table 2. Experiment based on improved naive Bayes algorithm

2. BT ROHEAMRIIM AT E AR SLLe

RGHE NEIERH RGN e H 1
2 bR R R 258.2 41.8 300 0.55
SR Ay B 40.1 259.9 300 0.55
S bR Ak R H 265.5 355 300 05
SR A = N 37.7 262.3 300 0.5
bR R EE R 265.8 34.2 300 0.40
S bR B 10.4 289.6 300 0.40
SR A EVE R 272 28 300 0.35
S bR R R 0 300 300 0.35
SR N AR 287 13 300 0.27
SR AR N 0 300 300 0.27
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