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Abstract

Since the digital currency was proposed, blockchain technology has been widely used in various
fields such as finance and the Internet of Things. At the same time, various security issues have
been exposed, such as collision attacks at the data layer, eclipse attacks at the network layer, bri-
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bery attacks at the consensus layer, and stubborn attacks at the application layer. In order to en-
sure the safe operation of blockchain technology in practical application systems, researchers
analyze different threat strategies to improve the security of the system. In this paper, it is found
that the L-stubborn strategy based on eclipse attacks has greater security risks in certain situa-
tions. In order to further analyze the threat of this combined strategy to the blockchain system, an
L-bribery-stubborn strategy (LBSM) model was established. Under the original L-stubborn strate-
gy, if the malicious nodes consider the bribery strategy again, using part of the mining revenue as
a bribe to attract other nodes to work on the private chain and increase the winning rate of the
private chain in the fork competition, honest nodes will suffer even greater damage. Simulation
experiments show that the loss is 3.76% higher than the original L-stubborn strategy. Finally, for
the security issues of the LBSM strategy, some relevant detection and defense measures have been
proposed to improve the overall security of the blockchain system.
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1. 518

BEE X R R H G e, RO AN e Mz 22 RVE[1] . XN B A T IX U HoR
[21RARAE L 22 41, [E) SR A & UE B LR AL (PoW, proof of work) [3]5RSZILXN 7 48 5 1) — 8t 5
ALY T AU TR B B A TR AR VR E I B R A A, DASR R ILET X B 4 AR mR
WG, B HALZ R ML, P HA Y RORIIEZ X R &, s —e b
B SR, SRJE R XA A EFE IR, PR BT — 5 TR, RILZEVE XS Tk
BRAF— 58 B B2 A A o

X HEE RGAEWTT 2], B T At . 1ZRGERAKZHCN S IE WS TAERMI[4], BRI
WX Z G ZVAAR WSS RE SAE AT &N —F, AR “51%X it " [5], A
W 28 5t A2 22 A 1) o AELAH DA 70 38 2 B S 1 R SR X B A S (selfish strategy) [6]. #1THR 5K B (block
withholding strategy) [7]- 7l [& 50 (stubborn strategy) [8125 @i SEmG, PAIREUAS A AR, 2% Kt
S ST W ER , T B 2 S EUBAN X HUEE R G0 A A RE T BEAG, MT B R AR BRI 22 A B T .

i 1% Sk (bribery  strategy) [9]1F A& —Fh B % 18 ok i s Bl A 65 1 7 sk 2 S e R N A K E W
WA R, R E R St . B RTAOCRRS IFE, HRBRIENG IS SKmg 5 B ARG AE S5 &, 1ok
A VU s SR 5 T ] SRS A DG o AT, K] U D S s 5 ot ] S e 2 RS B AR ARV E 1) 22 A o). L7 ] 5
IS PR T S I RA B S ST R A B AN S G B . B BRI, YT R AT RS R
ZRE RIS A, IR X BV RGN e Ay, R i3 T B A i 7 20 & s S, X ik — 25
Pl X st R et B EE R, HONX BB ARLE SIBR R G0 1622 4 N R 5501 17 (0 PRRE

AR EAER I SRS S LB SRR AR 25 G, A i AR R e A I, RIS R R,
7. LT [ SR i (LBSM, lead bribery selfish mining)AH 2GR 7Y, 53k 1H g 1 572 i 12 HH A 280 AR A 00 A0 [ 40
. FETENEWT:

1) L7 S meR FARE b S — DM AAE S AR 51 NI SR, 7 LBSMOIRZSHUBRY, /E 31
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TR, RPN A QAR ST AR, I S AL BELE BLES 70 ST G SR 2R

2) WL EES AT T LBSM SRBSARECT L[] SR . LT -7 [&] SFEmE . LI~ 7o [8] S5 e AR 1 15 A SR s
(BSM, bribery selfish mining) ¥ 0 ; 25 7 k5, #4 LBSM RIS 5 iX B S AT 4R a0 b . 5k
U6 ok RN R A H S (GE N @) 7E 0.27~0.3 2 8] H RS GE 11(32 A y) KT 0.4 B, KEX LBSM
TR AT U8 S 7 A5 PRI 2 bl Lo [ SRS . LT =700 ] SR . L= [ S s b e iy i 2 1 3.76%, Lk BSM 5
e 2 1.81%.

3) WHFT5r 4T LBSM B 5 R RF A DA BT R 1 h 7 SR (AT PR 2 1, $R H— S8kl FiB7 LBSM
JBH SR )T 5, B X RGN A, AR IR I EOR B, I R BE IX Lk AR 1 22 4 TAE .

2. HXI1E

WU, VR 20 [H A 42235 Mo S 20 A R I 1 22 4 Il Rt U3 . Nayake 55 A [8]5% it 2]
RUSHEAT T VEAERI A FEN 2 R SRS A 45 &, L 5 NES E I B SRR 1014045 &, I B ik 5k & BHAS
KU 05 2 [BEAE, b m R SRS . 7E Nayak %5 A[81#F 7T LA I, Zhang %5 A[11]
I8 I ST LR AR R R L A DG SRS BN R, BE VRN A TR Nayak 55 A\ [814F 7t & Fh Sk s 1 3R
FIEE; Liu & A[12]8F 58 7 LIRS HmifE g ot T80 (uncle block) s, AHECT HI#, 558 T 2% i 4
FER, RS T P E Z I P S5 BIME . Wang &5 A\ [13]H#4 il [ S 1) AR R FHFE BLUKY R4 b, 151
R RUE DK B b SR S5 W SRAF AU i LL I ST midie i 22t 46.9%. Bonneau %5 A\ [9] X 7 i
% SR T T L i 7 DA B 43 T e sk W i SR T R 23 SR IS FE I R R 7E Bonneau 55 A 78 [9] ) 2 At
-, Sun SN [LAT38 ik Xof 45 s B AL SR I B o AT 7 v s BN 77 20t 515 H RIS AY m DA B0 6 % 55 s 119
FAR I IG N HARAF AT 2 . Gao %5 A [15]4 W s SR mes e FH 1~ H FA SR b, FE BRI Y T R AR )
(2, E— D HR m AR RS s Yang 28 A [1613F— D 5ok 2= SR &, RIS /R BRI FE (MDP,
Markov decision process), 15t R&F—FRES RIS IILERE, (T3R5I B A oK.

2.1. L-To[E SR

yB yB

yB yB
(1-y)B (1-y)B (1-y)B (1-y)B

Figure 1. Diagram of L-stubborn strategy state transition

B 1 L-E SRR S e X R E

L- ot [ SR e B RL SRS AT AR TR, O T IBSRE 2 & Uit , Bh & 78 L-wiE sk b, I HA R
WX PS> X, SIS S M f AL . flan, £ EFAERES T, SRR SR EE B
PAAS AR AT I DX, BRI SE Y RO TR — N IX B, R RUR AL BE B PN BB X B 4 A A A
B, ROV EEE, AN, IRTIARERE LT, RS mUCR A L S, R AL
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FAMRAMI XA, SREEE R X PEE X, WS RPN T —5e g, T s Binfra
— RN E, WA W REARR TS R R Z8) T — NI, SR A A2
o, (HXEREEPIIRAT 7 SCIRFS, IS SR I T3 40RAs . AT, AHEL T B AL SRS, L-l ] S5 s
B, TR ST A MR TE S A, RN AR L EZ O MR AR, #ie S8
X HEE I 2 Dk X, A XOREGER 2, o1 ST Ui B PR S MR R o Lo ] 6 s EL A PR R A B A
KAZWE 1w,

2.2. BSM K&

fE ARG, SRR S AAEE B AU A — BRI X, RS SR e R IR X, B R
KT RURERLGE b R8I e O 22 R 45, 10X 2% v HY L 2 A 20 5, LRI 2R S SE A 1) 93 OB x4 T8k
K i s SR L AL IR T, S Y RORE —3B 20 B A i 4 PR R B I Bl WS T BE 24T R B 2B
J& oy S ETAR, SERANEE ERE ST, SREESE S R AR o [BOE XA 045 S M 1 O BT
PR RUOR 2R BUR AR 2 IO SE0G . IGAE BRI DL, BRVE Y pUA BB B R E 2 3 L TR, W
RESRIUFTIXE, BT R4 T IIXHERG), RSO, 0BRSS G 250 A8 B TARIF
HR R IXE, A m e R 5an T XS, FUbB s T s SR S s B TR,

3. LBSM #&& i+ 5758
3.1 BER5S5RE

FH e ) 1 A SRS 20 [ SRS R 2 R B T, T3 E A NE S SRS A4 s B m B E SR -5 0 %
HMEAALE G, SLIR] H AR R AU R T 2 AR A o 1T FEH BSM SREBE 24 1 L SR 15 T i SR s
FHGE A, T L7000 ] SR TE [ RA SR R Bl b SOdh A5 380 1 Ik g, DR T BSM SEBE IR AR, o L-
T[] SR 5 T i SRS AR S S, )E T4 HY LBSM 3R

76 LBSM SRS 1, T PR AT EFARE L FSsZ B X He, FRUR a1y AR R I X, (ORAA
BE S AN X A R L, ARG X P X, SO R AU T R S AR 1
B A T RURARE A BB X R HLCAE A0 e A O SE T R, ARSI RARE BB — AN R
i, XEREEA S X, BEIGERET AR S 2 A, MUTKIBA T 5E4RES, MR s 3h I %
HeME, FEH MR S EME R, WS 2 T RIS BT AR, I E T S e — ke S
HHR I AR

BT LBSM SEBSZE & TG S lE, 5 B8 80 LA R e 1) 7575 RIS SRm i i i, S8 sl
k2 DR 2) MERTAASNE I RZ /DR, fkBeE RO E R, fME B SHERE N, B
SRV SR R I\ — e F2 P 3 B 1 AU SE 4 UM, (R e 2R M 20 2 i/, R & 15 H R
Rz, MR BESIA IR, IR S SRR 2 5 SR AW R A R o

NETAESE LBSM SEBS, 1 5Ef e AL i) A 0 LA RT BB ik . 72 LBSM Bl rhr, —JL5E 7 =
fate, RIS . WL A G A SRR RO TIER T 2 AR, 16 L-mifE SRS a1
I AL R SR s ST R AR 2R IO SE AR B SRmE, U XHRBEIE AR R AR 4 XN, B e 384 4 T
M8 E AR, — B XA X, BT ST AR E 2 X R 5 7 SCREMS I A RO HBE, Rl
2% 3 B MR 73 B ST s BRI AUN TR 2 10U, AT RUE R I SR 2 S
EREEIREE L TAE, TEIESRTE 2GSRI 3G 0 7% e Se e h B S . sk 1 R, 4T
BRI RS

N PR S SR LA TR, TS LA 2 — M ) S A 4
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1) ST RO ERPE Y r ) O A D0 PR SRS 5

2) B EXHEE RS LA A7 s L

3) 1£ LBSM SEigH, X HUEE 7 RIS AN oA RS s 9 R Z RIS it i, A5 R B Y R
B IX Bt X

4) N T IIEVE, L B R e Ay SRR EAL Y 1o

Table 1. System parameter

#z 1. RgEEH

ZH EP
a TR A B
p S S 8
L BV SHE RS, Hatptpi=1
¢ e 43 B 24 AR R B s T
State = i ARSI A BE | MK B, HoRR 45 X
State = i PBESE A § KB, HLRES X
TR RIS T H X Het 4 U,
! SARAE LAY 3 b AR S KB o
3.2. B HR
LG LBSM Heng b BARREFH R, Wil 2 fioR. B P8 R sy R AT 2 ek ak

TR EREX AN, Berin B s SRORIX PR R A7 S, BRI RURVEE R RN, PERR
BRI BT o, IF ELH SR L R A <

ME 2 TP, RZS 0 FPIRES 0 Z [ i 5 8% T MRE S P 2 s m VIR, HoF 2
IR HAT R DURME I : (1) BRI RS RSN R e — RSSOy B, SRR R E SRS ET —
AKX, IF B B A RS, th AAEE RSO HT B, MBS ()R (2) XERBERAET 48 X,
VST AN BERO T E R — SRR S AESE A T UM, DR RS A B R T AR B A, HIX
PRI SEAT R RS RN — N X, W RN AR R SE R R U, T AR Y R, AR
DB L BE, BEAMESLANE 3()Fra: (B) HIEHLQMEL, EARRE, HIEEEAE 2 AT 5 AR
SRS R AN KR, AT R S R R S e, SO T R R, HOR T RS R
AT, WAELLIIE 3)FR; (4) BRI TIKE BTSSP HUERIBER, P55 K
SEWE, WRSIE 2 LRIAEE ECAE, SRR B . BT XA B AR AU R BIRAEE B
TAE, AR RS PRAT 2t SANEERE S AL LHE ST S b OB EBE R I OC . U B AR 1Y
REBSGRIUE — AN X, FAEERSEIEM, BB EHE[17], SEAE LA 3(d)Fs . 72 B DU AR 5L
H, (D) (2)s () =FEOLE R R AEWS IR EE UL RE o DUMME DL e Jm — USE G4 R 1A 3 B

I, B 2 A AR OL, g AR IR R ] . 1B U0 A State = 273 State = 1”6 UL, i
T U IR FA HA P Z], RN AL H RGBT, BT nOf Sk Bse TARSRNS, Kt
LR PR L

fHoL 1 BLResEgerh, AR MRS E RN BRI X, i T b AL B AR A R A
MIXHE, GRS R AEE B DR A XA, OR 3B ek gk g7 X HALE LT — A4
AR A X B, SRS ILIRER A y (1 - o).
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5T 20 B BT ST RS AE A E B BB X B, R T RORRL B 2 — N MR A A ) X R A
A, AEXBREED XIS, FAEE EASIAGRE — DR AMIXEE, AR -y) 1 - o).

y(1-a) y(1-a) y(1-a) y(1-0)
ANt-a  A-Nta  1-t-a 1Y)

y(1-a-B1)
(1-y)(1-a-B1)
B1

Figure 2. Diagram of LBSM strategy state transition
[ 2. LBSM SREGIRSH X R E

TETR EETR TETR ST R
T S
WK R WA
@) (b)
WRTR WRTTR WA
(© (d)

Figure 3. Transition from State = 0’ to State = 0 in LBSM strategy
[ 3. LBSM RB& M State = 0'4%#%%] State = 0

TR HBUEDL 1 BN 2, B XERBELL T SORZS BAVEE IR — AR A X e, 5] 4
PR LRPEFIETE, BTl AR B T B B RO 1, FOEAE A LY RN 2.
Hr, SEERFERERIN N O AR, EAHERE RS AAAEE LB R AT X

WA
X1
EEINERE YN
CARRL P ABCR2
E4 | X
WS

Figure 4. Transition from State = 2’ to State = 1" in LBSM strategy
[ 4. LBSM SRE& M State = 2° 4% %) State = 1
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4. {HEE

NS FG R S REL LBSM SEmE 3R 2 i 2 1 X IR (), A SCH e B 1 2 W8 ok RS T M RNAR
RSB, SEORFRIE B AE pycharm2021 L A% Intellid IDEA 2021 (Java) b, MBS SilA E 1. B
TR R T, TR S BE g 5 BRI S A FESHORHEAT IR B A

AR e W F A 577 o= 0.3 LK & = 0.02 IX P AMRFIA S HUE (85 6 AR SC 36 45 3 DA O &M 53
Wk, HEIE e =0.02 TAIE). HARKUERR]: HSIAEE FEFRER IO, AT H ARG S, BT AR
SKHU LBSM SRS BEWE SR I 2 o s ARG AR ZMSEE, AR O &M IRE & X S

4.1. LBSM KB5S L-mEKIE3TEL

HH T LBSM SRBE & 7E -l [ Sl (10 Sl b 2855 W i S, DRI b g 2 B B L 404 LBSM AT L-
T el . MHTSCIE 1 DAJ ] 2 HR PRS0 R TR B, L[ S g o JOIRFS 0 F 4 2R 0 A =
FATRESE oL, HORAEMIMER 3N o yB, (L —p)Bs 1 LSBM SRS R PURM LG R, HRA RIS 2
BMANa yA—o-fY -y @—apY, po T LmESENS, £ LBSM Sug b, % m1 5%5 re i
Yodr, SEMES SEg bR

FEROR, R 07 EL SR EE A A P R B SRS T R S L . e AU R AU S SR AT
BN I, fERE =01, £=0.02 IRTIRT, K5 ERTEBEN HE N a =031, HLAEHK
AR R LIRSS IR B SMNEmIA T y /N 0.4 I, R HOREL LBSM SRR3R
FFHIFZ0 WS A v T L7000 ] SRS

BbAl, B FCEE AT A R BUE RS R T S R AR I . EE o = 0.3, &= 0.02 HIIET,
K6 B/RT B =0.05LhK p=0.15 i, RN ARG MR 2R (. SRS RERY: 2y /N T 0.4 1,
RN R PR SRS R 5| R ERAE Y UK, 1S B R AN R 2 2y T 0.4 B, I TERE
RTE e 4 P U MRS ART K, OIS P25 RV U SR, Tl — 30 20 AU s A VT R 4h T BRI T 0, ERAR
BB N — e FR R 3 s A B e, (R S OSSR A kD

0.5

—O— L7 [H e g _ - _
—%—LBSM a=0.3,p'=0.1,£=0.02

045}

0.4}
B
=
.35}

1
M 03

0.25}

01 02 03 04 05 06 0.7 08 09 1.0
T R R B Ty

Figure 5. The impact of malicious node computing power on its revenue
in LBSM strategy
[ 5. LBSM RRg B ET S B X H W E RS20

it
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—8—p1=0.05

04 05 06 07 08 09 10
RN R R Ty

0.3 : ;
01 02 03

Figure 6. The impact of rational node computing power on its revenue
in LBSM strategy

[ 6. LBSM SREE IR T R B O3 H i m A

Table 2. Whena = 0.3, ﬁl =0.1, ¢ = 0.02, the revenue of malicious nodes
F#2 %Ha=03, =01, =002/, EEHIHKE

y LBSM 5l L/LF/LT - [ S s v i Rl 2
0.4 0.3280 0.3161
0.5 0.3374 0.3269
0.6 0.3462 0.3422
07 0.3541 0.3676
08 0.3628 0.3900
0.9 0.3718 0.4103
1.0 0.3793 0.4289

4.2. LBSM BB S LF/LT-75 & FERE Xt EL

T T[] SRS TR, - ] SR B AN B 8% S P T FLIE RESE A F-7ii ] SR mE FE A LIF-7o00 ] 56 i sl T -t i
SREME TR, LT -7 S mes — A6 A o 32 oK, K LBSM 5emg 5 LF-ii [ S L R LT-7i [f S b AT b . 78
W a=03, f=0.1, £=0.02 FTHE T, £ 2 I T ARG A E 5 MG Ty X5 KU )
o, fEE 2 WAL £ ERBGES BRI T, 204 <y <0.6 i, HET LRI LBSM KIS 3REFEL
feas, HECAHRE LT L/LF/LT-m b SEns b 2 s (E e 2 s Y 3.76%; (H & —H. y i kit 0.6, It
B S0 1 AR LBSM SR SRAT AU 2 /0 T L-7o0a ] 5w B 25 6 S

4.3. LBSM KB5S BSM $REEXIEL

BSM Helg4E 4 1 AL TR S5 IG S, [RIS LBSM Selg 45 & 1 Lol [ e 5 s e s o e
B T SR L L[] SRS 2 B R SRS AT AR ) — MG O . 2T BRI LA, X T LBSM 5 BSM #
W AT 4T 1 EE AL

Nayak <5 A [8]7F R S B4 R LR U0 IE 1 BT R HX Lot [f] SRS SR A5 I 46 25 2 1 A SRS 10§
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EX IR, FHPKIAIEAAAE LBSM SEISEAZIET BSM SEBS (KR X i 1 Je it 70 % 525 55 B 5 & 52
BRI p B 0HX P A 45 A S B RS B . FE B = 0.1, &= 0.02 HURTIR T, K7 2 ER T BET
BIERIHE T =031 a=0.32 UL a=0.33 K, y {EXHEEIRE IR,

0.42

—#—BSM — = =
I a=0.31, p'=0.1, £=0.02 iflS;l;/lM a=0.32, ' =0.1, £=0.02

L
K

1 02 03 04 05 06 07 08 09 1.0 01 02 03 04 05 06 07 08 09 1.0
TR R Ty S RH S R Ty
@) (b)

0.42 .

a=0.33, p' = 0.1, £=0.02 F

0.32}
0.3 e —
0.1 02 03 04 05 06 07 08 09 10
R S EE R Ay
©

Figure 7. The impact of y on the revenue of malicious nodes in LBSM and BSM strategies
[#] 7. LBSM 0 BSM SRE&h y I EET U EE AIFZA0

SEIGEER K] X a =031 0, ity BUE, LBSM SEHSIAZLHL T BSM Mg 124 « = 0.32 I,
M HAY y <02 B, LBSM SREKAE MR AU R E Z00ET: 1124 o = 0.33 i, HhETERE T AURE BSM
RESFAFIN AR E 2 . HULFT W, ERE GRS AT T, fAEREE XI5 1 AU LBSM 3
W R i U2 e T I A SRS

Bk, WEFCERIETS AT BB IR PR 4G A S IR 2B RO . 2% 3 FNEE 4 R RIEROR £ =01
PAJ = 0.15 B, X FR SHeus 1 I AR L. MR T, 2 a =031 Hy< 05K, Ligp =01
B ' = 0.15, LBSM % JLP UG NET BSM 50k 1i—H ¢ =0.32 H y <05 i}, Z5550aAA R, T
T AR BSM RIS IA RT3 B IR 3518
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T X P ST e MDA e X LE T, 4 e < 0.31 H oy Ui 0.5 AL 4ES, LBSM 5RES N
R AR B R AW A SR 24 T BSM B

Table 3. When ' = 0.1, the revenue of malicious nodesadopting BSM and LBSM strategies
F#3. L4 =010, EETHARENBSM 1 LBSM HEEAIULES

a y BSM K& LBSM g
0.31 0.1 0.3064 0.3123
0.31 0.3 0.3242 0.3307
0.31 0.5 0.3421 0.3462
0.32 0.1 0.3419 0.3324
0.32 0.3 0.3591 0.3498
0.32 0.5 0.3763 0.3649

Table 4. When g = 0.15, the revenue of malicious nodes adopting BSM and LBSM strategies
FT 4. Hp=0150, TBET SR BSM F LBSM 5RBEHIUEE

a y BSM i LBSM %%
0.31 0.1 0.3105 0.3249
0.31 0.3 0.3268 0.3272
0.31 0.5 0.3431 0.3428
0.32 0.1 0.3279 0.3348
0.32 0.3 0.3439 0.3383
0.32 0.5 0.3599 0.3538

4.4, ZTHRBERTEE

N T RENS ELWIARIA Y LBSM SRS RENS ol i s S i i 2 W et IO 0 DX, R IR i Seie 4 2R
gi—8G, WK 8 P, B ARBIO R T AR RFEE S0, A RE O B X IR R B 3 (1
o VLR y BUBAEZIX ISP IS, eSS RIS I 2 P20 e . A 8 i, BT sl 7 BUE Y 0.3 ik
HE SRR 7 HUE N 0.5 ML, HERH LBSM SIS REW 31T R 21 at -

45 WS

TR RN LA 2 B SRR O 2 A4 22 el (1 07 BRI T RG A, RIRIE RS+
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Figure 8. Comparison of multiple strategies
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