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Abstract

Web crawler behavior is the behavior of the subject using web crawler technology for data collec-
tion and collation. There are good and evil in web crawler behavior. Whether the behavior of net-
work crawler is criminalized depends on whether the data owner and controller are authorized. If
authorized, it does not need to suffer legal reproach. Otherwise, it should be included in the scope
of legal evaluation, which is carried out from two aspects: illegal behavior and illegal object. At the
level of illegal behavior, violating the robots agreement to bear the corresponding civil liability,
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malicious crawler behavior is subject to criminal law; at the illegal level of the object, according to
the nature of the data, it is determined whether the subject of the behavior is responsible. There is
no need to bear any responsibility for crawling the public ordinary data, and the data to be pro-
tected should bear the corresponding civil and criminal responsibility. The crimes involved in the
network crawler behavior are mainly: the crime of infringing citizens’ personal information, the
crime of infringing copyright, the crime of illegally obtaining computer information system data
and the crime of destroying computer information system.
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