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Abstract

In the face of a large number of cross-regional distribution of network equipment, servers, sto-
rage, and a variety of software applications, the traditional manual management and passive fault
response, has been unable to meet the information on the reliability requirements. R&D is based
on open source Zabbix network system management cloud services, to achieve a multi-agency
network system distributed management, and can achieve network equipment, servers, storage,
database and Web applications and other multi-level comprehensive monitoring and manage-
ment. Cloud service successfully applied to the distributed network system management, to solve
a number of parks, from equipment to the system to the service and other levels of monitoring
needs, to achieve centralized monitoring data storage, integration of various networks, compu-
ting, data center system, providing a unified, visual management interface for system manage-
ment, and providing a flexible and reliable cloud service model for the important guarantee of
network information system service, which is of great application value.
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1. 5|8

ZUFEL REAE. I BB N SR R R I R R, BT I 4 I B A A DL S R G T U
WA, B Bim[1]. TAEERS . B M ERME B L. RS FhiE. DS
RLH, LG TFshE A SRR, A ANRE LS A T M I ER 2],

X 24T RGBS PR T R, % RE B e AT L TR AN IR &R, T R4 Zabbix
[3], @ RIFRSIHE, B EMNSG RG4S —EH M, RPN TAARNKRGEEH S, if
T AT ZAEX. NEEBIRFBIRSEZ AN ZRMEET R, SO, ARSEE
R T 4i—. AL EL A, 1M R 4E RS TR, =l
2. ZHRSF S Zabbix
2.1. ZERSS

Zo AR ] DL B U5 e BT B AR RIR S5 B . WS SRR A BRI SR . =
RSB, REBEANEMZ T, T P MERKEMLEIET &, JREME1L ICT M
(s 75 4]

R W = R R FE[S], 4R R = U SR 1 KA R 55 2% SR 1 (2 i) o FH P 3R )
ATHE, Avzeds, FMER. BERE. ThREEE . M IRRRN EB RS (6] = RSS2 N EEal
Jiti RN AR 45 (1aaS) 7 & B AR 2% (PaaS). 14 Bl il 55 (SaaS) [7].

2.2. Zabbix

Zabbix 2 % IT AAF0] FPEAPE RE M it (025 T WEB Ftii s S50 A s R 4 b O HR IS 4
EELRG[8]. Zabbix NKTUMXIAE I IR AR RS, TCAIN S 8 82 TP P Ay SRR ) 8cdle, BAsk
LS M I A DL TR S5 8%« REAUAL LA L YB3 491 o

o

&
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Zabbix IZ4EFH KRG B LR LEA[10]: 1) Zabbix $24LEE FFFIEACIS, A2 RS, 2) 23l
BAEE W R, B 5%, 3) BB #% UNIX F1 Windows *F- & % 7 umACEE, JRALSE K R I i m s vk
4y WEMEHE G — A, W T IRIF R S) BRI AT AL A A E B B IR R, L g B
Pegt

3. Zabbix =RFEEH
3.1. Zabbix =BREZEH

Zabbix HZANHAERI R, oz MRS G B A 1

Zabbix Server [11]: Zabbix Server &% O41F, HRIEIL Agent FIRATATEEME. SEREMEAS B LA Siit
s, I HAAHTAENRER L. SGiHE BAERIELRIE .

Database Storage: ¥ FH R A7 Fr A B B A5 B LA Zabbix # AL R 1 B £l . ¥ 12 T LU ik
SRS, A DL SR TE Zabbix server R4 45 Lo

Web interface: Web FHif Ay H 324t 1R R N AR, AT DU FAEATF & . ZEARAT AL B U5 1]
Zabbix, Web FLIH & Zabbix Server [1—# 75, P (A LI ZEE/E R — SRR 4 L.

Proxy: fREER] LB Zabbix Server #{EE MR v FEMEEE, JE Zabbix MU A fF; 75 R I ML IR
B sA 73 SR A 28 A8 v, AR AT S 340 A7 2C 4% 9 7348 Zabbix Server 114

Agent: & QBB AR HARENL b, FH TS0 W% B AR ENL IR AU ITIRE, JRRE A3 1%
Pi_EiRk%: Zabbix Server.

Data flow: (5 2 Zabbix N E LG, K54 IR RARBAR A, 35808 B 03 SCI B 3 S 45 10
MR, e TAERCE.

SaaS: Zabbix Server. Data Storage. Web Interface = M REB L = FE B NRA =) L, HP AT
DATEAT B A5 8 AT = £ idid EBE 7 ] Zabbix A%, 2 801F B I 55 (SaaS).

Database Storagc ] Wc’b Iritcrfacc
il

I

Zabblx Scrvcr

o — il

& s~

Proxy @ Proxy |. _|
Agent

Figure 1. Cloud Service architecture of Zabbix

[& 1. Zabbix =RRFZ IR EE
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3.2. REEARMESHE

3.2.1. BEIME LM
T LAl Y 25 B AR L%, Zabbix $RALA ORI R TG E B4 I D) RE, @itk Dhag T LR 1)
SCHLM A . L. HAT, Zabbix ML R IIHAEEAS LRI R L.
Zabbix M 2% K ILT e 5 T DL E B2 -
o [PV
o WIS IR S (TP, SSH, WEB, POP3, IMAP, TCP %5);
e  Zabbix & umACHE;
e  SNMP f{F,
W2 RIS PR 7. RILAI A Zh 1
1) KM
Zabbix HRHE /2 KA o 78 S 1P G L HEAT A A6, SRR o 5 ST TR EA A RS . A
RIS — A B R IR, & R IHERE TN, H 3 K DU FE LR B R 2 R IR 25 A0 E ML IS 2
R — A RIE, ROVFEE R 111
2) ik
RINFAT R b A SR BEAT,  FH P AT DRI B 2820 L 1P bk, RAS . B Go/AE 2 S S5 150 B AH B 1)
fil & &N1E, Zabbix [fil K ZN1E FEA LT JLF:
o  KRIAEE
o UNIN/MIEREML
o FIE/AEF ML
o INIIENLENA
o ZHHHEREM
o RIB/HUH EHUER
o PUTIEARMIA
3.2.2. BRFZARFAREIUNL I
Zabbix BT Agent FRIUH ISP AR S5 B 0 BHE, Agent Mt 70 A LB A S Wi Fl 7 =X, Al RR 4R 75 Bk

-

Table 1. Discovery events list

=1 RPEHTIFR

H1 % AF
Service Discovered IR 5% Hh B 2 AR D9 2 B 1 IR A
Service Up JIR 55 RREETEZR
Service Lost W55 I TELR AR s 2k
Service Down FIR 55 Rt 2k
Host Discovered EHLEFTE RS B A b —MEL
Host Up TN BB DA RS RS
Host Lost FHL T R Bk
Host Down FHL B RS Rk
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Zabbix agent: HEBIfIH, A< F)M Zabbix Server FEATE

Zabbix agent (Active): FAIfu A, H3)H Zabbix Server #E4C MiE £ ¥z .

Agent I DL AL IR RS FVIRES, . EHLA . EVLESAEL. WRiEHAE. TCP/UDP A X
Ui FRAS . CPU/WARE AR MR, IS4, Zabbix AJ DL H B8 FH X Le K040 222 il il B 2%

Zabbix 7£ 2.2 fRAZ 5, A LA H 3 &K B Wi 4% vCenter vSphere 4.1 il AS 3 PL_E 1) VMware 3= 415 k& il
ML, Zabbix A] LA H B8R ESXi EHLL ENL EREAL, H E 2] Hosts H .

Zabbix 1 A P B ok 52 B MR LHL IS 2 . B SB . Zabbix [ VMware 1 £ 3% i 2
(vmware.hv.discobery[ {SURL} ) K4E EIMLALHE , 1X Lo 72 2 ff F SOAP Pl . VMware [ web iz 55 HHHL
RFEENFEL, P EMFAEELENE T, A5, XEHIR Zabbix 455 VMware B B IAC H AL B .

3.2.3. HiBEME

HHhs P A B s v OB A A D AT, R EEAF . 8 ODBC R & HIKZ), Zabbix AJ
DU BT A < R BB FE 08, Lbin: MySQL, PostgreSQL, Oracle A1 Microsoft SQL Server. 142
BB Zabbix G170k, J7ER e EER . EEAEAIEE .

BT fi /] ODBC 2 4t, Zabbix il LB Agent 8550 AR . 7E(EH] Agent I, 5 ZEAEREE 12
TN LA IAS . Mysql il Pe A A T

#!/bin/sh

#MYSQL SOCK="/tmp/mysqld.sock"

#MYSQL PWD="cat /usr/local/zabbix-agent/alertscripts/.mysqlpassword’

ARGS=1

if [ $# -ne "SARGS" ];then

echo "Please input one arguement:"

fi

case $1 in

Uptime)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent status|cut -f2 -d":"|cut -f1 -d"T"

echo $result

Slow_queries)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent status |cut -f5 -d":"|cut -f1 -d"O"™"

echo $result

Com_select)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Com_select"|cut -d"|"

echo $result

Com_update)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Com_update"|cut -d"|"
-3
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echo $result
Com_rollback)

|H

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Com_rollback"|cut -d"

echo $result
Com_insert)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Com_insert"|cut -d"|"

echo $result
Com_delete)

‘H

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Com_delete"|cut -d"

echo $result
Com_commit)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Com_commit"|cut -d"|"

echo $result
Com_begin)

‘H

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Com begin"|cut -d"

echo $result

Questions)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent status|cut -f4 -d":"|cut -f1 -d"S""
echo $result

Bytes_sent)

|H

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Bytes sent" |cut -d"
echo $result
Bytes_received)

result="/usr/local/mysql/bin/mysqladmin -uzabbix-agent extended-status |grep -w "Bytes received" |cut

_dlllll _B‘
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echo $result

)

echo "Usage:$0(Uptime|Com_update|Slow_queries|Com_select|Com_rollback|Questions)"

esac
3.2.4. WEB fR$5 4

It Zabbix 7] LANGEE WEB 3l st a] FH I S VERE,  BUAG Sl s (0 T BB e R R SR A, X e
2 IRAF 3| Zabbix HHEEH, HZKIXEHHR 6 2 BT, 38w BOE I fil R Sk A EAT IR E .

WA & = /N4y 77 % (Scenario). [ B (Steps). AiIE(Authentication), JH: V4% TR #2 S2 49 i 22
2 M 3,

INIE(Authentication)#B7r &XF Web JIR%5#9 SSL #2 N INIE, HEESEHAFRE: uE A IEFEHL.
IUESCAE . B AN

4. Zabbix =R B

Kol O B R RO R KBRS . BRSO R RS
AR B AR L, 808 r O IR 55 4 AT N iR 55 (X 248 377 T i 3 ORI . Zabbix 9 ¥dfa
OYEPSE TR RTT S, HREXTEE . AL, Web AR S5 AEIR AL B B MR IR AR ) UE R .

4.1. MBI FEIBRSE

4.1.1. KREBHK]

4, it Configuration- > Discovery- > Create discovery rule & & BLFNS, 7EFMEH, FHiE IP
Ju ] OF Hak SR A R IRSS, BARSHUN T 400 T HEAH X 2% 50 %, 7 R A (1 il 45 9 ICMP Al SNMP,
PR I ZAE M 28 B4 LT SNMPv2. SIS ik $ SNMP I, #5245 E SNMP OID.

HIK, 183 Configuration- > Actions- > Create action Gl fil K S1E. il KAMEBIEENIE. &tk #iE
=HB53
o ZhfE(Action): R FEIRELFREIA], HARCREEECIAN R E

Table 2. Scenario items
2 2. HRIEIEI

Key Eiiipay
web.test.in[Scenario,,bps] FEAB BRI T 0 (bps)
web.test.fail[Scenario] I W B R I

web.test.error[Scenario] R FE RS R

Table 3. Web monitoring step items
7 3. Web M ER U515

Key Ejiipa
web.test.in[Scenario,step,bps] Fi 2 B B T 20 (bps)
web.test.time[ Scenario, step] i & B B 14 e )8 5[]
web.test.rspcode[Scenario,step] T e B B e B A RS
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Table 4. Attributes of discovery rules
4. RURESH

ZH Ejiipa
Name SR 245
Discovery by proxy PG R RIARE, BRUCHA SRR
IP range TR T B 1P R 5L 1P Mkt Bt
Delay (in sec) BB RIVE RN 7))

Zabbix 7] LU AR S5 : SSH, LDAP, SMTP, FTP, HTTP, HTTPS, POP, NNTP,
IMAP, TCP, Telnet, Zabbix agent, SNMPv1 agent, SNMPv2 agent, SNMPv3 agent,

Checks ICMP ping. %L, BT SNMP 7 E4E ] SNMP OID, H At il Zabbix {8
FH net.tep.service[ | R ECRSZIL H 30 & I -
B ME— bRl
Device uniqueness criteria IP Hbhik
WK
Enable Jit FH R I SR

% f(Conditions): FIARHE LML ACHL, AR S5 um L5387 2/ 1 2 A 25 2 K i 5 Bk A
A (Operations): FEX AT & FAF A ENLBEAT AR ERAE, a0 SIRBER TN BOIENLRIH. Kk
R BRI AE .

i EIREAE R AT LA S A BT ISR 2, JFERINEIANI I 20 20 . BEHE SNMP B8R

f8 ] Zabbix A E Ifil A E i
4.1.2. FRIMFRINE

PRI T LB B BIBEAE 2% RS, B e M P R A aeme R B, 1T Zabbix B ANRESE M

INEBIRBTIRE, IR E .

4.2.

81T Configuration- > Maps- > Create maps ¥ I 2% 4041, M FMEHE LT LA RS 4L

URLs: HTH#E LT LS E RN, vTUUR & ERER:, W%,

Links: W& 2 [ H LGRS, N & HIRER IR, BRINER AL, Mt

Link Label: & HIERLBEARSE, T LUOARESAAR, WA LLE ifinOctets[ ] ifOutOctets[ ] B8 427~
W& Z 1Al iR

WANEESINSE R J5, 7 LATE Monitoring- > Maps N & &, Wil 2,

BR 53 AN UM B TR AR 55
{fi ] Zabbix WSS, B ILEAE MRS A F 3 Agent. 85 7E Configuration- > Hosts- > Create host

AT, QIR 72 LU 24

Host name: H5—MHE— AR,

Groups: NI MRS 2R —ANEFA, BCE QI8 — MR ;

Agent Interfaces: 164% IP, fE IP address H1IHE Agent i IP Hudik, ¥ 174 10050;

Monitroed by proxy: &% no proxy;

Enabled: )i enabled, W% 4.

Templates: 295 4 W 25 il 5548 O A R GUE AR, U1 Templates OS Windows. Template OS Linux;
EHAETRGE, TUEENIREFEANPREEN, WR Agent REEHE, ZFHH

AVAILABILITY ' ZBX &7 A%, ££ Monitoring- > Last Data T2 & B8 EHEE, . CPU.
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Figure 2. Topological map
2. Zabbix Fh¥PME]

WAF 845455, £ Monitoring- > Graphs I ] LAZE 24 I ¥ EALA I 8ds R, nl&l 3 &2 —> Windows
A% 2510 CPU Mz %K.

RN KI5, {E Graph S ] LGNS INE#, Configuration- > Hosts, AR EHLH
Graphs- > Create Graph, fF Items HHA] LRI ZER, & 4.

4.3. BUREEERS
NHTEA linux T MySQL ##f 22 5 B 2094, 1B MySQL Hi e ) 4% S
1) MySQL ##s FE IR 55 2% b 222%% Zabbix & P uifCEE, FFAE MySQL HONARELFH 4= 4L
2) {£ MySQL x5 4% bR WA, IR PR IEARRR, A BN AN B,
3) YWiE zabbix_agentd.conf, ¥NINFFS4L:
UserParameter=mysql.version,mysql -V
UserParameter=mysql.status[*],/usr/local/zabbix-agent/alertscripts/checkmysql.sh $1
UserParameter=mysql.ping,mysqladmin -uzabbix-agent ping | grep -c alive
4) 1E Configuration- > Hosts ', ¥/l MySQL k55 #% 4L, FfiZ+HE Template App MySQL FEAR -
7£ Configuration- > Hosts , ¥ MySQL Ak %5#s EHL, FHi%EHz Template App MySQL 54K o
WE MG, HT ARSI R R, B T R B2 MySQL ot e 2 e AR 8, ni 5.
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KMS: CPU load (1h)

 Processor load (1 min

W Processor load (5 min 0 00006 00025

B Processor load (15 mi ) [avg] 0.0014 0 00006 00014
Trigger:Processor load is too high on KMS ~ [>5]

0 00006 0.0083

Figure 3. CPU load (1 h)
[& 3. CPU 2%

1IP170.174: TIP (7D)

1.0GB |
08 o L T T T T I
A\ [l
0.6GB ;/ \ ,J‘ ‘\‘
| I
M f 7L I
: i \ Mpkn ANAAN I AL
[\ AN \ | | VA ML % \J\ /\ VA .
i AW/SAN / | A At . VAV \ N Ay IVAONE
AW I A AV AV AV N S AVARVATA \\,/ “s-./,\/\J! B A A R 0 At O A A
0B

last min av max
B Guestmemoryusage  [avg] 32495MB 0B 31961MB  1.83GB

Figure 4. Memory usage (1 h)
E 4. REREHE

web 33:MySQL operations (1h)

12:41

st min . max
B MySQL begin tions per second  [avg] 0Oqps 0gps 0Ogps 0Ogps
W MySQL commit operations persceond  [avg] 0qps 0qps Ogps  Oqps
0Oqps 0Oqps Ogps Ogps

0 0 Ogps  Oqps

09588qps  0.05256aps  0.8212qps 155 qps

0qps 0qps Ogps  Oqps

B MySQL update oper sccond  [ave] 0qps 0qps Ogps  Oqps

Figure 5. MySQL operations (1 h)
[& 5. MySQL #iEE ISz E =

4.4. WEB R RS BBk

Web W@ IF 2 J5, £ Monitoring- > Web NEF XM FEFE, W 6 &—NELLFH Web s
T 4]~ 20 55 M g 12 i 1] 1 P
5. 5%

RIS 4EE B RS R S B R GRS I E R, JE T TR Zabbix 1) 0468 B 25 IR 55 S 1
X, ZHMSE RER 0 AaVEE, JEH TSI . RS fAfit. B ER Web N R4

SRR AR E R, EEE S, TR SdEh ORGSO T BRI TS
F, 1R T RIE RN RIS, B R SN A
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== R, e
HRB, &R
Speed (2d 10h)
SMps | ‘
N
4Mps t

aaaaaaaaaaaaaaaaa
2R EEEEEEEEEEEEER] g2gg8eggegege8s8ge8g8g8g8g¢g¢sgs
& &8 8 =222 g8 22 ] 23 8 8 g 8§ 5 88 s g a@ng g =2

19.02 00:00

g
last min ave max

£ Download speed for step [ave] 42135KBps  4692KBps  4I878KBps 446.13 KBps

1 Download speed for step [ave] ~ 259MBps  492.1KBps  259MBps 275 MBps

B Download specd for step [avg] 387.11KBps  169.88KBps  381.66KBps 408.62 KBps

 Download speed for step istor” of scenario "web server monitor’.  [avg] 17844 KBps  2237KBps  179.09KBps 18852 KBps
8 Download speed for step "yrds monistor” of seenario “web server monitor". [avg] 7006 KBps ~ 7049KBps 70418 KBps 745.54 KBps

Response time (2d 10h)

last min avg max
171 Response time for step "mps monistor” of scenario "web server monitor". [avg] 3LIms 293ms 3145ms 278.5ms
9 Response time for step "iczm monistor” of scenario "web server monitor". [avg]  S4ms  Sms  S4ms  288ms
B Response time for step "hakx monistor" of scenario "web server monitor". [avg] 190ms  Sms  S4ms  288ms

B Response time for step "kleep-em monistor” of scenario "web server monitor". [ave] 726ms 686ms 7235ms  577.7ms
1 Response time for step "yrds monistor” of scenario "web server monitor”. [avg]  28ms 263ms 2803ms  278.5ms

Figure 6. Speed and Response time of Web service (1 h)
6. Web PR 35 B9 1432 FE Fn 48 Rz B+ 8]

ZEWHA

E X H AR & B (41676171, 30900213), HE A} 5 SALTH (429111031, 529091031).
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