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Abstract

With the development of science and technology, industrial control systems are gradually con-
nected to the Internet in intelligent automated manufacturing, and there are a large number of at-
tacks on the Internet, which directly affect the safety of industrial control systems, and the securi-
ty situation facing industrial control systems is becoming more and more serious. The network
security of industrial control systems and critical infrastructure has been highly valued in recent
years. In order to resist malicious software attacks against industrial control systems, network in-
trusion detection systems are a commonly used method, which is divided into two main strategies.
One kind of anomaly detection uses statistical analysis and machine learning, and the other is mi-
suse detection that uses attack characteristics or rules to compare. A technology for detecting ab-
normal packets in the industrial control system network is proposed in this paper. The core con-
cept of the technology is to find the regularity of the TCP and UDP protocol payloads, and construct
a normal behavior model. Through the honeypot is arranged in the industrial control system net-
work, the system model can also generate additional features to help filter known attacks. Our
method is suitable for industrial control system protocols built on TCP and UDP, and the detection
model is embedded in the industrial firewall to realize the detection of Modbus/TCP and BAC-
net/IP abnormal messages.
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1. 5|15

B & A FR AU — A RERE (g, Tl AE B4k S Wi R s R &, 7R e E sh kg, T
I RGN AR —MEO L, BB 72 N E 2 A Ak i R s b, B Tl R4
AR DLy SO e 3 B S A LS, . RS NRICE . H0 48 R 55 25 22 4 U 1B 7E )
TAAEH R G B T4 #] %2 % (Industrial Control System, 1CS)H i) X 4% 22 4 i) B4 5 JELE TV 4.0
(IR o VF2 AR AT & R I 1CS W28 22 2Pk ik AR5 M LLER R, AR Z &= SECLIEE &% thoh,
TR TP A% R Gefif o 7 S8 00 T RRIT AT BE v A R B 7E B 4% 2 T 1 B KN 48 22 A sk . AR B ol 45 i) &
Gt 22 A WA S8 7 VA T BR 0S92 AN 45 1 U7 ], R I 5 BHR(T) o RIBfEM 4 &E. £ 1L
J e R B A% 17 i B BN 2 R I SR DX 24 2 A [N T 1) R, AR R B . SR, BEE Tl
4.0 I, 57 1ER AT 2 DAREE T # 6 RG24 . QS A 7B R0 28 i 15 4% 22 4% ] il 1Y) 5
B, 1CS M4 22 4 T I APk R e 28 S 2% Tl 4.0 SR A [1] [2] [3]e — M L LA il h e 1 K&
A, WIRH. BN, A0 s R B L) E B E LIRS R e Aok
2, W Modbus PR ABLIZ Wi iy 206 23 18 AN & DI BT T 55, CIP Bl 3t iy 5
ERE S E & B E S, SiemensS7 WX ¥ STOP CPU ThAgk 2= S8 PLC B iafriEil, fERKZHM
1E UL F P AE AT ALEAT 2 AS I AN 2 058 P P 150 1) 7 e s B S4B R 31 s Bk 14 55 50040 o
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A %%

BE, TP SRR T 2 K ThRE AN 22 N T R G A o W X B B 1) B R R P A A K 4R
AT LAAR 35 HhH 7T e 25 P 5 SR XSG R R 6 — LSRR T B, Bl P 2 P 2 B K 5 6] 3 ST HEAT VR
FEIEE, i fE ] 1DS BEATIRESREE, Modbus A1 Siemens S7 WA LA A B RE 451 DA B2 A5 R0 1)
N R L 1 & 2 fis.

Table 1. Threat examples and alarm rules of Modbus protocol

= 1. Modbus 18 9 BB E 51 I K2 HREE AL

TEPEEES BT Jy itk BEfaH
] T F K 08 5 I)fHeH AT RESEE & Standby R4
= A3 F K 90(5A) B Thfigid-stop (Schneider) S5 PLC CPU # A STOP f# HLIR A
] F3h N R 90(5A) 5 Bt id-download (Schneider) PLC KN ERFEF AT A8 IEFE A B 4 AR
H FE ¥R 90(5A) 5 TfigfiB-upload (Schneider) W% AR AL 28 30 m] et il A5 B R
el F 3l — K R & modbus 4R 260 4~ i modbus tep BRChRAEALEACRE, W RES SR IELL RS

i T T K 43(2B) S A6 B S L AR A B e

Table 2. Threat examples and alarm rules of Siemens S7 protocol

2. AITF ST BB I B IR E AL

TRILA2 B AT g BEfEF
[ F 35 R K STOP/RUN fir % FEOZFIENEHUIRE S B WA BRI
[ F35 N % download block fif 4 PLC (¥ A Ry F] RE I AE Bl 5 e
] F 25 R K delet block i 4 PLC ) A 2 7 e vl R IEAE A5 M B
T Tl TR AR DR IEAE AR AL ]
fiK Fuli R K read szl i3k IEAE LRI B S RE B FfHE R

Tolk#% &40 SCADA #4t. DCS R4uH PLC S HATC) 2 AT Tk, BEJR. 22l KR DL &
T B S [ R O B B B it 3, 2 Tk H 3 I A O AR R . AT BEGS LR Tolk % R 40 5 T 18 52 %
A BT A — T 4] [5] [6] [7], WL AR AN R Ge 2 — PP R RV A B Bl it R )
JREV A ARG, — I TRMER I, H—25 T REmiail. BT RErMENEaN, &t
MEE I H W28 B A A B B E AR, 8 SORMEGRIIZRGr 838, 8 L0007 W R i o) 2
T, RXRTTAE T R G CAAMHRMEF, Gl e e @5 E s /RE5%, HUiR
FERTREE R E, U REE KB, A SR BB YRR 7. TR IR B X 28 AR A
W, TR R LG E, B ko 2 R 208 T 2 15 5 A SOt Re ik 16 07 A BN A . 1XANT77
SREE H I, (HFZEEAYGEEREAR, B2 LRGN A RN H B RE, R TGIE R
Bt H Bt . Snort s — sk TP IR R X 28 AN AR sl R4, H SR FH R UK 7 2 56 M 2 WOk AT 28, ARG
FUH BRA KSR FH HHFU] (Snort rule) (178 2k 1 s £ 4 (payload) FIRFAE o B 1487 FH I 268 A\ AR Al 28 G5 K AR 3
Tl HI RGN 2%, TR (Honeypot) t & — il B 22 1) 7 48 - B . BETEFAR & — s i 5] 5 Mok k48 42
EEMIEHERS, W B R B B RS R G| Wi, ARG TFBR A REPR T, &
WA ML 2> T 38 4 B R A 0 ik 9% . Conpot 2 44 0 Tl h RG 2 G, nl LAE A A B R 45
Modbus/TCP. S7. HTTP. SNMP. BACnet £,
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2. TUrMEREENGE
2.1. MgFEEN

S I BT AR 2, T Db RGeS, AR 0 2% I B AR TSRS e U U WAt 4%
BCGEvH iy HLER2E 21 TN IE T M ZOIRAS AL 7 2888, AU 1IE % M2 B AE IR 115
B, — JL A — U M 7. Matti Mantere %5 A [8]42 Hi —/MTxd Tl 5 i RG24 1) 5+
W WS, I H 52/ /E Bro NSM (network security monitor). Zhiyuan Zheng %5 A [4]#8 H — 4~ %+ BACnet
TS S8 I 777 o Ye T.A8 N[9]3R HE — N XU EAT J Rtk (0 S 8 I 7 v, 3 BLI XU AT 48 1) 40
Bl DRI AT N AL BB E 4T, fHF behavior extraction BLVEREATRFAESREL, A X SR AEHEAT
— LA RIIGR, BALIEFAT NS BT D SH RGN TS 1T R B B HEL,
WLEICE SR AT TR MG, XEAT D B 7 M 7 VA R P SRR e 7 A Y

2.2. TR RGZHRAR

FEWER AR (Honeypot) /& —Foit ik J7 HEAT BRI IR AR [10] [11], i A B — LR R d M L. W4
MRS ECEER, HABEHETR e, AT LU B AT N TR R A T, T R T Bt A
MRS, HENSGE ZERMBINL, G981k 58 7 I W 7 AT O (9 22 A gy, i i B AN
EHET BRI Sbr R A 2 2N R ). PR TR & HE, 3 Z4HX modbus, s7. IEC-104. DNP3 45
T BGHATIEL, Hrh conpot F1 snap7 s AH XS e # HEALZE, conpot SEHL T X} s7comm. modbus.
bacnet. HTTP Z5 WAL, J& T13C B2 HE, conpot B, PHUANAEY R E, HFHRSERE
PLxml JERGHATECE, - TESORM4Ed . Snap7 Je L 1EH0 P T PLC ERE, JEASILT s7comm B
WOk . B AT DB S bRk 4 0045 B 5RAS, i HLSZBH B PLC /B RIAC HL . {HIX i S 3 7 1) i 00 25
HREBl B — T b, PR R BB SR e — T Wil B 0 . iR s s S 2 68 ), PRAR S R
BRAS, BB R KA BB S A H B R A B AR, AR A P IR R A 1 B
T, TR IR G ERE, R~

1) Snort Al honeybrid 477 %

Snort FEEHHATCE A B E 4], FF@E % Honeybrid W%, 3T 5825 B I0HE4T . Honeybrid
SBLFE PSR 5| RN 52 e 1 B, AT WA A R i [ PR R AN E S 1A, RO 5B TR R B 1)
nE, HERSIEATEWLE SRS, AT ENE LR,

—————»  snortmodule | Honeybrid
Gateway
Snort " Decision Engine | ’ Red.irection.Eng‘ine ) ‘ Nitro ‘
. (ActveFitering) | | (Active Redirection) | )
=2
&
&
= Honeyd VNX
§ Low-interaction High-interaction f,.:ﬁ'.ﬁ'.ﬁf.,«"
g honeypots honeypots :

Figure 1. Scheme of snort and honeybrid
1. Snort 1 honeybrid Bk & H R
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Hrh honeybrid & —Ff iR (TR & EEEHESL, HEA T DR B (R ARG B EE T
SIEEMH S5 5), mEEWE 2 Pros.

Front End: Scalability Front End: Filtering and Backup
|—> Low interaction honeypots |—> Low interaction honeypots
N Ho.neybrid. PN Honeybrid
Internef] —> De.ClSl().ll Engm.e Internet | —» Decision Engine
Radirection Engine Radirection Engine

L Beick Hnl. Picitty L TRBK Ead: Scalabiity and Fidelity

High interaction honeypots High interaction honeypots

Figure 2. Mixed honeypot framework
2. REEEIER

KDY AE S8 H AR ST IR, B AR B B T B R S e . R, AR EE
ITHET EGER R SRR RT, AT AT EERATAR ER R 2R A DA R IR T B e, AR Z
ARLERERIREE . HASPUAFEIA R — e, B tepdump R E SO H AR R AR R
PIRERA, —Aaruni I, @ AN EHE N %S e 5E NN BEHR ST H, DARIRZ e NS
Mkt RAT 4 — A AFER G RN, T8 SO S e ) B WA B E LA T S A AT, DRk
S8 HLE MR IR HE R AT 4 — AN PR ROAS RN, e S ey R ) 2 RS 2 1 4% R

2) Snort + SDN J5 %

SDN &% fFE M4, E LR A flowtable BTG Mokt moashl, b th e & s il 3
Fiime BEEH—ANET OpenFlow MAZH IR BRESHISFT, 8 57 51 8 1) B ok 2 NS [F) e ) e
o 1EFEHPEIF, JFE IDSSnort FIT- /0 M DA AR, FRidid UNIX Bl Bk B IE B
AR . ARYEEARIY R, YRGB (DE)KG-th g e R BUH T M) A5 5 8 0 B 5 1] 5 25 (RE) LABRAT
R FENE . 78 Bk 7 e #RiE H 7 Snort T E:, Snort /& —F NRAI T B, 7] U3 St b AT B0t fiR
M, A5 T BIERE LS B 2 R IR LA T AT, SRS TREURRIE, DUBCHI, MR S EE R, =~

=EnE 4 fos.
I T T s | |
Snortrules == — — -p  Controller Application I
1 ﬁ)ecision\_ Redirection!, |
* \Engine 4 Engine

Alert event | /70 1 e
miaialing Scrver

|
I
Unix . RyuSDN
|
|

________________

Open Flow Switches > &

@ frontend

OFSoftswitch &
attacker |00 ceccccccccccccccee ; backend

Figure 3. Mix frame work of Snort and SDN
3. Snort + SDN 5%
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loNNo
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HiEe ’ﬁmﬂ;a%{ 7fx’“)ﬂ'l§|% HREE A At

mgﬁ i A Y7, = nw b

E: )
AN B/
o]

A EREAEZE R, A T e MR et 5 5 B DiRe; ELEILRCEIN M E S, ATRUA
&5, MIMERS TP A B RE ol DLEEAT Ab 2

3. IR

AR RGN 5 PR, EHRGMNEEE 2 N =R B BT a R EH
RITEMIG &R, ERGRMAZELPEM R, BUEZMSNRa R E#RS I REE, X
SO BN A 5 B IR AT R SRt O R K F A

Figure 4. Intrusion detection
4. NR&M

PAD Model (Payload Anomaly Detection) '
o 0 I
/ LgP
miziiﬁm Monitoring | B A E
: 4 | S | o
A% | T
(honeypot) | T |
R AR SEFAT AR
S = & 323 A S 2k
B B AR

Figure 5. System architecture

5. RGHRH

31. RGRM

Kot 57 RS 0p D B 28 AR AR, B2 B IR I 2% R A AR AR R IR H AT AR Y
kbR, RRGUEMPUACEE >, = M IEEAT AR b7, ELBRAEH . EAfit s
S0 WS MBI R A B, 42 1) 3R 8 W 2% P9 T AT () B R ORI 28 53 0 IR UG 2, — BRI
fEARAEARG B . B W AR (5 DO, R IR A IR AT NI R, 57
MDA AR AR A SRR o IR W B BB ARG A H 3k 1P-Port KB 041, TiX L8 H A3 1P Xt
32 (% B AR OR Y H b (target) . 1IEHAT ISR 2 70 H IE % 2% it E Hh TCP Al UDP e 1K, &
TRAE AR L IE AT AL, S IR ZE 2> 4% T A% ) R 2y &, AR A0 AN [R] (00 3L 1) a2k 495
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2,

LA IEFAT AR ML B A B R B, BRI R, R IR AR AR S
A RO N R B R AL, 7 B SE P B BATT 0 7 R AR AL, DGR 55 SR T T S R B 6, e G
S AR R R B AL

3.2. EEMEREEEERER

NFS i DX % P 4B — s I R] X T ¢ 9 A 36, I HARYE B % 1P-Port R 35040, 73 41, 51 701 192.168.1.10:502
N4, 192.168.1.10:47808 AN [E 1) —4, U1l%] 6 Fi7n . 440 56 BRI B 20k B R AT A I 2Rk .
FHEE AL X TH] t 22 RIS A A A6 RGM A A, WIS R R B, Ay d,
t SELd IR, DAUIZRHE S IR AT OB, DU RN, BRI A AN 5 /e — ik, 4
FLIRIX ] t I 15, 20 B 25 Zrdh, a2 3~5 REIA W] A A I, NIRRT I
P, t TTHE A — H o AR S AL R 2% 7 8 DL PCAP RS R AR A 7, 7] LU wireshark [12] [13] [14]
HEATREA, WE 7 R

Same IP-Port Each payload is a byte sequence
combination

|
e.g. 192.168.1.10:502
packet
packet
packet
packet

e.g. 00 00 00 00 00 06 00 01 00 00 00 01

Payload list

I packet

(1) (tcporuop) |

Network Layer Transport Layer
Header Header

payload

Figure 6. Normal network traffic
6. IEEMERE

60 who has 10.11.101.17

Broadcast 10.11.101.156

3 190. 335161 pel | f Broadcast ARP 60 who has 10.11.101.1?7 Te 10.11.101.156
4 191.335165 Dell1_31:ba:fd Broadcast ARP 60 who has 10.11.101.17 Tell 10.11.101.156
5 192.621545 pell_31:ba:fd Broadcast ARP 60 who has 10.11.101.17 Tell 10.11.101.156
6 193.3352250e11_31:ba:fd Broadcast ARP 60 who has 10.11.101.17 Tell 10.11.101.156
8 194.3353300e11_31:ba:fd Broadcast ARP 60 who has 10.11.101.1? Tell 10.11.101.156
13 195.375671 pel1_31:ba:fd Broadcast ARP 60 who has 192.168.50.1? Tell 192.168.50.5
14 195.383352 pell1_31:ba:fd Broadcast ARP 60 who has 192.168.50.1? Tell 192.168.50.5
20 195.634678 pell_31:ba:fd Broadcast ARP 60 who has 192.168.50.1? Tell 192.168.50.5
21 195.835576 pell_31:ba:fd Broadcast ARP 60 who has 192.168.50.5? Tell 0.0.0.0
25 196.835410 pel1_31:ba:fd Broadcast ARP 60 who has 192.168.50.5? Tell 0.0.0.0
33 197.835545pel1_31:ba:fd Broadcast ARP 60 who has 192.168.50.5? Tell 0.0.0.0
37 198.835514 pel1_31:ba:fd Broadcast ARP 60 Gratuitous ARP for 192.168.50.5 (Request)
38 198.844941 pell_31:ba:fd Broadcast ARP 60 who has 192.168.50.1? Tell 192.168.50.5

Figure 7. Check normal network traffic using wireshark
7. LA wireshark # & IE £ MR =

3.3. IEB1TAEBIILER
B2 Hh IR W A AR O R L, BRI A — AN AH R IEH AT AR AL(NBM).  TEH 1T
R I P A S TN ER 4, — Je B 7 R (frequent pattern), /& JE4 %75 3 (non-frequent pattern) [15]

[16]. EEAIN payload W RABHLA —ANFPsEdE, #2287 s, Bov— A 2B,
R NGB R AT FH . IEFEAT BRI EEL 1, KRBT A TAE, K52
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A %%

4R UE % (preparing data) . A5 %< K5 1 4 X (extracting frequent pattern) . 45 % %5 4iF 3K BY (extracting
non-frequent pattern). JAESHZ4F1E 53 (clustering on non-frequent pattern). % Af5 VU4, PGS IEH M4
Vi B S Ry Y 1 L B 2H (packet group), MS, ML 435H1F R Minimum Support A1 Minimum length,
5 R AR % 7 AR B 2%, CBT %7k Cluster Boundary Threshold, 2 iR ARSI 5 o BE
ZH. AN, FPSet RoRtR I H A E 77 N4, NFPCSet Fn AR 7 o #EI 45

331 REIMIER
S M AR 2 I AP X 28 Y s, RAR AR BRI, X RIK) NBM #EAT R 7

RAEMREFIT -
1) B M ERER, SR A FRIEREAT X, B a, EADIRER); B, A
EZB NI

2) MAE T LA EUH — AR b A g oy K, 5 & oo, Rz 56,

3) HxfiZHERIEIE R BT IZME TN, HATE, EE(Q)-Q)PE;

4) WARRFEBE T RIS (sid), MARSE 5 204 o H S 8

5) MEETE B — A R EE S I R A AR, R ORI, E AN R

6) ELxF iz 15 S R T S RO M RN E SR N, A5, EE(G)-(6)L%;

7) ZEAE N IEE SRR W RN N EE 2, FERERERSEICIAN T BEERHEAE AR, A R
BAH R R, B AEBGERHE. N Pin RRAR A R34, FPSet, NFPCSe 43Jil %7~ NBM
HIAIE set 5 R4 B AR set, sigSet FKor O A1 I B RFIE S (RRAE Vb b BT L8 i G5 RF41E) s % HH isAnomalous
Fe— A RAE, o R I DT F A R

3.3.2. FHEE R

UL ) R P 3 L R e O S O B AT AR AR B BB S L IR B 2 %
ok, HIER Snort UMK, IF HARZ RBGERHE. &z W B OB ST s d, 888
W Lz E T AT UIE], B2 00 3 MXEB, RBGXMGER A BT REME T AER, b
H ARG A B R AR I AT DURE S SRR T A 9% 28R UG, A 8di 0 x 0011223344 £f& 40
£7anQ), BOSZIE Ty A T Bl e, Brb A s R E s 22 = AN XL R AR,
A LAE BT AE BAL T3 A X B

alert tcp any any -> 192.168.1.10 502 (sid: 1000001; content:"|00|";

offset:0; depth:1; content:"|11 22|"; offset:1; depth:2; content:"|33 44|";

offset:3; depth:2; ) (1)

PAAEBRHERISE 3, MAPINFIRHHIE N AR, matchfpRon R H EH AT G HIME T
3 PR B R IE S VI B R 2 3 AN X B STy ARl S 7 s 2805 30 , 2% 7 N offset0
THs, A IETT AT X B, IR 24 2 B #matchfpli null, AREHGOARFEALMAETT
o PO SRR AE 2 18 Se B B (full payload), w2 HA 1 B #ilisignature N—F5 8, #
ANFEAE M BGEAFIE o DA T B G [ RE (RRFAE B A, IS B ) Snort LI 23 1 7 W IS ERAE Y, 1
NPT B S — M H

4. LGSR

sEIG-41-5 Modbus A1 BACnet -NE TR ML, Modbus FIER 2 748 /AN 1EH# B4, 314 AN 75 5541 ; BAChet
HIEB A 400 NMEWEE, 22 MrEEa. EREESU 8:2 bR smm A, 8 st afEiEH

DOI: 10.12677/5€a.2020.96057 504 B TR R


https://doi.org/10.12677/sea.2020.96057

A %%

IT R I SR B, 2 BRI o A0 S B & it o A 7 =00 i B A 7 s e i 1t 15 A
T, ARSI g [ e A AT 15 ST TS R . SRR 4 B, 1) AFEIM MS 5 ML
X I RE R, 2) [ E MS 5 ML B 82 R4 5 s (Cluster Boundary Threshold, CBT) [171%F 5
W RE R, 3) AMERSNE T, T ATE B o B0 e Ak RE, 4) ROC IR bbise. Sl
N7 3 fiw, BARSE A /) BFEAE BACet [RAIE - RIUSGAH 56 3%, {H/27E Modbus FIZHE_F AR 2% .
T BTSRRI ARE M BEIRCR, (SRR AR T 1A B 90% LA IR FE .

Table 3. The experimental results
3. LWEER

Pril J7i: MS3-ML3-CBT02 MS3-ML5-CBT02
A+ RN R 97.52% 92.06%
Modbus
SEREHAE 45.97% 45.97%
WA + AERIE T B 97.05% 93.62%
BACnet
SEREEIE B 100% 100%

MS P E T 2 th S A i i, T ML R B e T s L P R i . B
RTIISEEGR G, BT MS F1 ML #5924 3 BUR B tE, WA R IAHEREAT IR A WSS . CBT MiEHe
MR RGN, 2 CBT KK, oW h s, MmBEKEEZR. nf CBT fEK/h,
DL i 5 s P R AT AR R e SRR . R TP, fn TR CBT W& N 0.2 2%
RIEHE PR B H 7%, XA R 7 L2060 5l BEaE K EE R, Mk m oy B a s
DaesE G S, AR J7 04 A T BRI — 85y . ARIZAAET, AL A EE A H i
IEAE N E, AT EESEAR AT thah, BTN TR 60 A 250 N Dhae AT A fE 9
AT A, AR TFATI . FEARSCWTTiE, [R5 FE AR B RASRE [ 7715, AR 3A SERR Tk
EEAERTEOUT, Bl A f R SR EE Modbus 3 G/ N IEH &, SR)5 66 E H1/9 Modbus
Bl AR N IREE, E ThREFEHIAT AT 2 IR 92.75%, I HOZAT AR T AR . 2k
K% °N 85.69%.

5. &g

BEX TR R GEl A5 P H ) TCP A UDP Hid, 4R 1 — Al Fr B R R AR & Rk AL
IR AT R IR X 24 S5 5 (1 7 i o I X 0 SR ANASIREE Ty 30, W] LR Bt 70 w2y N AR
JEARRANE R A, IF BT B s AR e . R IS 5 3, T O Y SR SR i I AT
DAEAY, WKE R T BACnet B BUR 2 BE 4, {H7E Modbus _FRUR AR E - CBT i 2 s vT e A recall
K TR BT RGBT BT LA recall $2mr, (HARE 7\l fer= — @ BRIk, A
WA, AL, PR RS S EEE SRR B RGN, EIXAN SRR, AT R IR AT R R A
S M, th e A R PR AR R ) et DAy BERTE AL Snort FUU, - BB AR R I 7 B3k — 20
N KSR, A REAS BRI RERARIRAE, (EX AR DA BURTE A GE R B RHE, AT R CA B
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