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Abstract

Currently, in C language programming courses at colleges and universities, it is difficult for teach-
ers to comment on the problems encountered by each student in the class, and the programming
exercises after class also lack guidance on programming errors. To solve these problems, we present
a method designed for student program analysis and program repair. Based on the types of errors
that can be detected by the static code analysis software Cppcheck, some common types of errors
in student code have been added into our work. This paper employs the editing distance algorithm
to provide a repair prompt for syntax problems in students’ program, and students correct the code
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according to the repair prompt. Then, using this method, the relevant module is applied to the C
language online experiment system, resulting in a positive application effect.
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Figure 1. Overall execution process
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ARSI AT B AE T R W E 1) C 1B 5 RS R 112 AR R s g it anl] 2
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AN TS5 R e hw IL SBa BEAE R IR, SRR KR S sk B RIS 57 # N # Cppceheck
H, HIEREF 5 Cppcheck PSR ZAVEEC DI, M 48 52 9RO 15 2 o A I G B SR0E T B AR
ALLRE S K YRR (A B R AT AR o AR R R AT ARG AT R A FE 5, SRS e BEARLLE e O A R AT AT i
xR E EARS O E B 1R fE B

d_listak| code |ro'|01u.1| wcode | fcode | console
1442 # include “stdie.h”int main() { int 17 5 printf{'®d’, i) ; i=(n%10) *10+n/10; expected " ;" before 'printf’
5665 # include <stdic.hrint mainlveid) { ] printf ("sum=%d, sun") ; printf {“sm=%d’, sum) ; sum=37, sum
4010 # include (stdie.hdint main 01  int12 B if(i%2==0) If((L+1) h2==0)
2496 # include <stdic. hdint main® lint x, v (@ case (2 case 2: TR, BIEHIR
6708 # include <stdic. hdint main(veid) | 1z sun=sum+flag* (2i-1) / (31— sum=sum+flag# (2#i-1) / f A L0daE : Enter n:sun=0. 000000
4469 # includedstdie. hint main{ ) {int n, ikl 1 printf ("%din”, &sum) printf {*%dyn”, sum); null
8610 Hinflua%wt?}o 2 15 B0 if (yeark4==Obkvear$l00!=(if (yeark4==0fiyeartl0 sxpected sxpression before ’
2118 #include <stdie. h¥int main() { int® 3z if(i/100==1]|i/100==2||i,1f{i/100==1]|1/100==2 expected expression before ’
3561 #include "stdic.h” T % “stdie.h” <stdio b [Error] #include expects "FILENANE® or
3405 #include "stdio.h” 1 #include “stdio.h” #include <stdiec.h>
3486 #include “stdic.h” S #include “stdio.h” #include{stdio. h>» In functien "main’
214 Hu}cfuuefstil}on :4- E. Int i,3, s =1; int 1,3, s =1; unknown type name ' Int’; did you mean
5056 #include "stdic. hint i i int 16 1 £ i=2;, jd=1 2, j-e=1 £ i=2;, jd=1 2, j+E
include “stdic.h"in ma?n(vo?dJ {?n ip I .OI‘.(J 2 i/z de=ly . .or.(J. pie=d - R
5058 #include "stdic.h”int mainiveid) {int 19 3 if(i/ =0 5=35+ jif(iki=0 s=5+j; if(i%j==0) s=g+j;
5057 #include “stdio.h’int main(void) {int 13 "3 if(e==i) if (i==g) if(s==i)
5055 #include “stdio.h”int main{void) fint 1% B inti, J,s=1; int i,],s; inti, j, s=1,
7005 #include “stdie. h"int maind) {int n, x‘s\VIU twhiled n&&((1x) =n%2) );lvhile( ne&((!x) == n'
LA r
3524 #include “stdic.h”int mainivoi B 10 for{j=2; j<=1/2; j++ =1 for (j=2;
?nc ude ,S ]..O ”J..n ma?n(vo?d){ LI .OI‘-(J. <=1/ _] ] s - OI.‘(J ;
3523 #include “stdic.h”int main(void { 8 1B if(i/i==0) s=s+j; if(i%j==0) s=s+j;
5046 #include "stdic.h”int main(void { 13 if(i /= Oprintf "#eif % § == Wprintf
An4f #inelide “atdin h*int mainfuaid) ! ) AF0L S = s =+ PGF % =0 5 =«

Figure 2. Student codebase information
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performance, portability, information. Cppcheck A BAFERIEEARINT R, —M2HRINEME, —FEiT+
FUO, A S0Ad B TR0 By sk in o7 2, & e A IR R A SOk R R BIE I, SR 5K B s
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Figure 3. Cppcheck system execution flow chart
[& 3. Cppcheck BAGIMITRIZE
Table 1. Cppcheck inline check class
%= 1. Cppcheck NERHE &S
Frs KRR Rtk e
01 Checkunusedfunction 1
02 Checkautovariables 6
03 Checkuninitvar 3
04 Checkbufferoverrun 3
05 Checkstl 13
06 Checkclass 9
07 Checkpostfixoperator 11
08 Checkexceptionsafety 3
09 Checkother 34
10 Checkmemoryleak 9
11 Checkobsoletefunctions 1
12 Checknullpointer 3
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3.2. RPEEART

ASCAEH Cppeheck TR BB A I T7 =X, B 46, R gh sk a0 H BN Rk Aok FoR, A
SCRES T 6 Bl ERR R WK B, BRI IR R A & 2 PoR. R5, SR BBEga
G xml A% BN S, FEAE R Z A AR DB S b, R0 SO B TR 3R 08 AN L B A R
BEINME B REREEE . Ba, FHHNSCHRINE] Cppeheck FRE HE N . KA type £k
P2, pattern A2 BB = 1) 1E ) Rk =K.

Table 2. Defect code information representation

2. BRARBERRE

type pattern
WANIEA) D &S ~scanf\("(\%o[cld|f])+"(\,[a-z])+)
MAEABEENA—E scanf\("((\%[cld|f])+)"(\ &[a-z])+)
i B A BRI I & A5 A prinf ("%(c|d[)+"(,& [a-z])+)
B A B AR T RS Aprint\("(\Yo[c|d[f]) {2} "(\,&[a-z]) {2}))
B A B D AT R Aprint\("(\Yo(c|d[f))+")
IR [E] AR b ik Areturn\s&[a-z]

4. mIBERHEZENEFEERT

Y 7F B AR Levenshtein Distance /& F 5K B2 & 9 /N 740 53 Z RIARABURE /N B FE A%, 0 Gt P A 755 £
ForN<a, b>, WIBIEE R HTFF o a BN b Pl SR/ B E . 48 B R0
B =M. 6 AN (Insertion) . M5 (Deletion) F1 # ¥ (Substitution) » 5 > 7 75 £ 1Y 4 % #E 25 (Levenshtein
Distance) &7~ A lev, , (i, /) » FeAH[alFlb| 53 AR F4F R a Rl b KRE, TIPS T4 8 2 18] ¥ 2 4 2

BARN lev,, (|a].|p]) v
max (i, /) if min(i,j)=0
/ i—1,7)+1
o ()= [1e ) | m
min< lev, , (i, j—1)+1 otherwise

lev,, (i -1,j— 1) + 1(%#,)})

NRAE lev, , (i, 7) Fos a FHT i ADFREHAN b HHT j AR R 8, b 7 8 3 —
MFRRRTIIN IR AR min (i, j) = O W BT 45 8 o SPEORT i NEA b R j AT A
fEij PEA—MAN 0, MIFORAE @ R b Py — MR P fF i, Wi o B0 i b A Bl
17 max (4, 7 ) RGREEARAE I AT, I8 PR 745 H 2 18] 2 4B B K/ B A max (4, 7) o 24 min (i, j) = 0 B, 5
Fref a A0 b g ER B RO A R = AR UL R R /ME

1) lev,, (i—1j)+1ZRMEBR a BE i T4

2) lev,, (i,j—1)+1 TR BN b THIEE j NF4F.

3) lev,, (i-1,j-1)+1,,, R b P jAFH
b, 1, FoRIEREREL WM a, =b L0, Hazbif, HAEA 1.

FRAV VA P G 0 P 2 S SR U A PR AR TS AR 7 BRI DR AR AT 5 IR Hedin 4R 15 B
B 5 ZEHRARED 2 BRVE R S A o 7 LT 5 200 I AR BB SR #4770 26, B R R A IIAH R
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[ HEBR AR TC G T4 B R sg e, C 1R S BIVERA 200, A SCEZE AT AR LS 3R E, BT BAR
S HTARASAT 5 I BAT R DL A M B A0 X051 5 I N 2 o AR SORRARE 4 4 R 25 S0 R BRI AN I AL ) 48
SHERE, BDYmiEBE B A/ NI AT FANESE o R T g IR B A HE AR A D IR0 R R R

1) RIBFEMEHARSE . RAHIEE R BA DA RS EE R, JUPEE T2 E A il el s AR,
DAL RAT AR B EAE B, RN 18 8 5 AR AR ATH#A ME— 1 id 5

2) SRENAELREZR o) /8. RRETELRE ) H# A ME— 10 id 5, M id S M RFE LIRS HIHE & H 11 id
S8, W id SHEEA R E AT AL L. ARSI, A RE3KEL GCC
R RS AT, IR RAT A AT DR AT

3) BERCERE . KSR AIFE g ST AR AR AT AT 2008, RN EIEE e 4.

4) THEIMEIEES . WP IR 1 AP ER 2 SR ARDAT R S PR 5 SR AT AL RE TR, KPR 2 1
FRATARID 5208 1 H AR AT RS Z 2 AT S BE B T E 5, BRI A 4 4 5 28 e/ (1) AR AR D
T id 5.

5) EMIEREE. RBUPR 4 A RAREATIY id 5, FHFRIEERAIATH) id 53RO
(1) IEAA 2 S ARREAT
5. RRERSHH
5.1. ERBEEMIZER

N T BGUEA ST BB A R0, PRk Cppeheck R 4855 T B, FRATCAFELL SL6 R
(1] 80 44 2% AR SR iR Rt G, R A AR LU UL 3 T8 8 H AT I0E, JEit 240 168, BT 2R3 58 1
3 38 H S BN 67 A, I H 5 RS Cppcheck R4 HEAT X ELS2HG, LA #EZR(PR). 1#IR % (FNR)
AR (FPRWE N VAN TR, S HRPRIAE BT FrR:

A EAR (PR (1) 72 TE ARG DU 21 1 dfe e AN 480 o AR Hh S B N B b, A U

_ Defects )
SumDefects
A (FNR)ZE 7~ A 21 R e AN 2 B s sh Fa I R 5 A0S sE sk i bl , AR A
FNR = WroDefects 3)
SumDefects

TR AR (FPR) R 7S A BEAS I 21 Ay g, RPACHTD o Sz s e e 14 250 vl 2 D ARG ) 28] 1 sl o 4 2 5 A R
SEFRERFEECE RG], ARFRIRIT
SumDefects — Defects

FPR = 4)
SumDefects

JIEMH WA IRIRFEMISHRM SR AE 3 Prox, HARMSER Cppeheck i Rear il 22 0t b 25 3
w4 Fiose

H T A SR sk FE SR 4R 2 N2 A 2 5 AR 2R AL, HoRSUHE ) Cppeheck RGUTCiEAal, 1 ciidt 5
K Cppcheck £ Sl 21 1 Sk [ B8 5 AR MU 5 B9 Cppecheck 2412 . K 4 RRIEHER PR AT fI4h
ATHN, S JE Y Cppeheck £ 48 SR A I (1) T S HERI 22N 63.7%, ARG Cppcheck £ Gt Sl & il ~F
BIMER 2 26%, A< Cppeheck & SRl i fE 0A 1 535 HIHE T, ARSI H B 2 1) 2 AR AXAY
R FE 1R o
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Table 3. Cppcheck defect detection results
x£3. Cppcheck HRpea#eNZE R

o B ) Cppeheck A Cppcheck
" SumbDefects Defects WroDefects SumDefects Defects WroDefects
Q19 21 11 3 21 4 0
Q57 19 13 4 19 7 1
Q68 27 19 3 27 6 1

Table 4. Improved and unimproved Cppcheck defect detection rates

5 4. W5 ARBUERY Cppcheck BREEAHEN 2R

- Bt ) Cppcheck(%) A3k Cppeheck(%)

i PR FNR FPR PR FNR FPR
Q19 52.4 1.4 47.6 19 0 90
Q57 68.4 2.1 31.6 36.8 53 63.2
Q68 70.4 1.1 29.6 222 3.7 77.8

B3 4 1R FNR BRI, SO JG 1 RGP IRIE R 1.5%, AT RSN R G HRRE
N 3%, RICREERARZARE IR, 2R M T ARSI AR 2 H i Y, Sk Ja 9 R 48T B
AL o Y 2 K, TR et 0 ZR G R RGNt e B, A S R B K 22 ARSI A 5 g AN Sk
ENRETRITe

HI7 4 JalR FPR AE T LR, ot 5 MR ST BRI 36.3%, R SUE A I R G104
IR T7%, AL KPR RAT 1 W R B

i S 25 R DA, AR SO0 E ) Cppeheck R GETE /N7 TR ORI R T IR KT,
RERSAS I 2 5 2 O ARG B, $R M 7 BHER, PR TIRIRER, AT DO A AR AR 42 > 108 H R AT AR

5.2. ERBEHEMIGER

AR S T G S A QR B s LAV R DI B IR B R, RG AT DUt — I8l
H IR R TSR, R AT DA 2238 0 H (TR IR AT R, AR s A (12 HTML T [ fé
AHIREE, SR HTML T 24 RT DTS ) R s ARRB HEFE (A5 5, FFAR A S e 25 1) oK/ MBI AL
HEFIHEAF 25 R

AR R RAE T 2R A RR T LR EVEAR R, AR T DU 9 2 4 B 2 VR SRS RO,
RS T — Lo AR i o A B R TR R, S TR AR B GCC B R IR, B 2 UM 148 5 0] ot
ITESE, HHRGSIEBELS R RRIEEY, 58545 5] B UGS B T R R B R] DUREE]
BERR.

K 4 R T = /MNMBIEES R, B RREEAT if(b>="A" && b<="Z)HIHi%, ARG ZHE T if
B H<=F5EH NS 2 5055 SEERE R, BT MR HalngL, BBEgEe, #
BRI B R —FER . 35 ANRAIBAT z=xty R ED0 5 SRR IR R R . B = e
) printf(“%d,t) RIHE5 PN D XU 5] 5 S U BLERER . B A8 M codeld R H 1) id 5, line 45 1%
RIZ4T75, code FEEIRITAIY, recommend TR HEMBEIRR.
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codeld line code recommend
if(b>="A' && b<='7")
if(b>="A" && b<="Z"
096 7 if(b>="A' && b<='7) if(b>="A' && b<='7")
if(b>="A"' && b<="7")
if(b>="'A" && b<="Z"
z=x+Yy;

Z=X+Yy;

109 3 Z=X+Y Z=y+X;

y=X+Z;

y=X+Z;
printf("%d".t);
printf("%d".t);
043 9 printf("%d,t); printf("%d" t);
printf("%f",x);
printf("%f",z);

Figure 4. Code recommendation result graph
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