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Abstract

In this paper, we design and evaluate algorithms for fast recovery from link failures in a smart
grid communication network, addressing all three aspects of link failure recovery: 1) link failure
detection, 2) algorithms for computing backup multicast trees, and 3) fast backup tree installation.
Firstly, we design link-failure detection and reporting mechanisms that use Openflow to detect
link failures when and where they occur inside the network. Openflow is an open source frame-
work that cleanly separates the control and data planes for use in network management and con-
trol. Secondly, we formulate a new problem, MULTICAST RECYCLING, which computes backup
multicast trees that aim to minimize control plane signaling overhead. We prove that MULTICAST
RECYCLING is at least NP-hard and presents a corresponding approximation algorithm. Lastly, two
control plane algorithms are proposed that signal data plane switches to install pre-computed
backup trees. An optimized version of each installation algorithm is designed that finds a near
minimum set of forwarding rules by sharing rules across multicast groups, thereby reducing
backup tree installation time and associated control state. We implement these algorithms in the
POX Openflow controller and evaluate them using the Mininet emulator, quantifying control plane
signaling and installation time.
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Figure 1. Topology with PCOUNT evaluation
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Figure 2. Comparison of execution time, confidence interval is 95%
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Figure 3. Control signal for triggering backup tree
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