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Abstract

As a typical network physical system, smart microgrid is exposed to different types of network at-
tacks due to information transmission and intelligent control. Therefore, aiming at the harm
brought by network attacks to the system, this paper firstly reviews the principles of two typical
network attacks, such as false data injection and denial of service attack. Secondly, according to
the corresponding principle, for the attack, summarizes the commonly used detection and control
methods such as centralized and distributed, collaborative multi-agent consistency control, dis-
tributed flexible control, etc. Finally, the paper summarizes how to operate the smart microgrid
stably under different types of attacks, and prospects the attack detection and control strategies in
the future.
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Figure 1. Smart microgrid composition
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Figure 2. Types of network attacks
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Figure 3. Event trigger control
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Figure 4. Simplified operation diagram of smart microgrid
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