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Abstract

LWE is a popular mathematics problem in designing post-design quantum cryptography and full
homomorphic encryption algorithms in recent years. The key to the analysis of these algorithms is
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to solve the corresponding LWE problem. The difficulty of solving the general LWE problem is
even higher than that of the SVP problem. This paper studies the BKW algorithm, which is the
most effective algorithm for solving LWE problem. Firstly, the main steps and principles of BKW
algorithm are summarized in detail. According to the LWE problem with different parameters, the
reasonable selection of BKW reduction technology is analyzed, and the reduction of the number of
variables, the error rate, the expansion of the number of equations, and the time complexity are
further analyzed. Finally, the whole algorithm is implemented by experimental simulation. The
LWE example with 40 variables and 10000 samples on Z/(5) and error rate of 2% and 4% is suc-
cessfully solved.
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gL H AR AU R . AR AE R R, A S AR A U eI, 84T R
FELLE R RTT ZREZ . 55— DR KT M I R 583 B, S 45t 7% LWE i 0 fr o B2 1
AN T o WBIRIE LR (A% 7] R 2P 415 LT, RS Fs> T LWE )@ X B (2] 28 = AN R R 2,
BT LWE hn# 2 & 7R R BE SO 2 —, X —Rf s 7R G & T AR 2% E R K
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BN LWE [ g $g HF 2 ANEEI 7. EfRYE LWE FI4LABErmi TR Z T/E, Frf X sl
L3 44 1) BKW HLE 25l BKW SIE LT FUAR 4N i B A H U732, SewIfE R fdo LPN )@ 1) 509 [3]
X e ] G B AL U BT DA RARRHE 1 7 SN A EA T S 4%, FE B aT LA LWE 7] &5 AN [F] S48 4k 1Y) 52 44
PESRIUE AE . XM A S T — S E B SRR R R . BT BKW BIEM—A 1] 6
MR 2, EAEE R ERENANAE, 8 5S4 FER0TAE [F (4] SN J7 a0 LA H s 2
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1.2. [E)REfE Y
n RIEEY, o NARL, X RIEZ, RIRWESEST AR . s R z) i,
RIS 5, L, 2 Z0 w z, LT RS A SIS BENLHTE Z) EXEPE a Al Z, RIRA X 53 AR e,
AR 20«2z, L1
(az)=(a(as)+e) (1-1)

LWE il B8k AU L, oP 4 AR O Tt R 7, 4R SR it s [5).
LWE ()2 Bk B 4 15 5L bR U . M0 q Bk N n 0 2 ik, 17 S5 B 40 X 1
A FMIRER% 0 =axq (@ WENIE). B, FEXSoREIH, qan®a=1/(VZrrsn+log,n).
bR AEZ LWE FE R . KT T U, RO E S EOY R LWE . SR AT LWE
(534 L, RS m AT, FoR

(3,2),(82 2 )1 (n1 Zn) (1-2)
W
2=(2,2,,,2,) (1-3)
Y=Y Yor 1Y) =S¥ A (1-4)
Horp

A=[a],a], ] ] (1-5)

AT LASNIE
z=y+e=s*xA+e (1-6)
z,=y +€ =(s,a)+¢ (1-7)

e, e X 73 A (R0 P [6] o AT BIX A 1) A BB 0S5 ARG 1) . 6 B A 12 MRS 1 A R
SRARE, RIOTREM RBOERE, EAT Z, b, Z REBREIREEE . AEREEE:
y=s*A (1'8)
SE LB |y — 2| AN y RO s (8, BRI
16 n AERREC AT, 0t x = (%, %, )+ MK P HTTEHOE s

IX| =2 (1-8)

XTI B Z AR RER B R R N | x — y| « M T4Em—HaE L, AN ESRE | K
/N, A | x -1 b
W RARE )5 s ARSI o040, AT DAL — AN]SR e 4, JRATTAT DLod i s i BR AR et A e it
ARG BER > n FRENEMSLR, FFREERE A0, WA n FIAEL Ak Sr W) Ay DU R 41) 4
FEFERERT n F1 e R At AT
E
D=A0" (1-9)
W& AR R AR
s'=s*xA0—(z,2,,-,2,) (1-10)
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NGB — S 1],
A=(1Lal,al,,an ), K A=D=*A (1-11)
A5
7'=72—(2,2,,,2,)* A =(0,2),1, 20,5, Z1y) (1-12)
FERXMIE LR 5, ME R s PR — DT R A& X A (8T 5T AR AR -
TEEREMZ, ¥ AMRES A 25, sA8Has', WIRA1T52 s ATA T RS R, &M EIM
IEMEE RIFA R RAMEER, WU 8" 776 X 04, ZA83] s 2 T a5
s=s"+(z,2,,-+-,2,)*D (1-13)
RS 2 s B TR o
2. BKW BERE R R
ERXR—FT, AP IHE—T BKW SBIER BAASEIL M B E . BUERARM T

LWE fi# RSk

s n AT mAIRIRRE A, Koy m g z, sk L d
Dy ARRS G

Repeat

Step 1: T IO AR RFLE R s BARFT A X A0 1 &

Step 2: HHT t 2 BKW BN R E t*b Ntk

Step 3: Xt ANATBEMIE ST 55 55

Until $83 Ef2 % .
2.1. SHNET

WA BRI A W L35 1 (1 2 A T 0 DAy M 75 ) A B R R AT AR T, A1 1) oA A e 8
mi A, ET P TR

T HBA N E— T B o A -

ikxeZ . xR Z ERYE#EE A, JPERN 0T Eo®, RRAD,, . EZ, ETTEN 1
D, , B q 33 X 7040, EIFEREARIRIE T A B8 RPER B E . [FIRE, JRATE ST B
Eaﬁﬁif,ﬁ%D@mﬂ,ﬁ%né@jmqﬂmﬁﬁmo

— RIS, SHE T AT HA e kR ESL B a8, (BERMFBENBRT, ek e%
B, BATPEBERESINSRRENE, FOAEAURIELIER . B, WM X, FHEY, X,

X, BATRATEE X +Y 2R
X+Y~«Mf+0§ (2-1)
HICERAEW T

SHERE A RIS, e (1] A). b | AL n B AR, B B R T

1) WISRARRE A R 0 SURLMERIENG, T LU AT R — BRI B (8 RHCEE T n 5
RTINSO RS TR R s LR MRS, SRR EEENT, Fames R
IR, 3K —HRIE I H IEFH A n* n LR MI07 2, R RN 3 BB ZE MBI S R 150
(THZ I, AT TR

DOI: 10.12677/aam.2020.912262 2247 IR Esid


https://doi.org/10.12677/aam.2020.912262

F 2,

RR

2) XZFERERI, BRI d, 153
d=A=(1]A0) (2-2)

R PR R IREN:

coz(m—n)*(n+n*b” (2-3)

Hrfn'=n-tb.
2.2. BKW 7T

BKW STy 2 i i B2 AN FE 0, Sl 24t st LPN @, (E12, BT LWE 18, 590
J7XAEHEE—RE, BKW AR REGERE A o) A FEARE S R, 2o Bz B> A 4E5.
VR AR S e B AR PN TE RS, FR EATE BB 5, SXREARCRT DAYk B I 45
{H 238 g 78] .

[PAG RPN L/l N

1) e, REREFTA MEEIR S b AN TG E 2T vl 4% R A SE E T 18 kAT o 4 .

T, 18 AFHERSEFIRRG b WAHFE AT HE . RE—NRIHH, XA TEAT
HItIEE, MR

a, —a, =(**--%00--0) (0MMHEHNDb ) (2-4)
* MRE AT E .
SRJETE R — BT I )
a=a -a, (2-5)
XN F XA R &, Tk
29 =z, -1, (2-6)
PP
v =(s.a?) (2-7)
il 7 <]
2l =y +e” (2-8)
[liainy
e =6 -6 (2-9)
NA: e MNEHnmE T EN NG, A
e =¢, -6, (2-10)

IR IR B8 B v 7 40 A 7 22 2072

A AR R i, AR R AER A AT . X R A RS b AN EREAINN
0 Ik T e, s LRER, FIRAFEER.

2) W76, XHAWRIITR IR AR AT Tia

HAEIC I EA WM, 435108 LFL A LF2:
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LFL RAERDMESS, IR AEIFSRERFEFTT LF2 RS R HMERM A A& T,
WA R AR SO n, WERTTRERB AT RSN, tRANKZ )G, LFL SRS B0sb

m—ts2® (2-11)
LF2 A7 7 s H o £
m?
m= 2(2‘—1)(b+1) (2-12)

ATLAR BRI LFL BERE A A DA A, 177 LF2 BEME I INAE PE IR, R4E O RIEE A,
A LA A [F 9 774 [9]

FIPAE RN IEFRATTE R T BKW FVE—25

SRIEXT1=2,3,- VAT AR, BN RE o° -1, FHFERMMPRY], EE FIRERE.

S FRGEAR, MEEEBIINT . 7F t 25 BKW B3R5, Mhas 54540 10 A A A »

e= Z;eij (2-13)

KRS o A, TN 2te?

AT A BB — NN S, R RS MR K 0 =n—th, {HEEEAG 2 2t 0%,

BRI R

AT S AT t 2D hRitE BKW D BRR P P AN 5 5040, RIGE I & F A id 5] N IR P S g 7 . gt
WIRTERSE, FERFIRSING t* b AN E . BATIIES 40y

CABREIE It RS R, B2 A = (IL0), FRATHACHE L0 #4r. 8T HAth BKW i 2,
ERADEST, AV RERRG b NMARAHEK MR T A, NS AR 5

q° -1
2

%, RJE, RATK R — 28 L& (R ISR ) 2%, TEEGH FEARE NN E] T —4 BKW
IR,

T TG AR AT AR IR HUE 2 bk B LFL AN LF2 4Tk, HAEduRE S Z, WA LF1
TEMAT, SRR EA AT, BREEMNAES, k2, WAER LF2, HEZHAEER S K
HE%E.

U BRI R AERE (L), Herb Lt RSP A S t* b T #R % . B Lt AIHT n—t* b 478
AR ANERE, B BRI T — RAIGEEE N n—t* b () LWE FEA[10]. MO IRINE St 2

(2-14)

C,=Y . (n +l—tb)[m—@} (2-15)

23. BHWERE
BEAT EIOPIRZ SR EATS I AT e 2 R AR BOERE A, BRI R) T k DNTRE. SRR

RAL TTHCN
n"=n-t*b (2-16)
PO FRATR] AT B0 25 S AT WP T H 5, BRIV e R AR
C=q""x(n-bxt) (2-17)
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3. ELWHE
3.1. %R

X5 ZHPER, FEW K E] BKW BiEH 1 b ARRRIE A, t s RE[11].

TEBATEALFIE B 5 =20 q N 5, ZBIe M n N 40 [12], T REBE5 i 19 2 B B TIE 5,
AT BB AR R (4 FEBRHIAE 14 LAAN[13], BARJE R G SCa Ui, TES MBI 3RA 1N T 3RIEFR 7
BT, X 1024 N CETRRALAT R, MRTERATA b =10, t=1, RKRBMLERE EHE ZAHX I,
SRRBGAR T IEME SR, MiEsINfER, HiREEH 1% K MBRE R EME R . AT REEA
F 2%, ULETRERS T RB O AL, AT 7 FREER £ 10,000 4, I b WE N5, tiX
BN 6, BT 6 I T FRAR 10 M, MHTHRBEMER. 5 A KA R RS T
B 5%, RIS AR, (HE SHHERET] 10% 5, I R4 7 28508 250,000 B4 A E L
R A, S A ) S A RAT ik 8 28 4% U FE A &5 500,000 700,000 H R AEAR B, BTG IR,
kBN TAE.

S b, GnRAIE T R D R AT LUK b BEDE M, RSN t fME,  RIRSRA LF2 Yo
JiiE, WIRTDGRBUE R A2, R A FREIR 2, WIFTLCRA LFL, PR 24, trrbiA M LF1 5 LF2
ACHAT AT, R F AR BB [ N b 1T VEEAT I Je[14].

3.2. BHAH

SEIAEE: win 10

P4 visual studio 2017

BE: C+t

SRR SEIL: JATFIIE C++ F B MR LU, ORI 7 3ATH AR, T H NTL FEAEA PRI
FEPEE SR RSB, BT AR IERATFE A NTL PE s BZS0E[15].

1) NTL FERIRC &

@ NTL 34

HARPERTLATE http://www.shoup.net/ntl/ F3k753, ATRAKIRZ 9.7.0 A, THEMZE, 1Evs EH#r
> static TTHE, B NTL USRI sre 7 SO P SCHRA I E AR, # NTL ST 1 include 132
PERAIMB| TRE M — BERESE — RGN B b (i 1),

4 EEEE A ‘ b4 $(OutDir)$(TargetName)$(TargetExt)
25 EREE FRE
-5 [ Z3
VC++ B2 BEEsssE £ (/INCREMENTAL)
b C/C++ EEEREMMERIRE £ (/NOLOGO)
4 jems BESNE =
=3 BE ;52 Thea] &
PN EEFREER =
= IEER C:\Users\26307\Desktop\WinNTL-9 7 O\include;%(Additionall
R
B pati=tann 2
. FEREERTEA =

Figure 1. Add the include subfolder to the additional library directory
[ 1. %% include F32H-JR BB A0 E B R+

i ELAEG ERD AT, g i 2 i T AE AR SCAF I 4R 3] lib SO
@ iBfriErr
MR lib SCAFERINE TR R PE — BERRSE — H AR RO+ (A 2).
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=)

ntl1.lib

HERE:

ntl1.lib
9%(AdditionalDependencies)

SFERY(E:

kernel32.lib A
user32.lib

gdi32lib

MRBEFIREENRBLED) =M) >>

BT B

Figure 2. Add the lib file to the additional dependencies
2. ¥ lib STH-ZR IR B A0 fR I

NTL SCfFR Y include 73X/ RFMB| TR B — ks — WHRIMINE B S @A 3).

4 BEEE A EThedo4 $(OutDir)$(TargetName)$(TargetExt)
E57) REE FRE
B 23
VC++ B2 EREREE = (/INCREMENTAL)
b C/C++ EUERREMREIRE 2 (/NOLOGO)
4 fsEe BRESNE =
=9 Pz 3575t heo] =
£ ERFEER =
i NEER C:\Users\26307\Desktop\WinNTL-9_7_O\include;%(Additionall
B bt £
% FEEEFRTEA =

Figure 3. Add the include subfolder to the regular additional library directory
3. ¥ include F3C SRR MEIE R BIMIINER R

M 51247 cpp SCAFEIAT .

2) TP

B ST EAH LT LAME T,

@® GAUSS PROESS

WMIAN: REUEME G, SHWHUAE 2

iR G AR RS BIMAERE LO, ¥ R ERAE 2 BT n ATIATIRSLE) n > n J7FE A0 K
it )RR ds

KL IR:

25 E I RABGERE G AF n A7 Rl ReAEL LT, FREXTAT n AT R M BT YIS B . 53] A0 Z JE 4T AO
TR d, HEG =d*G, 153 GRIENIIL0), HEHEM G N Lo

@ BKW-reduction

WA NZHIFEIN G, 2450 b, t

R 2R T FEEE counter;

KPR

R BRATTE EXTNINISRASHRE G, 4885 b AN FUREEAT 202, A F 1) 20 ie— 25, X AR I AT B3 B q° T,
XT3 RITEFRAN TR ARG b A EORR IR 2 HRgE ] g JEIAE A0 Rl 10 1, S 2 n SR A Bt R K gk
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170025, e N YRR . T 2R R BB FRA T S AR T AT I ST ERAE R LR B0 LF2, X
AT LY AT SR LF2, JRAT XN R B AT 518 2 J5 20 H AT O 1S 7 B E0IEAT A I 2407
AR T H—BMERA LFL, BIRA LF2, RAX kR 2R B SR E T R, & —EX
M LF2, S AfAaitt, 7 —ERM LFL, SSBUSRIEN SR, TR RIEME .

® LF1 & LF2

AN PHZER Z4EmE YV, B En, KRGS b;

fith: BEZJEH4EnE G;

KA IR

WSS, LFL BEALE H — AN A 5 Al i AT IS 5, LR2 K e 80 A A 1 R 84T

(i
i

@ Console

WiN: WHICERHRE G, Wit EMERMEz, B NMn, RESH b, t, FRITFELE counter;
Wit B NARRERMNATE R, KRG SR R A &

KA IR

FT R EE S REEETh RS, RITE TSR BKW JH TG, XN R8I s AT 75 45 R i, 43 iH R0
N zi W B

&y al(n—bt)
: - : *s'=Zi =(Zi1’Zi2"”Zicounter) (3_1)
Qounterr """ acounter(n—b*t)
iR zi, =z, WAHEER RN, BJE B FEXT K
2B E
B =t (3-2)
BN e

i T I R, FREBIRT S R s I TR SRR O IR
3.3. [EESRIE

I Z R 2% R R INE R TR VR R, R T A 2, AR RBEEET R, &
BUCE A AL E & s' (BUE A 20 MRS, T2 57 > 2% ) R an SR M o i H it 2 0 2> 31
BRI E KD, R ERATEENZSE N b =5, t=6.

RAPATIIHEBRATEZE S 7 — L, s, R —EfH LF2 #TH s S0k R
Ty AR Bk, — ORI 4 # BKW HITZ 5 7 I8 H Ca& 2 H o)), SBNAERAL, 817
DR, T H RIS AT T, a3 ) SR AR R 2 A8 S KR I )

BRI RA TR T AT 1 — B TAE, BATES 7 — T LRI %

1) FE5rLHI R TROT R H BEAT IR 1), MRS LF2 #EATVH o), tnRA N ITREIR S, 7 H Tz m
SEERZ, KRZ9:

' m?
m= 2(2‘ -1)(b+1) -m (3-3)

BRI P 20 A O 7 RN B0 — MR IF 7%, BARERAE R AN T AN 0L —E B H 2 5k A
KITTREEFE, AEHATIRANRINTTRE . ZRERTNES K ERTTE TR Z A HE SR, KA
THE, A ELFRINE AR
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2) FBEATIEE EA RS ME T, AR a R s, B R T A EOE R
BHEB, K& A EHONEHTEAE A, AEMATIEIC, Mt T —5E . ks —maEsny
PR NES, AEKRH,

3) HE=ANTNERP BRI AL Ak, TR AIEHIE N RN, fEAAMERLE TR, &It
R, WRAN HFENBIEHILE, rTLUARIECON B S R, (Hkmic 2R L —F, SHEERHAAR S

4) FEIYAN TR — e A N e G IR S T AR, iR OE 2, MEE LFL, &
RO E O, RS D NGEEL LF2, S {ER 7 RS m, (FRFHEEREMZIEM LF2 W, e
DURPCSEFESE R, LFL JHIG, AR DS . B DUE R BME 22 i —BoR i, 4R
TSR S 2 T RIME, RANRER 5 A . £ 1 NP2 T IRATE K7 FEES BUE ) — e S5
I 1),

Table 1. Experimental data of different thresholds and equation numbers

#* 1 FRIBESHERNSZRHE

8] B TR
150,000 683,963
100,000 476,693
50,000 256,464

IR A BRAT YR AE R VY b 735 58— RO i A A 7 SOREE R R, I T R E R
NANTTELZ, R LF2 SRR, AEEH], R BRBEEHIE T RVa N, BB,

R 7 FEECE F ) ) 7L

HEL b, BT RETHN, BTHIREAR, BTN TR R EZ T R A,
N TERIERE AR, RAOISHZAERVHERE A, RERIEZ NI, Fr, b5nRTEEREZ,
FATpr G B RIsF RS ARG, I ABATAT GEBA 2 HHE A EIX L TR, BUR BATTGE D B 2%
MRS, A ABARBNRT & R AT REA R B R, A RNTHR % E — M,
fEAFAT G A ALK AV FE Y T B ) DA e N IR 58, AT R 2Bk, R BERE A B FE R H 1,
FATAT LA LIS R 7 AR 1S 241

34. EWER
N T RAERE P IERAE, BATEBA RS T LU RS, 45 R (& 2).

Table 2. Experimental results under different parameters
2. TEIBHTHLIREER

B TR B A RETS HIRE  RARTEH mEfef [fe%E R IE

40 1024 0% 10 1 10,000 10,000 1 E#
40 1024 1% 10 1 10,000 10,000 1 1E#
40 10,000 2% 5 6 25,000 7227 0.288 1EH
40 10,000 5% 5 6 25,000 5202 0.208 1EH
40 10,000 10% 5 6 25,000 4800 0.192 HiiR
40 10,000 10% 5 6 50,000 9800 0.196 HiR
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4 e

HERATIT U 2] — AR5 WIS, HRSb, 1528045 R R b, R 5 15 2 1
B, (HARH AR, BREEKREAFEIASEAS], Bk, BATROCEDCEE 3, 4 AR &R0 A
M TR LR R TRFE R KT 0.2 RS SR, WIE 4), 7T DUEON EMAYE B SRR BN,
FEIEFE R R IEARLE 0.2 /o4, IEME RN 0.28, ILIFIRTFFEEEENE £ AL IEFE SR, SHR
FIEF) 5%, AFIEFE EMKR DAL 0.2 FIH(HZ CA A M ik B & KT 0.2, M EAREEET 2]
B SR, HRIEME RIS O AYE 1, MEAFERIER 1000, ATRUNEFENY, EiRK
TR CATERNNIERER T, &EEIN .

A%FERR

oz 2%EIRE
0.208 [40404], 0208100 .o
0.206 03 [40000],
0.204 025 0:288679
0.202 02
0.2 0.15
0.198 g
0.05
0.196
0
0.194
[0[0[0{0[O[O[0[0[O[O[O[1{1[1[1[1[2{1[A[1[1[2(2[2[2(2[2(2(2[2[2(3[3[3([3[3[3[3[3(3(4[4[4[4[4[4[4[4[4[4 [o[o[o[o[o[o[o[o[o[1[1[1{1[1[1[1[1[2(2[2[2(2(2[2[2[2(3(3([3[3(3([3(3[3[3[4[4[4[4[4[4[4(4
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Figure 4. Experimental results under 4% error rate and experimental results under 2% error rate
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