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Abstract

In order to realize the openness of group members’ signatures and ensure anonymity of signa-
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tures to users outside the group, an improved group signature scheme is proposed in this paper.
Based on the security and efficiency of elliptic curve digital signature algorithm, two agents are
introduced to manage the group and simplify the signature process. The algorithm security analy-
sis shows that the scheme is unforgeable, anti-key leakage, anti data tampering, anti framing and
non repudiation. The efficiency analysis shows that compared with the traditional elliptic curve
digital signature algorithm, this scheme greatly simplifies the computational complexity and im-
proves the efficiency of the algorithm. Compared with scheme of Xiao Shuai, the overall efficiency
is basically the same, but under the same verification mode, according to the different public key
types of the objects, the two kinds of objects can be signed with different effects.
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2. &R
2.1, (=] 2% B U H o) R

SFERE Fy (Fk p H—ANKREH), & E Fy, RIMEIZ E : y> =x*+ax+b(mod p) A
4a® +27b% = 0(mod p) . A [E i 2 B O By o) U A . E A G, Q B, FHR—ANT p A d £
Q=dG REWXER, BIJGIEAE 2 W 18] A 58 B o

2.2. ECDSA 5 &H#ik

2.2.1. BEHERE

% ECC MZHUNT =(p.a,b,G,n), Hid p H—MRERIEE, F2— AR, G2 F Ernkr
R, n AR S NELH, HARPIXN(Q,,), VARIEH. H:{01) »{01" & Fws
Hash 517 .

222 HREXE
1) S FEMLEH Mk (1<k <n-1).
2) HHKG=(x,y,)fr=xmodn; #r=0, NIRFEZLIE 1,
3) IHHELAMME m Wi Aifie, e=H(m).
4) Wi s=k™"(e+d;r)modn, #s=0%, WHRFEIDEE 1.
5) fith¥ 4 o=(s,r).

2.23. WiEEE
1) WiEs, r 2 AXE[Ln-1) WEEE, HRUERM, R4 .
2) WWHELHE m s A{He, e=H(m).
3) % u, =es(modn), u,=rs*(modn).
4) HHER=uG+u,Q=(x,Y,), & R=0, NEIERM, HLAaEH.
5) it v=xmodn, &Hv=r, WEZEL, FUEELZL.
3. AXHE
BRI 2R SECNT =(p.a,b,G,n), AR FEaTN:
3.1. APBEAFEE L Ukge
1) AU (i=12,--,m) BEHLER —EE D, 1<d, <n-1{ENFAH].
2) U, 5 Q =d, -G 1ENAH.
3) Hirth ARV (Q.d;) .
3.2. HEBHEHX Gkge
FEHRENB, BMFERAATACSHAHQ (I=12,,m), BHLIHQ=Q+Q,++Q, kN
HEAY], Wad=d +d,+---+d, (modn) BRI, (HHENAERT—RLE RAANRIE d A BAREUE

3.3. BAMNEX Join

HRS A BBOVREP I, e A ERE R IR IR, PUSE LIRS, A 1217 Ukge
Bk, PARARPIN (Q,.d,) . SRR A MVE B 1 BEAT S0 B (FF 2 40138 LEAT), ™ A A B 0 ki
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HOMAAGEE, REEREE B R PITRIE RS S (BN, SRR AYIEE). A FIEHE G
KHZJG, I A ATERALIT, ZF A BB —AGENERR . B0 AR
Q' =Q+Q,. I, BMAMAL NI =d+d,(modn) . METUMANFVEL AR AT LS BTG
FEATE E SR AR R A M ARAGEE, HFHEFHER AT Q R,

3.4, BEXEBERE X Gsig

e U AR 4 (Q,,d,) » AT

1) U BEHLER AN 85 o, B, HH1<a, B<n-1.

2) 5 k=(ad +pB)modn; # k=0, NWIREEI1.

3) HKG=(x,y,)fr=xmodn; #r=0, NRFEZHIE 1,

4) THEFEELZIEE m G fAEe, e=H(mM).

5) it s=(B+der)modn, #s=0, NRFEDE 1.
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THEI, RTE—XEMEAERR, )5 EEEHR).

7) WEr'=x,modn;: #r'=0, WREE 1.

8) Hithi¥ 4 o=(s,a,r,1').

HEBNZEEN) 6~8 DR R T HERUA X AN AL O R, BAHRE ' =0 BE L (AT RE IR ),
AT LAY 6~8 A2 AL e B, AR A ARIANATI, W) 6~8 W] LLEFRBk, i 2544 (s, a,r) BIT] .

3.5. IEHFEE % GVer
FRYE I UEXT GAF FH AT E o] LAy PR S B PN A 0d A 0 R R REE A7 ok O A BRI o

35.1. BAIBBASAYLEIIE
XFFHREA BRI Book U, B Ui I A, B8R U RIS AT 2 (s,a,r) BIAT, SR TRINT
BHE s, a, r RN [1,n—1] WRIREEL, A IRUERIM, MHEZALE4 .
1) HEHEE m i EA{Ee, e=H(m).
2) i u=er.
3) W sG+(a—-u)Q =(X;,Y;) «
4) iHH v=x,modn .
5) WiEv A r KRR, #Hv=r, WEZEL, BUHELRA.
IERPES T T -
His,a,r 2 AR ACIZEAAE R, .
(X3, Y5)=5G+(a—u)Q =(B+der)G+(a—er)d,G=(ad, + )G =kG =(x, ;)

FiUA: v=x,=x =rmodn.

3.5.2. BFSMIBRR GRAOGEE
XHFREAMI A By oK1, B, RATHFIIAH, U BRI T
1) WEs, a,r,r' ZE XA [Ln-1] WEEEEL AHIUERI, MHELA4 .
2) HEHE mIEAEe, e=H(m),
3) it u=er.
4) T SG+(a—u)Q =(X,,¥,) -
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5) & v=x,modn .
6) WIFV A r IR, Frv=r', MFEZEL, FUHELLEL,
IEFYE T an T -
A (s,o,r 1) REAEE m EAEE, W
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2) PrEPItEs-
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{slz(,[ﬂdlelrl)modn
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RGTFEHME A
s, =(4,+der)modn
s, =(, +de,r,)modn
RENEN B, B,,dy o RFNEIAFCH AN =S, ARIEAREE, ARk FAEH . A4 it
25 BB RO, LT R
{ (0‘1 _e.l.ri)é +kG= (Xz1v y21)
(a2 _ezrz)Q +k,G = (Xzzl yzz)
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RifE AR, M ERSAER s B RTUEH, —BRS4AEBRAE e REZ,
BE PSRG0T 2 B BT, TR T 25 R AR S B

4) Bk

H TR P B R N2 4 B 5% EL AL S 5385, T F P IR R AN A TR, DRI AT B 5 A
DA HC At Bl 53 10 44 ST P BT 2544

5) AL

BT AT MR B0% T (00 B2 44 o = (5,00, 1,") SR AL K 27 O 4G
5. SR

NS T LA, FER T B P 2 4 R (O HT Eo P T IIE 1038 B e/ o v
PRI AR, 97 LM BRSSO BRI n, —RAFBEHINAEE R 0(n?), — ¥R
WSS A R R SRIE N O %, H10(9n?) o AU SCHR[L1]— BRSS9 5224/ 9 O (n?inn )« 5
ASCH %5 ECDSA J5 M1 25 A 7 RIS B AT 3 L4 I 1.

Table 1. Comparison of computation cost of three schemes
F1L ZHAREEEM

o Bigfeiz RiFIEE mIRE
o 24 ATl B4 Cans Eoxd BeHIE
ECDSA 2 2 1 1 1 2
EUIEINIES 3 2 0 0 1 1
AICTT RN N2 4) 3 1 0 0 1 2
AT SR (R A AMER) 3 1 0 0 2 2

% 1 A%, ECDSA IIZHEN: N, =0(4n’Inn+21n)

HINEANTT R BIEHEN: N, :O(5nzlnn+2n2) .

AT RN AZE R RIsHEN: N, :O(4nzlnn+3n2) .

AT R (RIS L) RIEH RN N, :O(4nzlnn+4n2) .

AT RAEXT N 24 AR - SARZCRILT ECDSA 7%, RIS N7 RACRIEML. E54%
BrEt, ATTEW ECDSA HRZT 1 kEEH, DT 1 REUHEHE: ERIEMEB, AT &L
ECDSA /b T 1 I ETRI S, Sk Lok 7RO H, a7 HERIRER . AR FIRIE 2
T RIS, HRASTT e S TR ThEe, JF BoaT BLLERE A SRR UE N S1RAT AR [E] B SR iE A
B SRRUL, AT RN T HyEm etk e T EER SR .

6. &8

ARILE ST ECDSAC HHERHIBEAT 24T, KL% 7% ECC RATHE R/, AbBERAEN A
Mot VARG AR TR ATT A N 5 N E B A & B R EHATELITIT IR . A3
SE T — A EERESCIUARE A B AZE X A TFE, XAORIERE A2 0 BN 7 B A VR 4407 58 JFXS 0y St
AT LA TERRCR T, RIUATT RAEDRAIE % S VE RO T IE BT BOR IR . A8 A B H U B
PR B3 PR A RS KE Ik, REASAR Ly i /2 JELERE T ATTE R R
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