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Abstract

With the large-scale application of information technology, enterprise information systems often
face different types of network security risks. In this regard, this article studies the problem of giant
companies subsidizing supplier network premiums and designs solutions. By constructing a suppli-
er investment insurance model under security investment incentives and a giant company invest-
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ment insurance model under premium incentives, we consider the supplier’s vulnerability level, the
company’s level of aggressiveness and other factors that affect the expected utility. At the same time,
we analyze the required optimal premium subsidies, and put forward reasonable network insur-
ance incentive strategies so as to improve the company’s own security defense level and efficiency.
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Figure 1. Analysis of the level of aggressiveness of giant companies
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Figure 2. Analysis of the first derivative of the expected utility

of giant companies
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Figure 3. Analysis of the expected utility of giant companies
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Figure 4. Analysis of expected utility of giant companies under
different economic losses

4. FRIEFIMATERARHAEYA S

DOI: 10.12677/aam.2021.107265 2556 I3RS


https://doi.org/10.12677/aam.2021.107265

12,487
£

41.2,48.4

0 02 0.4 0.6 0.8 1 1.2
REEVARIEINIEIS A ga il

Figure 5. Analysis of expected utility of giant companies under
different security investments
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Figure 6. The relationship between enterprise expected utility
and safety investment
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Figure 7. Sensitivity analysis of risk dependence coefficient
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Figure 8. Sensitivity analysis of enterprise safety investment co-

efficient
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