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Abstract

Cryptography solves the necessary conditions for secure communication, such as privacy, confi-
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dentiality, key exchange, authentication and non repudiation. Shao Zuhua proposed two digital
signatures based on factorization and discrete logarithm. Because of the introduction of multiple
exponential secret operations in the two signature protocols, the computation is large. Malhotram
proposed a new encryption scheme based on enhanced RSA and ElGamal, which is more efficient
than the existing encryption schemes. On their basis, this paper proposed an algorithm based on
the combination of enhanced RSA and ElGamal cryptosystems. The enhanced RSA cryptosystem is
based on Integer factorization problem (IFP), while ElGamal cryptosystem relies on discrete loga-
rithm problem (DLP). This model is based on the combination of IFP and DLP. On the basis of
solving the difficulties of two famous problems, it provides a very good computing speed for
asymmetric cryptographic systems. Compared with ElGamal and existing RSA ElGamal hybrid sys-
tems, this algorithm has higher throughput and shorter encryption time. The high security of the
new encryption algorithm is analyzed. Based on this model, a one-way hash function is introduced
and a corresponding digital signature scheme is proposed. The security of this signature scheme is
not only based on the difficulty of factorization and discrete logarithm, but also on the difficulty of
finding the inverse function. Its security is higher than that of the basic ElGamal digital signature
scheme.
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Figure 1. Algorithm flow chart
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