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Abstract

IoT devices are more vulnerable to attacks than personal hosts. The proliferation of IoT devices
has led to an increase in botnet attacks based on the IoT. In order to mitigate the threat from the
botnet of 10T devices, it is necessary to improve the efficiency and accuracy of traffic detection of
the traffic based botnet for I0T. The lightweight detection model method is tested and applied to
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the adaptive migration learning strategy to solve the concept drift problem of botnet traffic in the
heterogeneous Internet of Things and detect malicious traffic. The test of Mirai and Gafgyt botnet
traffic open data sets proves that the detection method can accurately identify botnet traffic by
two classifications.
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Table 1. The first model hides the layer structure
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Hidden Layer Architecture Param
1 32 3712
2 72 2376
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Table 2. The structure diagram of the second model
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Layer Outputshape Param
Convld (115, 64) 384
Convld_1 (115,32) 10272
Lstm (115,32) 8320
Lstm 1 (115, 16) 3136
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l:fort=123....T do

2: h = x(D):

3: end for

4.E=0:

S:form=1,23,...Mdo

6: fort=1.23...Tdo

7: if (b,!= h.(a,,))

8: break;

9: E=Eu(a,, b,):

10: end for

11:end for

12:wait one cycle

13:B= B(E)

14:end

Figure 1. Adaptive transfer learning policy flowchart
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Figure 2. Overall detection method diagram
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gafgyt combo 15,449
gafgyt junk 14,648
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Figure 3. DNN model training time and computer resource consumption
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Figure 4. CNN-LSTM model training time and computer resource consumption
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Figure 5. The first set of experimental models detects the accuracy
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