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Abstract

Most existing remote user authentication schemes suffer from inefficiencies and are therefore not
suitable for resource-constrained devices. In view of this, we propose a new efficient remote user
authentication protocol. The protocol uses elliptic curve cryptography and uses smart cards to
store long-term secret data. We verify and analyze the security of the protocol using the formal
verification tool ProVerif, BAN logic, and non-formal methods, respectively. The results show that
the new protocol is resistant to a variety of common attacks. A comparison with existing related
protocols shows that the new protocol also has performance advantages.
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Figure 1. The mobile client-server communication model
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2. EaHEIR
2.1. Hash eR#
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W
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AdVA (t)<e, e >0 02—/ MR, IR AN B8 H () BFR A PURESE .
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ERA AR Z, L, Kb p2—MEENERRE, abeZ, [34][35]. t4h, FERAME
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Table 1. Symbol description
=1 FFSULER

5 ik

U, i EEA s
ID, F P S5 B
PW, P4

S k%5 %%

sk, B 25 B8 AL
sC, FI e
SK¢ Sif Y
® FBUIRAE

I SEBRAE
h() A [ H () Hash 5%

3. FIRAR

fEic—ef, AR T — AN IIZISE & N BT R . A0 Rl AW B, )
BAALIR B, VMM BL . BERATAER BB R A BB . RflThy 1 (01" > 7 R EBHM T . a) xf
FIP 208 1D HEAFINEE, LAy S I 44 b) 6P (%5 1D BAREE (5 0 b, AT SEah A5
SEFIR AR o) 7ETT R, AR T E A AT HE R A R S B AT LB s
et

3.1. #sEHHER

R B, MRS & SEMAGRK A LS H LU L e A KA. S EME ML E, (ab) Lik#
—AHFR Y =X +ax+bE LA REZ, LR RES p. R5, MEBAEE, (ab) LikFE— P,
E-NMERRZ, FEE-DREBFHRE, b, {01 > {01, h:{01 —>{01". ST ¥
sk MEKIRRE,  pkg = sk - PRAABIK A, BJF, HR5H KA {E, (ab), p,P.h(-)} fEARLH A
S B%,

A

3.2. MM E

XA B, @ — AN AiEE, FHP U ST N SRS RS A S T

1) WREM. —AHPU ERREA OIS0 ID,, % PW MBS e e Z; . SF, U TF
SRR =h, (1D, || PW, || 3 ) F-4At 73 % 3K { 1D, RP } K% 45 IR 5545 -

2) WIEAERE . B, RSSAs S AT MR E P U, S 1D SR ME— . A AUE
A0, 5 CEMAH 1 1D AHIF, WS ERH RS —4 B, RS IR MBI
b.c eZ;, MU, BERE BRI KI5 o =h (1D, [ sk (1) #1 5 =RP @ o 2R
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=, JREHHEL I DID, = E, (1D, [l ) % 1D, . FJ5, SH5{ID,, o} FEANILERE, 44 {B,DID} 5
NERER SC, 1. SRJF R4 28I it e Al i R U B

3) MNERE . 7EUREIRAE R SC U, U, B2y, =a @h (1D, | PW, ) JEK A SC, .
BR, RATATAE S, {4, 7, DID, } 1 RER SR B RA71E & B R,

RN B TE ] 2 i

User U; Server S

select identity ID;,
password PW;
random number a; € Z;
RP; = h1(ID;||PW;||a;)

{ID;,RP;}

S

secure channel

select random number

bi,ci € Z;
o = h1(IDj||sks]|b;)
Bi=RP, ® a;
DIDZ' = Esks (1D1ch)
store {ID;, a;} in database
write {8;, DID;} in SC;
scy
secure channel
Yi = Qg 7] hl(IDiHPWi)
add {v;} in SC;

Figure 2. Registration phase
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FEARNTHR, FRATHVELI A P 10 8 A5 R4S B (KAE . 1] 3 T T IX AN B

1) BEBIER. MU, AR SR SC, FHM AR & 4 1D, M# Y PW, . SC, 5
a, =y@®h(ID||PW,), RR=h(ID ||PW [la),a =8 ®RP. i, ATHLSEEMAEMLGE, 87
WU TR B RIOUE, B e Rk S K B A TR ANE . 2 )5, SC ki —AMBENLEL Y, e Z; I
HHEHHQ M, 7, BQ=h(rlla)P. M,=Q+h(aIID;)-P, 7,=h(IDIQIM|le). S5, SC
Ri%% 5K (DID, M, 7, ) BIRS5#5 S.

2) AT PHMTINIE. 2RSSR R Bl R, RS H5 e @% DID, , AEIH MDD, A5
WD, R, B8 o, . Z)5, RERITEQ =M, —h (e | 1D))-P FEEE 7/ = h, (ID/ | QI M; | &)
A GRENIN o AR R ETIAMHSE, DB, BN, RSs 3k s AT A U B .

3) Rt EE Y. M5 S FE—AHINIE r, e Z; HFARBHF Qg = hy (rg [I5ks)-P FIMg =Qs +Q/ .
SRIG S S PSRBT SKS N SKS, =, (hy (1 115k )-Q 11D} ll ;) -

4) EHH PSS WEH S EFEABEHI ™ e Z, , BT B —FFEHIHE DID™, Hrf
DID™ = Ey (ID/11¢/™") - ¥ DID™ 3 ODID, = h, (SKS, ) ® DID™ JFi 5k A
7o =h, (1D} 1l &, | Qs I M | DID™) o $J5, S FIU, RIEMIR {5 £ (ODID,, Mg, 7 ) -

5) WAL B PIREE R & . EUREIRSSHS S MRS RS, U, 1@l Mg Rl Q k&

Qs =My —Q» REHINILZHEPISKS =h, (h(rlla) QNIDlle). HX, Uit

DID[™" = ODID, ®h, (SK, ) £ Hif1 &4, JFH DID™ #XDID, . i, U, it

74 =h, (1D [l 1 Q4 Il M || DID™ ) FFHRIEE 15 5B oo 1A 0 RENIAS, S8 b il
T, FPEE, P
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3.4. OSEMEL

FERB 220, B BN IH RS I AT ERAA EANIE, 285 RS54 SevF L P 2 et . U,
SRR R PW™ A ASHTHIBENL & € 2, AAJF ST RR™ = h, (1D, || PW™ || &™) -
B =, ®RR ®RP™ Fl ;" = 3™ @h, (1D, || PW™ ) . B, ERIFERIES (5,7} .

User U; Server S

insert smart card SC;
input ID;, PW;
a; =v7®dhy (ID1||PW1)
RP,' = hl(IDi”PWi”ai)
o = B ® RP;
select random number 7; € Zg
Qi = hi(rillai) - P
M; = Qi + hi(eu||ID;) - P
7 = ha(I1D;|Qil| M ||e;)
{DID;,M;,7;}
public channel
(ID}llc;) = Dsig (DID;)
Q; = Mq; — h1(a7;||ID§) - P
7} = ha(ID}]|Q] || M;]|oxs)
7! Zn
select random number rg, c}*% € Zj
Qs = hi(rsllsks) - P
Ms =Qs+Q;
SK{. = ha(h1(rslisks) - Qill1 Djlle:)
DID}*Y = Egp g (IDj]lcPe™)
ODID; = h3(SK§,) ® DIDpev
7s = ha(ID{||e[|Qs || Ms|| DID}Y)
{ODID;,Mg,rs}
public channel
Qs =Ms—Q;
SK§, = ha(ha(rilla:) - Q511 Difle:)
DIDP®* = ODID; & h3(5K51)
DID?*" <> DID;
74 = ha(ID; s | Q| Ms | DTDyew)
TG Lrg

Figure 3. Authentication and key exchange phase
3. INIER B AR L

4. REMSH

TEIX—Trp, FRATTH AR IE U 22 4% 23 B >RUE I ERAT T 75 58 AT AHRAR & Fh B ids, dn 2 gt 5 D 236 Mok |
CLAI 2 TR AR 8 IR G BB FI RS 28 O AR I M . RIS, AT Rk B A &g tt, wsh&E4
PERTHT )22 4. SRJ5, F-ATME FH Burrows-Abadi-Needham 1% 48 [38]2KA1E B BT 77 R AR HAAE . FRAITiE
FH KA T2 ProVerif [39]1E s 40T T AT B ) 22 4k

4.1. ERRUL ST

FATARIE T8 T HATHI T R RES . 2RIV BE R B, BT RN SR
TR LG BT i O Bl i A SRS TE A AT
411 ERMSEMATTEEY

FATH B ARRALECT JCiEFI 2 A il 7 d A — 7 Rk . REEREE, I 1D, 2255 4%
AL skg 1 RAFORY . FEARRISAE T, BT A TVEE IS E BRSNS SRS 7 1 1ID. T H,
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T RANHE 55 &5 AL, At TE A8 % DID, o 55— J7 T, FEPI A F B 218, A BfE 2 B {n,r,c
BEHLAL, HOBEERIANE . AL, FATRIER SO 3R At T B PR AN AT B

4.1.2. BLBEBMNBT

B —NF A BIR T — 5K R RIRAG TAEEE S50 By, DID; o BUFII H AR B4 ik
#a (1D, PW, ) XF o 7EFRATITT S, FRATEUH T8 fe < BRI 1 (1D, PW, ) X IR B A st 1
Ha =y, ©h (ID; || PW,) 135 o , ‘B S5 RETHIFRKIEL RS . AT, BFARIELIT 2 U5
RIS 2, WHRHEFESS e, hFEERE D, A PW, , HUnFALELEIE ID, Al PW, , fhsZif5 %] a )
FNR . X AECTF R ULE A T RER . BhAh, FEFRATHIEMNH, 1D, A1 PW, 1 ek, SR FR
PGS B, XN 7RIS . S —Jr T, BFANREIRS sy, ATLAANATREIE I % DID, 345 ID, »

4.13. EEBHHT

TEFRATI 75 SR, AN T LR INA A (4 [ A5 AL 1) Sk 447 FH P IR 525 2 18] — X £ DID, A1 DID™" 1) — %K
Yo 1HVER, AT DID RIUAHRL BEHT RAPEE oty RS 88 A RAFAR S, oo kAT s . B
fEYGEEFE AN W, FH P TS SR AT DATE B IS 1) 22 v P Jd i 50T 4 DID, 5 i 45 2% HL3)

4.1.4. BAMBARIE

BT A TSR] T RSS2 ske FIKEARREH, FEHIGGIWT T ASHIE ., A KA skg KIKA 1D, HA
ID, =D, (DID;) - A, AMNGERTF o5 FTEL AT HEE M ARREIQ o AR, B AT HEA:
K, =h, (hy(rs 1l sks)- Q111D 1 ;) -

415 BENSELEEHEERE

[RERCTAE A 2 P BB 1 B r , SRR RS Q =y (r 1 a)- P 5K
Qs =hy (1 llsky )-P o Fftont a Al skg —TEFTRI. ML, At RASEEGERE 2k 5. Wik, &
116y A LT AR 0 5 2 1 W 123 S

4.16. BHMEHPRE

TERATH S, JEEEHISKS, =h, (h(rs lskg)-h(rl1a)-PINID; || ) B TBENUE {1, v}, 7EAE
] 2 AR A AT — AR AR . thAh, REEEHUEANE AT EIE R L5, ST i TG
B E AT, Bk, A5 — A aif B R AL 2 1 R B AL

4.17. FEXAEREMH

T EATH I A8 PR SKS =h, (b (rs 1Isks)-hy (r11a)-PIIID; e ) » EAE AR TBEHL
{A {r,,rs} ¥ Diffie-Hellman S5 . AEATRCFIE by (1 115k )-hy (r; 11 ay)- P M) LA S AN T, I id
Q =h(rlla) PHQs=h(rsllsks)-P, & Diffie-Hellman il 8 (¥ fg. Ik, A7 20T LA 5E
AT 1e) DR 12
4.1.8. BRHE

TEFAII 7T e, BAVEFIBENUE {r, v } SRACEE it . RMERCFKE45 R {DID,, M, 7, } S 1l 31 il
S Lo MUK IEIETH R SKS, = hy (hy (s 1Isks )-hy(r lla)-PIIID, Il ) » BRAAIXS {a, sks, 0} —
Tk
4.2. BAN iZ483iEfR

BAN IZRAENIEYM T AL A o A T 2 AR AR o AEAT H, 3RATH] BAN 4R 1ES
UER] T R AR 55 2% 2 IR RAAIE . BAN 323 A (K — 2845 54048 2 Fros, B RPN an s 3 o
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Table 2. BAN logic symbol description
% 2. BAN iZ5E TS 1A

s X
PEX P #fE X
PaX P HE IS X INHE
P~ X P M & RIEEE X HHE
#X X A& BT
Pl= X P X X &
P«<>Q P fil Q 2 L s %40 K
P=Q P I Q ZIAI3E AL X
(X i K % X
Table 3. BAN logic rule description
5% 3. BAN iZ%B#1 |35 FR
Fric X Ak
) . Pl=Q«*—P,P<{X}
2 SO K
" : Pl X
Pl= X,PEQEX
R, R EQF X.PEQ)
Pl= X
R Nonce 56 iiEH8 1 PE#X).PEQRX
3 = " PEQEX
R 2 LT PE#HX)
s S FEE AU PE#(X,Y)
Pl=(X),P=(Y P=Ql=(X,Y
R, s E(X)PEl)  PEOE(Y)

PlE(X,Y) PEQEX

BAN #4573 b I ELAR AT 2«
W1 Ui—>S:<{IDi ) ,ri,Qi> .
SKs U oS

WHE2: S U, :<{IDi}SkS ,qS,QS> .

Ui
i EHE 2 4 H AR N
GOALL: U, |=U, &S

SK
GOAL2: U, |=S|U, <S

SK
GOAL3: S|=U, <>S
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GOAL4: S[2U, U, <>S
Hr IR AR E A -

Al:
A2:

A3:

A4:

A5:

Sk=#(r)
U, [=#(rs)
U =V, =5
SEU, =5

sK
U ES=U,=S

ERIE R T

S1:

S2:

S3:

S4.

S5:

S6:

S7:

S8:

S9:

ai
Ui=s

ik 1 T E S 4{{@}% QMU ;s}
fit4i A4, SLFIRL, WLIGEIS |2V, |~ {{IDi}SkS 1,Q, M, U, i\;s}

HR47 S2, AL FIR4, AHIS|=U, |= {{IDi}SkS 0L MU, ;s}

R4 SKS =h(h(rs Isks )-Q I 1D; [l e ) FTLMFE] S |2 U, |2 U, &S (GOAL4)

4% S3, Al F1R3, &ﬂ‘]ﬁmﬁﬁs|E{ri,Qi,{|Di}skS ,ui;s}

HE AT LIS 3] S |= U, Ss (GOALD3)

FRAEH B 2, WL, 4{{IDi}SK 06,05, M, U, ;s}

aj
U =5

4% S7, A4 FIRL, ATLAMREIU, =S |~ {{IDi}SK .G, Q. M,,U, és}

Hi#E S8, ALFIR4, HEIU, |=S|= {{IDi}SK .05, Q5. My, U, éis}

SK
S10: HEFEHHMIHEARXTRU, =S |EU, S (GOAL2)

S11: R4 S9, ALFIR3, WLAHHU, IE{VS,QS'{'Di}skS'UiQS}

S12: Ak, ﬂ%‘ﬁﬁwsuigs (GOAL1)

ERUE R FRAT T R R OR U, A S Z AR HLAAGE .

4.3. ProVerif e\ 4L I64F
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(* Dynamic ID-Based Authenticated Key Agreement Scheme *)

(* Channel Definition *)

free SCH:channel([private]. (* Secure channel between server and user *)
free CH:channel. (* Public channel between server and user *)

(*Private Terms*)

free IDi:bitstring [private]. (* User’s identifier *)
free PWi:bitstring [private]. (* User’s password *)
free SK: bitstring [private]. (* Shared session key *)

free sks:bitstring [private]. (* Secret key of server *)

(* Public Terms *)
const P:bitstring. (* Base point *)

(* Functions *)

fun CON(bitstring, bitstring):bitstring. (* Concatenation *)

fun SymEnc(bitstring, bitstring):bitstring. (* Symmetric encryption *)

fun HOne(bitstring):bitstring. (* One-input Hash *)

fun HTwo(bitstring, bitstring):bitstring. (* Two-input Hash *)

fun HThree(bitstring, bitstring, bitstring):bitstring. (* Three-input Hash *)

fun HFour(bitstring, bitstring, bitstring, bitstring):bitstring. (* Four-input Hash *)
fun HFive(bitstring, bitstring, bitstring, bitstring, bitstring):bitstring. (* Five-input Hash *)
fun XOR(bitstring, bitstring):bitstring. (* Exclusive OR *)

fun Mul(bitstring, bitstring):bitstring. (* EC point multiplication *)

fun SEncrypt(bitstring, bitstring): bitstring. (* Auxiliary *)

fun ADD(bitstring, bitstring):bitstring. (* Addition *)

(* Destructors *)
reduc forall m1:bitstring,
reduc forall m1:bitstring,

key:bitstring; SymDec(SymEnc(ml. key), key) = m1.
m2:bitstring; SeparateFirst(CON(m1, m2)) =ml.
m2:bitstring; SeparateSecond(CON(m1, m2)) = m2.
DXOR(XOR(m1, m2), m1) = m2.

ing; SubFun(ADD(m3,m4),m4) = m3.
m6:bitstring; SDecrypt(SEncrypt(m5, m6), m6) = m5.

reduc forall m1:bitstring,
reduc forall m1:bitstring,

reduc forall m3:bitstring,
reduc forall mS:bitstring,

(* Equations *)
equation forall ml:bitstring, m2:bitstring, m3:bitstring, m4:bitstring; Mul(ADD(m1, m2),
ADD(Mul(m3, P), Mul(m4, P))) = Mul(ADD(m3, m4), ADD(Mul(m1, P), Mul(m2, P))).

(* queries *)

(* query attacker (new bs). *) (* Uncomment when checking KSSTIA resistance *)

(* query attacker (new ascr). *) (* Uncomment when checking KSSTIA resistance *)

query attacker (SK). (* A query to check the secrecy of generated session key *)

query attacker (IDi).(* A query to check the strong anonymity of user *)

weaksecret PWi. (* A query to check the resistance against the offline password guessing
attack *)

query ml : bitstring, m2 : bitstring, m3: bitstring; inj-event(Server_Accepts_Key (m1, m2, m3))
==> inj-event (User_Initiates_Session (m1, m2, m3)).

query ml : bitstring, m2 : bitstring, m3: bitstring; inj-event (User_Accepts_Key (ml, m2,
m3))==> inj-event (Server_Responds_User (m1, m2, m3)).

(* Events *)

event User_Initiates_Session (bitstring, bitstring, bitstring).
event Server_Accepts_Key (bitstring, bitstring, bitstring).
event Server_Responds_User (bitstring, bitstring, bitstring).
event User_Accepts_Key (bitstring, bitstring, bitstring).

Figure 4. Source code of Proverif and verification results
[&l 4. Proverif TEIEAE&IGIELER

(*Server Process*)
let pS=

(*Registration Phase*)
new bi:bitstring;

new ci:bit: g;
new rs:bitstring;

new ci_new:bitstring;

in(SCH, (IDi:bitstring,RPi:bitstring));
let Alpha=HThree(IDi,sks,bi) in

let Beta=XOR(RPi,Alpha) in

let temp0O=CON(IDi,ci) in

let DIDi=SymEnc(temp0,sks) in
out(SCH,(Beta,DIDi));

(* Login and Authentication Phase *)
in(CH,(xDIDi:bitstring,xMi:bitstring,x Taui:bitstring));
let temp 1=SymDec(xDIDi,sks) in

let xI eparateFirst(temp1) in

let xci=SeparateSecond(templ) in

let xQi=SubFun(xMi,Mul(HTwo(Alpha,xIDi),P)) in
let xxTaui=HFour(xIDi,xQi,xMi,Alpha) in
if(xTaui=xxTaui) then

let Qs=Mul(HTwo(rs,sks),P) in
let Ms=ADD(Qs,xQi) in

let SKu_s=HThree(Mul(HTwo(rs,
out(CH, SEncrypt(SK, SKu_s)):
let temp2=CON(xIDi,ci_new) in
let DIDi_new=SymEnc(temp2,sks) in

let ODIDi=XOR(HOne(SKu_s),DIDi_new) in

let Taus=HFive(xIDi,Alpha,Qs,Ms,DIDi_new) in
event Server_Responds_User(DIDi_new,Ms,Taus);
out(CH,(ODIDi.Ms,Taus));

event Server_Accepts_Key(DIDi,xMi,xTaui);

0.

5),xQi).xIDi,Alpha) in

(* User Proce:
let pU=

(* Registration Phase *)

let RPi=HThree(IDi,PWi,ai) in
out(SCH,(IDi,RPi));
in(SCH,(Beta:bitstring, DIDi:bitstring));
let Gamma=XOR (ai, HTwo(IDi,PWi)) in

(* Login and Authentication Phase *)

let xai=XOR(Gamma,HTwo(IDi,PWi)) in

let xRPi=HThree(IDi,PWi,ai) in

let xAlpha=XOR(Beta,xRPi) in

let Qi=Mul(HTwo(ri,ai),P) in

let Mi=ADD(Qi,Mul(HTwo(xAlpha,IDi).P)) in

let Taui=HFour(IDi,Qi,Mi,xAlpha) in

event User_Initiates_Session(DIDi,Mi,Taui);
out(CH,(DIDi,Mi,Taui));

in(CH,(xODIDi:bitstring xMs:bitstring,x Taus:bitstring)):
let xQs=SubFun(xMs,Qi) in

let SKu_s=HThree(Mul(HTwo(ri,ai),xQs),IDi,xAlpha) in
out(CH,SEncrypt(SK.SKu_s)):

let xDIDi_new=XOR(xODIDi,HOne(SKu_s)) in

let xxTaus=HFive(IDi,xAlpha,xQs,xMs,xDIDi_new) in
if(xxTaus=xTaus) then

event User_Accepts_Key(xDIDi_new,xMs,xTaus);

0.

process
(('pS) | ('pU)) (** Comment in case of the perfect forward secrecy check*)
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Table 4. Security functionalities comparision
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