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Abstract

In the context of quantum computers, the polynomial time algorithm proposed by Peter Shor poses a
serious threat to the existing public-key cryptography, so post-quantum cryptography algorithms need
to be studied. Post-quantum cryptography algorithms can resist the threat of quantum computers, but
are vulnerable to side-channel attacks in practical applications. This paper analyzes the implementa-
tion of AKCN-MLWE algorithm on STM32F1 development board, and proposes a side-channel analysis
scheme combined with machine learning for the side-channel vulnerability point during message
decoding during the decryption process of the algorithm. Experiments show that PCA dimensionality
reduction is better than SOSD extraction of points of interest.
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& B ZAET/ATEM R BN, AR ZAEHPAHEN TSR, W RSA, ECC %5 RKZ£HT KRB
3 0 M R 5 HONT B RS A O MR, 8 AR Gt LA Do e e R N, DRl A SR N %
PSP AR X 2242 . {H Peter Shor T~ 1997 £E4R Y T —Fh 2 W M 5L 1], XAFIARIR TR, —HsE
M EFIFENEIL, XA MBS B, BUA A H B ARSI SZ 20 80 . HT XA RS2 H
PAKE i EALPEOR &, %S 2T — MR B UL R AP IR R % ag,  DUHKHT H a6 ™ IR i
BRI, B T B RS SR I W SR SRR HE ) E

JE BB EE R R HLE I ENLSGE R — AU EE, B AR P& % 55 5092 (Quantum-
Resistant Cryptography, QRC), -1 LUE#E] 2B, £E NIST T 2016 £ kL 5 &1 %5
VEESE, M5, P [E %15 2% 25 (Chinese Association for Cryptologic Research, CACR)tH /& it T ByAfE4E 7% 38 .
HRTHE )5 B B3 S R A2y UK (2], 702 TA% 4, 1 NTRU, BLISS; JETISA I,
Merkle Signature; = T-Zwi5H, W1 McEllice; T 278 & K, Wl Rainbow. H AT 5 & HSHT
eHENEE, SHNAD, BREBRIKER .

Jo AL DRI E o ENL B0, BRSNS 2 2GS E T . ngk, e
B EEAMEE ST T ESA 7% T/E. Kim 25315 FrodoKEM 7% (48 & I (R SE LT T {3
BT, I AT AR OB B ) R AR A, KSR AR, IR 5 B 5 HH . Pessl S5 [4 11 m
EGSFRAE BT B AR, DS BGEAUR, @I M Kyber 50920 NTT A8 Wik E %41, [RIBb$g il 1
=R S B AR A S T 2 1 777 . Huang S5[S]£ % NTRU Prime 8EMZS %500, A0 SEIISE 2 Fhsk
W7 AR THOCRE R M BRI AT B RE R M S M U, R EGE AR M R AR R
Z Ui Tei%. Ravi (651X RoundS. LAC A& %00 ByE ST | 8% 30y, ol Hbr o ind, @
T RAR VRIS AT I B ML R A5 B K %8« Chen 5[ 7] LA Kyber HE A, $&H T —FhAbHE 0 5 B T4
)RR JT 28, XTI IRAH B T 2 B EE AL G 751 AT L 24— 2 1) 1) ) CE

MUETE M L n] LS NS5 M6, BTG ssifmEE st oaf 72 TE, Xt
AN 77 4 445 Tt PR 2 R S TR 7 4 448 Tt PR 2 A SE IR AT Vi 22 BRI 7 BT R, EL AN Eleonora [81554RH 1 —
FHEET- BRI L R AT SRl (RIS A LA 57 ) T & SR SRR, {8 IRl 3l By 3 it i) B
EHAT T B R T AR SORALES 72 2 BTN FH B 5 B 1 2565 5% AKCN-MLWE (RIS TE 73 #r

2. BEEA
2.1. AKCN-MLWE &%

AKCN-MLWE & i [ 20 2 2 28 Ip ) Jo i 7 I Ak s v g N8 iRk EEe —, B8
FETHE LWE W5 B T35k BRI 5 H R R AU FE T LWE B AR 1A () 35 51 3t 255 A 41 hn %
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HI BRI A, FR 2 NAEXS FR % 4H H 1 (Asymmetric Key Consensus, AKC). %4k AKC REW 35 BhiE &
AR BRI R, IR b S a] DAFHS Bl B B0 A 1R A 25 85 BH B B R0 A SH I R A I ik A3 A, X el
I HAEH S H 1 AKC 77 Z RN AKCN . AKCN [ — A6 38 (1) 14 B8 JE 5 B2 0T BTk B 19 14 BE s A 57
FEAT LAFE R 2 1 S 50526 18 B PR RE S I 7t AKCN-MLWE #2442 T LWE fil AKCN )% £33 25 41
il B A H A F A i ) MLWE #E47 2G4k, A3 200 — M JSE 8. ok, BV )% 0 B 20
Sy EENURI AR T, A 8 R A T BORS gn A A AR A A I A AS AL, X A4S SR AR AR b S
7 fE .

AKCN-MLWE S INE SRR~ 5% 1 Fros, 85 %80 A o B AR R B R 1 p, FIH 2R %L Parse
R EL Sam AEMFERE Ao HTESHER T, AHM—WHRMT p, HRX MR AN, XA
DA 25 1 A B AN I A FH AR RE R 4 AH IR . S8 FHBEALE » VR A AR RO B F & 7y ey e, ARABSLIE
LHEE 5, 6 AT L u, v

Algorithm 1. CPA_ AKCN_MLWE Encryption Algorithm

Enc (pk, m, r)
E35% 1. CPA_ AKCN_MLWE MZBE X Enc (pk, m, r)

HIN: ANHpk, WX m, BEVLEL -
il e
1. t:= Decompress(t,dv)

2. A~ R = Parse(Sam(p))
3. (r.e.e,)~ B x Bl x B, :=CBD, (r)
4. 7= NTT(r)
S u=NIT" (4" oF)+e
. vi=NIT ' (NIT(t)o7)+e, +k

6

7. ¢, = Compress,(u,d,)
8 ¢, = Con(v,m,params)
9

.RETURN c¢=(c,|lc,)

MBS TR RS0 2 R, WBSC PR b A v, PR LB SLAB ek 0, P20 A o
4 poly_tomsg 5 VK 5 B SCIH S mo
Algorithm 2. CPA_ AKCN_MLWE Decryption Algorithm

Dec (sk, c)
B3 2. CPA_AKCN_MLWE #2358 5% Dec (sk, ¢)

N R sk, %3 e
. WIsCm

1. c>u,v

2. x=v—skxu

3. m:poly_tomsg(x)

AR L AR AN 5 3 R

(IS PSS VR SN G ) N i e o e L RN E Y I i 1) s S RPN e R G e} e SRS
R A FH 2> BOIR 85 8 7 R Im 8 SRR BN B A5 BB S ¢! T BN % 5 5 SRR B SO A A,
A AHAENR B 3 S ¢ WHRAARSILEEY] K, HAE, R BSOS BB A I =5 5.

3

I
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Algorithm 3. CCA_ AKCN_MLWE KEM Decapsulation
Dec (c, sk)
B35% 3. CCA_AKCN_MLWE_KEM fZ%32% Dec (c, sk)

N EX e

BN A sk=(sk'|| pk || H(pk)]| z)

it LW K

1. m':= AKCN _MLWE _CPAPKE.Dec(sk',c)

2. (K'r)=G(m'|| H(pk))

3. ¢'= AKCN _MLWE _CPAPKE.Enc(pk,m',r")
4.1f c=c' then

5. RETURN K:=H(K'|H(c))

6. else

7. RETURN K :=H(z| H(c))

8. end if
9. RETURN K

2.2. MHSES

TSR S BR IS Hh — A B A B L ER AT A AR BRI R B B A B S,
PR &A R FFRIREE. B SEPATEEEIEN Mg 2 MEE, FAMARENFE. |
WEER ST TR R, BPE). AAESE, IXLERDRMMEEE R . B n DAl s X e E IE S B, SRECE
By TR 43 BT 1) OSBRI 38 20 BT (P E 4% B -2 Kocher [9]7E Crypto96 L@t ffy: i %505 % #5 5L
bR AR BRI S (S S, PR U 2 250l % 5 B R Ak e S T8 4 #r

MUEE ST EZ MR, FEORERRED T BRI #EREAN . BEE s, K
A B AT St R B AR TR B, HARMY RN, 07 5 FE ) B 58 579 #fT(Simple Power Analysis, SPA).
7241 BE 7 M (Differential Power Analysis, DPA)- #H5¢ g & 73 #T(Correlation Power Analysis, CPA)FI = 2
5y Be &5 HT (Higher-Order DPA). —RSERE M RER T B EPIAI B KB A i . KEREL
PRI RE T, R P A8 BB S, HORE B DU A3 Ay vE e, (R B T X e A
Reb b B B KEME S . BRI R IERRE SIS . ReE o A S0 Bk ) BARSLHL =8 45 &
ok, HEE, MK EREE .

AR B iti [ 104 B AR A B T BEAUAE S, DR MG B0 B B mT R 2 B A I I 18 4 A
Jiike KR BGE A — MR HEMER, RIBGEE A DRSS B R & e MR, I HAg
X IX G WA BT, TRAEEIES . XNERZAETER Z LI, YR Le 5% Y 15 2% 18 7 #2 7T LA
RIAEA = FIAR B 4, T v] MR 2 5 ISR BB AH [F] 1) & A 48 o X8, Mot vl Ls g
AR B R B A5 B BT AT R 6 AR, 15 M BGE ¥ BRI e kAT RS AR DL I
L C S vy PSS A9 A0 PR R 28545 S5 0 S AL 1) P e gt e oK o
23. SRBAE

ZZRASE R RAERM N T WAL, HAEYME oG K, o Lo — 45N W s —
Hghm &, WEAFE=Z, 2008 RNE . BRIZMEHE. AR 2, B R s m8EEE R,
W EWo— R, WE AT R ITINDIRE . BEEUE 8T AR AN A 75 SRR, 22 2RSS
FOEMTHR BTG, X5 I BT BRI SR 73 A 1R 45
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Z RSN =R 2 MR EEN, REBEZ RWEaEEN, 4680E. kEMEE R =1
BRI N Z WO BT ISR BERRA MG TG FEE R, W2 TR e R wE
2 T R IRES, (MG R 038 0 WUE BRI 2 b 5] NFEG IR, R B o A
MREERVEE, XTI EE R+ B3, W A BOE R EHE ReLU, sigmoid, tanh, softmax
farey
3. MSERESS =7 Hh
3.1. AKCN-MLWE R R

AKCN-MLWE 5032 UG 8 a5 s 2 — R E i FE N s — D SRR, fRasd FEanss — Ay p iy
2 fise fREEREHE S c HEHZ I x, R85 IEE I B R AL poly_tomsg Yk E IS B m.

RIS R poly_tomsg 2T x MR REL x[k](ke[0,255]) %% e Ayt R B AL msglil[f]
(i€[0,31],7€[0,7]), MMERK T —A msg JHEAL, poly tomsg BREUN T 5Hik 4 Fios.

Algorithm 4. poly_tomsg
&% 4. poly_tomsg

void poly tomsg(unsigned char msg[32], const poly *x)

uintl6_t t[256];
int i,j;
for(i=0;i<AKCN_SYMBYTES;i++)
{

msg[i] =0;

for(j=0:j<8:j++)

t[1*8+j]=(((freeze(x->coeffs[ 8 *i+j])<<1)+AKCN_Q/2)/AKCN_Q) & 1;
msg[i] |= t[i*8+]] <<j;
}
}
}

ZERBIMA A Z I x, B 256 DAY, WHTEE msg 8 32 7. ERECT, R msg T
FAERAIIATT 0, ¥ x BIEE REL x[K](ke[0,255DIKIREEAR A ¢, IR JG BEHT T msg[H05E j Ar . IXHE,
BT msg[i)(ie[0,31])IE 2RI j, BRRTERT— 0, IXFERREEN) — .22 57 7] LUOd L r 45 38
R £ o

St W I S R B I AR AR R e, Il AT DO AR AR AR AR 5 A R A R
ek, X RORE B AT LU A R s AR N RS, B BRI 45— MO0, T
PR AT, Bl i 2 H AR R A RGBT R m, KR RS m A RIS, ATRUKER
S EY . AR, WEREIYISCHE m 5, WRAEH PR S 3 B BRI =S

3.2. MESHT

B BT BRI R T RS S s, RIS R . LRI G T EH L
AKCN-MLWE 552 % SHUE STM32F1 FFRMR ERBl, ZHFEBCRH ARM A A1) Cortex M3
W%, 4% Inspector MMEE LG\ XYZ LAEGH Lecory610Zi /i #5 RAEHZBATH M AEE(E R .
T OB AE S RARGES T ) RS M B e B R, AR BEAR LA 1.25GSam/ AP HRAE Ui B, RAE
PR an ~IE 1R,
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Figure 1. AKCN-MLWE algorithm power traces
& 1. AKCN-MLWE B xgEEhzk

REERER LRI, Oy R BRARNE S, R W A r itk B2 (5 05, 7 5434 STM32F1 JT AR
Rt Fr, SRE RS SR RO B, K AR SR sh B2 Ay B HEAT REB R, TR URAE R
RS 5589, 2 Ja SeSKR T .

T ERSEI R, SEXT IR (1 e B h e BEAT M EE S . SOSD A& — iy ¥tk s 7 #r Uik, Jid
THS P HREE I (B REAE I BE e M/ A RERE M Z2 5%, SEUGR SOSD J5iont REREHEAT M 70 #7, 1%
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Figure 2. AKCN-MLWE algorithm electromagnetic leak detection
2. AKCN-MLWE &£ F gt ie )

ME 2 el LESR] 8 NMHEMRE, XN EE m KB — D7, FANRIERR— M E
SFH AR 31 N EIRE R EE o AT ES T A R 45 8, RS T R T VE S A R A N T
59 AT .

4. RENGH 5018
4.1. SCIOHREV R BiE

ASAEHI 2 J2 AN G BRIE T Keras $58E, WF 1% 3 Pon, G&WARE, REZMmEE. @A
NEEZANRAR BB RINZ, felBdE 4t SOSD B PCA AbHJS/E MBI o Fajel 2 /& 2 A 2
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A0Sy, B ERGRE A E M FEA I E T, ¥ 32 4, BEHBEUE KL Leaky Relu, AR
RE NAELL IR & . Leaky Relu PREUAT LA Relu BRETE x < 0 B I Dead Relu L% . Hi 265 8
AHETE, BN T )\ASEERFAL, 8 sigmoid 0TS 2R BCK S B BR B AE 0 B 1 [YE

input layer hidden layer output layer

Figure 3. Multilayer perceptron basic model

3. ZRRBAMBEKRER

A8 55 58 7 PO TR (0 Ve g A e BR AR S IR Hd , ERAE 80,000 2%, MR — R BEIEHIZAT 90,000
MREA R, AN SRR REAE R . BT RE R RS B A BRI R, /R B S E R S
A REREAT 7P T RIS o $8 e {5 MR LU Y AR B 75 O (IR DB SR A5 00 5% {3 Inpsector 1 £ %) BEE ih £k ik
ATAREEBALFE,  FEXS PEIE B H AT B A0 TR Ab B . i T REE e A Bah T UK, /B HEAT KB
XI5, BRI GE/NXT TS IO T, CLIK RS UT R A0 5 R0CR, X555 IR HE7 eI I 2 41 14 4 i
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Figure 4. Static alignment of partial trace curves

4. BSIT RRIER S RE L

FERE 55 I I RE s e 45y HS 18 2, BT /R8T R . AKCN-MLWE fi# % Bk 1)1 S AR A0 72
I 32 RAEHAR AR E WIS 32 M1, AT RS REAHE, Rt ses dexs o — AN 5 gk 47
WGk, AR 31 AT 0 RAAH F 77

TEFRASNT IR G MBEIE AR T, NI RLEE 2000 NMEA T . A EBEFEH SR, — ek
AR H WA S R, 75— RS R R A 2 B AR ) 3 R RE (5 5, (RS B AL
FE I, HROENRETTERMAE RS . KR ELRPOGE &, WRLRRHE S, &l etz
78 UK AL BAE i A5 I S0 25080 o A IR O R 2K 7778 SOSD (sum of squared distance),
SOST (sum of squared t-test), PCA (Principal Component Analysis)Z5. SOSD 7E5% ~Firh & 4Hid, it
ANFER . SOST i FH et 24 N H 1431 72 # Welch’s t test, 5 F AN K/NRIT 22 B AT BEAS A 4R A O 2
EABSERFIMER . $REOGER fUSEPR PR — AN E4EIEHE, PCA g —FiFR4E i, B kAR e it 7y
ZESE MR O TEAZ R EHE B, P PR EE ORI &k 4k, PCA BRAEEVE 2 OUEE A 2 N A, 720
EIED T A AN RRCR . LI HIRH] T SOST A1 PCA WA 7 i AL B AL -
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FHRIR, RE

4.2. KR STHT

fEF] SOSD ALFEEHIN , DB i) KOS S 6 BE 73 B DI AT R 3 WSR2 o Xl e MR D 2 3L
KEEER LK, B SBOLE R FR G, MR BR L & FEOT R T ZRE N R R,
HRCRAR, WA SR e xbtl, Wi 5 Bos, BXE AN BRI, BGRRCR R A2, (HAE
SKPRrp IR ZE FE R AR, R, SR BN i B B E Y 0.1, MRS AN EON 170 1, fEXE A
TP TT 25 675 e A -
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Figure 5. Attack effect of SOSD
[ 5. SOSD AR HHR

] PCA FRAEAEEECARIN,  E pl o B Mo BE 5 AR H oG8 . Wi 1A 6 B, o B b
I, Bl RCRAKEAR, B E R AU n, ol iih R Aettm, JRIRGCNRE, BB HEN 512
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Figure 6. Attack effect of PCA
6. PCA FREEHR

5. 45RiE

RIS § e TR AKCN-MLWE KIS EMESS =, B0z ss midg i 17— Mg &l
an o I MMEIE M %8 . 4E STM32F1 JF R _ESEEL T AKCN-MLWE 583%, £ 3HX A BARSCHL St 1
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55 B R SR R

EHEWH
P9 BRI BB E 52 2021ZYDO0011).

Sk

[1]  Shor, P.W. (1999) Polynomial-Time Algorithms for Prime Factorization and Discrete Logarithms on a Quantum Com-
puter. SIAM Review, 41, 303-332. https://doi.org/10.1137/S0036144598347011

[2] Kumar, R. (2019) A Survey on Post-Quantum Cryptography for Constrained Devices. International Journal of Applied
Engineering Research, 14,2608-2615.

[3] Kim, S. and Hong, S. (2018) Single Trace Analysis on Constant Time CDT Sampler and Its Countermeasure. Applied
Sciences, 8, 1809. https://doi.org/10.3390/app8101809

[4] Pessl, P. and Primas, R. (2019) More Practical Single-Trace Attacks on the Number Theoretic Transform. In: Schwabe
P. and Thériault, N., Eds., Progress in Cryptology-LATINCRYPT 2019, LATINCRYPT 2019, Lecture Notes in Com-
puter Science, Springer, Cham. https://doi.org/10.1007/978-3-030-30530-7_7

[S] Huang, W.-L., Chen, J.-P. and Yang, B.-Y. (2020) Power Analysis on NTRU Prime. IACR Transactions on Crypto-
graphic Hardware and Embedded Systems, 2020, 123-151. https://doi.org/10.46586/tches.v2020.i1.123-151

[6] Ravi, P., Roy, S.S., Chattopadhyay, A. and Bhasin, S. (2020) Generic Side-Channel Attacks on CCA-Secure Lat-
tice-Based PKE and KEMS. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2020, 307-335.
https://doi.org/10.46586/tches.v2020.i3.307-335

[71 Shen, M., Cheng, C., Zhang, X., Guo, Q. and Jiang, T. (2023) Find the Bad Apples: An Efficient Method for Perfect
Key Recovery under Imperfect SCA Oracles—A Case Study of Kyber. JACR Transactions on Cryptographic Hard-
ware and Embedded Systems, 2023, 89-112. https://doi.org/10.46586/tches.v2023.i11.89-112

[8] Cagli, E., Dumas, C. and Prouff, E. (2017) Convolutional Neural Networks with Data Augmentation against Jit-
ter-Based Countermeasures. In: Fischer, W. and Homma, N., Eds., Cryptographic Hardware and Embedded Sys-
tems-CHES 2017, CHES 2017, Lecture Notes in Computer Science, Springer, Cham.
https://doi.org/10.1007/978-3-319-66787-4 3

[91 Kocher, P.C. (1996) Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other Systems. In: Kob-
litz, N., Ed., Advances in Cryptology-CRYPTO’96, CRYPTO 1996, Lecture Notes in Computer Science, Springer, Ber-
lin, Heidelberg. https://doi.org/10.1007/3-540-68697-5_9

[10] Chari, S., Rao, J.R. and Rohatgi, P. (2003) Template Attacks. In: Kaliski, B.S., Kog, C.K., and Paar, C., Eds., Crypto-

graphic Hardware and Embedded Systems-CHES 2002, CHES 2002, Lecture Notes in Computer Science, Springer, Ber-
lin, Heidelberg. https://doi.org/10.1007/3-540-36400-5_3

DOI: 10.12677/aam.2023.124146 1437 IR Esid


https://doi.org/10.12677/aam.2023.124146
https://doi.org/10.1137/S0036144598347011
https://doi.org/10.3390/app8101809
https://doi.org/10.1007/978-3-030-30530-7_7
https://doi.org/10.46586/tches.v2020.i1.123-151
https://doi.org/10.46586/tches.v2020.i3.307-335
https://doi.org/10.46586/tches.v2023.i1.89-112
https://doi.org/10.1007/978-3-319-66787-4_3
https://doi.org/10.1007/3-540-68697-5_9
https://doi.org/10.1007/3-540-36400-5_3

	基于MLP的AKCN_MLWE算法侧信道分析
	摘  要
	关键词
	MLP-Based AKCN_MLWE Algorithm Side Channel Analysis
	Abstract
	Keywords
	1. 引言
	2. 背景知识
	2.1. AKCN-MLWE算法
	2.2. 侧信道分析
	2.3. 多层感知器

	3. 侧信道脆弱点分析
	3.1. AKCN-MLWE算法脆弱点
	3.2. 泄露分析

	4. 模型设计与实验
	4.1. 实验模型及数据
	4.2. 实验分析

	5. 结束语
	基金项目
	参考文献

