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Abstract

In a side-channel attack, the goal of any defensive countermeasure is to reduce the energy con-
sumption in relation to the median value of the cryptographic algorithm performed by the device.
Masking schemes achieve this goal by randomizing the intermediate values processed by crypto-
graphic devices. The Sbox out-of-order scheme randomizes the corresponding energy leakage
time of each intermediate value by making the execution order of Sboxes in the execution process
of the cryptographic algorithm. For these two kinds of defense countermeasures, the current
learning-based side channel attack model generally uses multi-layer perceptron, convolutional
neural network and cyclic neural network. This paper proposes a learning attack model VITSCA
based on Vision Transformer (ViT) model in the field of computer vision. VITSCA model is mainly
fine-tuned for the self-attention mechanism. By introducing a weight vector to record the input
sample weight instead of using the combination of query vector and key-value pair, it is more
conducive for the attack model to screen out more useful information from a large number of
trace samples for attack. VITSCA model can reduce the time of model training and improve the
accuracy of the model, and can effectively attack the data set after masking scheme and Sbox
out-of-order.
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HIEIAAEAR R & IS T 2 AR TR AE . BiARS . MR WRESBURE R . @R A X 2
(AL A B B HEAT S AT T ERON B B . Re 20 AT 8 TS B BGhE I — s WBGH 7%,
A BRI T BUE RO AR E RS . Kocher [117E LT AIME & KIJ99 gt T iR HSIE L.
X T DA 73 A B VB DR B e RARSS By R o IS T8 M i & 3 0 0 & Al i 2 2l B E R
PRk

AE B BT AL T B BE B 4 AT (SPA, Simple Power Analysis) [2]. Z 43R & 2 HT(DPA, Differential Power
Analysis) [3]5F. BEE P HTIR A0 A 2 I RG2S . A5 S R 70 i B & AR Bt (TA, Template
Attack) [4]. FENLEH(SA, Stochastic Attack) [5]. A% HIRERE M+, K& A5 B AR &M E 1K
R 2%, A8 2 J0 IR 70 A 0t g B0 i g B B B B v (RS, i 2858 FH X P AR AR ) 85 AH gk 4T

X T # R R A SE IR, R T RIE SRS AR SIS 2 Dh B iy, B S R FERD AR [6) A0
LT HIAR[7], S5 —Fh 2 B AR (8]0 25 AR 2 1Y) R 5 Y FEAR A T SV A T e 1 v e A 38 A Ok v )
B, RS EARMGEL BN R Z A AT “HEa8 7, AT U0 WU A 1A 5 e 5 6 2 TR B AH oG
RIS B B7 A NS TE B

T AR B A LA 52 S R R e, &P 5 2] AR 48 I 28 ) 2 (1) s RO B, 4 2% T enn (1))
FEAERA ., BT mlp FMEESGEBRSE . A SCE MR E AR S SEl PR AR HET
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2.1. SEIMBFRAEAES)

BN FRAE[9] 08 44 BAT N bR o & & — P RS i 559, v DLEE & Fh - & 1 ot sl .
IR VT G0 8AE. Wik, T2 2R, B —MRAEWS JIE%. AES Fik
PR 58 B SO/ H K FE A 128 bits, 125 K FERI 4330 128 1924 256 bits, It AES 5 =MiA<: AES-128.
AES-192. AES-256, AN HHEREEST 7N 104 12, 14, WRE 1 Fos.

Table 1. Relationship between AES algorithm’s grouping, key length and encryption rounds
1. AES BZEMDE . BRKEMMERLENXR

K T K

AES (32 LLiFT) (32 D7 FeE ) I
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

AES % B A& FE N3 A B SO R S AT 3 — AN BN, 2 )5 %58 AES BT INE ML, M
AT INRERE. B8 4 MEMEH PR 778 H(SubBytes). 177 (ShiftRows). FVRIE
(MixColumns). ¥ %8 ln(AddRoundKey). FEAN 50 BARM R .

1) FATEH(SubBytes): I AEL M B s H(S &) ICREA T B e B L) T

2) AT FEAI(ShiftRows): FFEFAT LLFHT R — A PALEEAT I A AL

3) FliRiEMixColumns): 2RI AT F AL Ji5 IR B 3fe— /] 5 i B4 31— ANV HE P

4) % HM(AddRoundKey): FEFERRE— ST 5 IRIEIR 0 T % H i R BUE H

FAE WL AES Fk AR R AT AL T, AR MR AROR A, DR A K 22 BT RE I R AR R A A
ZA R RIS LL K sbox BiL BB HE A2 ERT M AL L B T

2.2. SBOX ELEMMES R
I TT R — AN “HE8 7 BN UEE T A TiERBOZHER), E5HFRERE, SEMEHHE
TIE TR DI - FEAD A% O AR AU ' X BN EN d +1 40 My, M, » Hiie My *-xM, =X

BRI BEE S * (10 x 530 BOIIE). SR M, M, CHEFD) NBERURITT M, (HERYAS Rl it
My My =x, S8 ERRRIETIMN S LTI (245745 M A6 R (0 T AR, o B
WA d + 1 Bl

FLIFAS U (0 05t 1 e ELAT AR TR 0I5 A BEHLEC R 2 8 74T
IR A A SRR o BUF A RIS X (5 B 045 F 1 AR R S 5,08, . 1
RIS, ILAFRE i SR X O BIERORA . Bk, X EB IR R A T
(o FLRFRLFRETAL, SRR MR (R T, AN, B0 TARA RN, LR BB A

PE B ) A ZARAT 2 o T A & SR (AN HL B SR, 0 L — B RS T LR RA B, BT
L= ERIEVE R ALY 5 — s i &
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Figure 1. One-dimensional convolution and pooling
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Dosovitskiy 55 A\ [12]2& T Transformer BRI $EH VIT, MARYLETHEAUL B STR R B AT, W51 Ak 2 il
FIRF R . VIT #RE 2 Fror.

Vision Transformer (ViT) Transformer Encoder
L x
MLP (+)
Head T
Transformer Encoder Norm

Multi-Head
Attention

L B DS 000 ODD

*Extra learnable
Linear Projection of Flattened Patches

[class] embedding

SEE = L 1T |,,|,__|
ﬁ%—’ o e I T A
=, = Lo Embedded \

Patches

Figure 2. Vision transformer model
[& 2. Vision Transformer & #Y

ViT #RBFELEN FIR3F T Transformer ) Decoder #i%r, HARE T Encoder. fEZmAdR)(LEA4H %
Embedded Patches), ViT & 5%t — NEH X404 n * n ANE E K/NR patch Bi N, AR5 75 B 5F 4 —A4> patch
PR B SEBR TR SR ) — N EFE(E A — A layer 20T HBUE, B H—NMERZEEE). VITEH 785
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Figure 3. VITSCA model
3. VITSCA #&#

3.1. AR

REEAEAAE R BRI, RN JE X FEA AP AL BE,  $2 ik B o0 R A TR R K
NERM—4E6R)Z, — 4GB B FEA K — A CPU I BRAE I 4a oy — MR, HiZBREN
SRR T BRASEERE, G802 ML B I RERE S BT XA G, XE SRS LU Sbox BLFF Mk
B PR AR -

3.2. FEEAHE

LC NGl 5, BEEATHER gD, (AR TR VIT BEAUE B . 7EbriE VIT A,
i NKJ5 T Patch Embedding #5fi | Position Embedding A5  HVF: & 14w B 35 7048 F — 4> 160 1)
&2 Q M—MEEXN LG KV) T VIT BAUE MUY i N 550 I ARAHE, DLES N N 2 B =i,
A R EHAR AT INGR, 192U ISR s B RS 7 (8 A AU HE FE cls_token (B4 fl H.
[E] 78 ) XN P ST SR R S, T O B REAR AT AU o cls_token RNFEAMIRLE, BEKX
INFORFEARE AR, MR EEARMBUE R, JEEZEREARIBUEDN . XA IR SRR AT Sbox &L I
HAR . T gmiDa A X St cls_token 3 & W1 F A

Self_Attention (Q*K )= f (softmax [ ngK * X D )
cls_token = Dense (Self_Attention (0*K )) )

AR(D)F: self attention RN HIEEALH] FE K E ., Hofih X N EER VLSRN Y, ©
KU LC ZEfa, HIEWU N K. T Q N cls token BB K, I H. self attention BR% % HAE AN T —%
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\/1_ MONAETRUA T, 2RBE AR S IS, H2 8 softmax bR EGHE AL R A B

FEA (B K)o -

X 8. 1 SR XA, W] LA AR e % {5 o BB R B 8L K45 — )2 multiply Dropout

Dense J=. f BRE AT A R AU & e ) ATSE 7Y ik g

A2 H:cls_token 23 Dense J& HU4 , K5 H WU N A cls_token 4EE JGE N T —#21) O.cls_token
MR — ANERJTIMBUT 51, I 2 A0 53 K45 BORAAAE — AN E KA 8 AR TG .
St Z EHIER J118 324 cls_token, XTFTA cls_token fH~F3, w8 i EAR o

FEANE R BRAE £ RE0h, RIS IS O T B ML ) 2 S K BT Sk (s B ERE
R R BB AR VT P 5258 70 i hiRiR), FAHIE Dense BN cls_token JK/NH ][
FEE, 15 BFIE R 12 kKN cls_token ZEFEF 4. bR

1) VER SRS e FIAK B R = k8, P LU PR B 52 2% 2 (T B JC AR AR o

2) XML I T ITH ARG R, 2R,

3) MR 2% BT Sk BN = M 4R UE

SR IWIE, RIS S A, R DU s A RN, DUEE A B R AT
ko ERDmILR /A S, AR USRI TR BRI AR IEA & 720, DI AR EHdE
BT 2], RBEE AR R AT Mt .

33. #EE

B s i 2t A PR A RO ARXQ), K AR BSR4 T
cls_token TRAF T FEAME (VB AW HTHRHIE), WHMCAHREBHEAN . HRBEIT N =ENRES, F
HAXE % — 2 dense Z A1 Dropout JZ. 43382 & ft — BN 256.

4. W SERIH
4.1, TRFEREIE

SEEGIAEL NIEE T 4 Bt NVIDIA GeForce RTX 2080 Ti GPU K25 %%, Frfld %3 TensorFlow2.0
o, HAECRIR AT AT BRI ZR LA R S TE Bk

4 1 X H DPAcontest [E FRI{Z1E KFEN DPA_contestvd 2. ZHHE HA sbox &L B 47 AL s AL
Bt . iZ5EAE AtmelATMega-163 &g L LI AES-256 s28, HHiZ A4 80,000 2568k, K 16 Ff
AR, AN A 5000 MREE, FEKREIEFEA K /NN 1,704,402, DPA_contestv4_2 K F IR 47
55 Sbox ELFAHZE G AR o 1% EHE 77 SO AR BB BEAT BE i, ELSINELP R 518U J7 0
X AES BUERIE R 5E TR 16 N ELME S SRR AT T HEATBENLALORY, 3E I A% 75 TR 2% RE
S AR S mEEEMER T AEME . HTHARSR, RREXEEANFEABITEGE, R Rt X
FIFEARB T . s SN X, BEHE0D m, BRile, s &Y, XHim,, BEWc, S SN\ SHHAAEMFE 78, &
FEEE A C N (X, @)@ (m, ®@m,,, ), m M m,  RFHER, Hm &5 m AT 4SS Z 5 L)
55, 60,000 ZREZEAENIIZREE, 20,000 FREZEAE NIGTIELE

¥4 2 {# /| ASCAD SCA Database $2{iEf) ASCAD, Z¥¥E B ALY i . ASCAD H 50,000 5%
WIZREEAT 10,000 B SR AL, FEAFAEEELE 700 FEA R, FEA B AES 55— #1258 = Sbox fil
HEERREFEE R . (TEEE 1 o p, SEFIOCIINEE 1 DN REE 2 AN RS2 2R (R,  HIRT 2
AFATHIHERD A 0, HA 14 NEHT TR S ZFEHLI) .
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Standaert 55 A [13 145 H {0538 Sk wh A9 e 4 2 45 A2 1l 2 S0 ARG o AR SR R 0 40 1 o 2 0
fabr. SRR IR ERE DTN, TR PEE TE IR P o BB sbyte 19T
WA, AT E A BRI SR TR A s, RVRSERERE IS, AU SR A < F
T 00 e TR RO RE R (— A O MU , BRI 7 3 015 20 AR 200 DI 7 S A IS 2 0 e AT T AT
BEFPHRR, SO, AR B R . SRR a2 3K 3):
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4.3.1. #IEEE DPA_contestv4 2 BYSCIE 4

AICKEET VIT MG ERE 53T MLP. — 48R B AT T A Bk =N I s
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SR W BRIENI AT A 1 E — SR 25, 2 2 IR AN 38 W 2 R g Rl = 80, R/ VAT
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B E LR, FEHEGHESHT RS, e s: MEIMma. NrtirSmes. ML
A, ASCRAUE AR BENL TS . S H TR 0 H R S 50 S P BUE T A A, E
MHESHNGAN AT ERR, SRIFIEATRRI S, MR PR 5 24 T 96 E 42 S ARSI, s 1
FF AR

f-T DPA_contestvd 2 REMMFEA S H K, Rk R — /N FERZ/NE R AE T —4 S &)
TEERERE, FIF S SMBEFERURR TS E NN . EE A FEAM S T SR KR FEANUR B T 47 5
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Figure 4. Average guess entropy of MLP, CNN and VITSCA sum on DPA_contestv4 2
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