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Abstract

Substitution boxes (S-boxes) as the only nonlinear component in block ciphers algo-
rithm, the quality of its properties is crucial to the security of cryptographic algorithm-
s. In order to measure the properties of S-boxes to resist differential cryptography
attacks, Nyberg proposed the concept of differential uniformity at the European Cryp-
tography Annual Conference. The lower the differential uniformity of F' is, the better
the differential cryptographic properties of S-boxes have. Therefore, finding a function
with low differential uniformity to construct S-boxes has become a hot topic in the
field of cryptography research today. Power functions with low differential uniformi-
ty are often used as alternative functions for S-boxes design because of their special
algebraic structure and low hardware consumption. In this paper, we study a class of

power functions F(z) = 2" 5

over F3., where n is an even. Then, by considering the
number of solutions on the quadratic equation over finite field with odd characteristic,
the upper bound of the differential uniformity is determined. The results show that

F' is a function with differential uniformity no more than 9.
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F RN F, B A GRIMS, W F KT a e F, W25 E A
D,F(x) = F(x +a) — F(z), *ME& z € F,.

SHER a,b € F,, 4
Sp(a,b) = [{z € F,: F(z +a) — F(z) = b},

Horp |S| RES S AL HIEE S hnRIAMEL & X
Ap =max {§p(a,b) : a € F,,be F,}

N F 25550

KRR, 5 Ap = 1, WIFRIZER BN 524 R M3 (PN R0 [4); % Ap = 2, WIFRIZR BN L
T5e 4 AR R (APN BB [5]. 225051 Ap IME 15 240 B0 4 T S B A1 55, Ap (IMEEI, T
FF FL VT (0 25 0 R Ge 4 2% 40 25 T 0k (0 B 7 st R . T LAZE S R F b, R S & as g
B BN BT AR I 22 40 B ST JBE . 25 43 W9 ST B AR 3500 2, LA Vi, SR ER i, 32 9 i 25 T th AT %
J R R R T R R Y ARG, T D LA A 25 40455 1) R K ok L SR b S L X
A 22 40 T SR BRI ST A T W04 () — A B U, B W 528 S0k [6-16) 25 W F, BIIR RS
F(z) = o, Hh d RIEBE, IR o e F; HbeF,, BHWIE 0p(a,b) = 6p(1,b/a?).

A, 4 Flz) = 275 NERE F FIORERS, Kb n AEEL A 0 RHIEE BTL
" =1 (mod 4), Bl 3" = 4k + 1 X F L IEBE k lor. E—0, 5 k2% k=0 (mod 3), N
FR—A 3% 1 ¥, B0 F & Fa [ I0E .

SRR EI T, B AN E T BT, B A TR F = 2 5 ESY
SR S U MG 4L

2. EAhEmR

X ER gy, BAI A PRI ) — R AR R 33 R AR AT BRI — 5 REAR (2, X0 R A5 R
FRIIE B A&+ 73 EL .

L n N Fpn EEIZREFE, B, MHTRE 2 € Fpn, B
1, &z VFh,
nz)=xz 2 =¢ 0, Hz=0,
-1, #z=AETFIL.

N HEFAIN 3 BRI, B C A C_y 29l ON Ty, EF 5 e AR 7 Je IR & 0 [
B (,5) BUNEECij={r eFpu\{1,-1} 1z € Ciyz+ 1 €C;} MEH, H i, j e {1,-1}.
DLUR B BRI F 0 2ZE 5 5 B B WL S .
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SIEB1. [17] & f(2) = agz? + a1 + ag € Fpu[z], HH p AR H as # 0. 2 A = a? — 4agas
R ZUOTRE f(x) = 0 By )

0, #A
e €Fp: flz) =0} ={ 1, #A
2, #A

37 "
3. F(z) =a 2 7&F3n EMEDWHISE, H n 2BH
A, AT F =251, ik, JATRG 255 18 T 1 22 73 75 R AR IS4

3" —7

(z+ 1) — 2" =, (1)

Forb b€ Fyo. S48 BUA n 1B BT, d = 2T RA%

Pr=0,—-10,H (1) Xa/Hb=1. FHMRE x(x+1) #0 H z € Fs.. RJ57E (1) XPHL[F RS
P 23 (x + 1)° A1
b(x® + %) — n(x + )2 + n(z)(x +1)* = 0.

EERTREF At =23 Ml x(z+1) A0 ATH Lt +1) #0, &

bt? + (b —n(t + 1) + n(t))t +n(t) = 0. 2)

NG FIZEDEE, RATE LB RE 2 b e T B (2) AL
3|32, ¥ Flz) =2 7 H n 5% WXHEEN b e Fy,

67(1,0) =0, 6p(1,1) <9 H 6x(1,—1) < 6.

HERR FTHERATRYE n(—1) = 1 (KA n ZEE) K b FHUE RIE 1% 5] 3.

(1) Wb =0, WAy i,7 & BHER (2) XL TGN, Kt e ¢ ; H
i, €{-1,1}.

(11) te Cl,l UC,L,l. EE (2) ﬁﬁ

K5 tt+1) #0FJE, Bl Eq.(2) 7 C1., UC_y_y MR
(12) t e C_1,1 Ucl,—l- EE (2) :—Etﬁ

n(t)(1 1) = 0. 3)

BRIt +1) £ 0, il nt) # 0. 4 3) XRAEMUHAMN S 1 -t =0, 8t = 1. XHA
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7](—1) =1, Fﬁu\ n(t + ].) = 77(2) = 7](—1) =1, ED t=1¢ 6171. 535 t e C_1,1 UCl,—l %E, JJ:t (3)
ALt e 071’1 Ucl,71 R i

25 LRk AT 6p(1,0) = 0.
(2) W b =1, WATANTKE (2) X3 B CAT DA AT 8.
(2.1) t e C1,1- )I_I\M;E;J:E (2) Z_EQ, ﬁ
(t—1)>=0.
FHWIEt = 1 RETR g(t) = (£ — 1)? l9—A = EH Fl g(—1) = 1, Fbh ot +1) = n(2) =
77(—1) = 1, EI] t=1¢ Cl,l' ﬂ:lji«ij*%E te Cl,l *ﬁﬂﬁﬁﬁﬁ
(22)teCy 1. WIARHE (2) A, B

2 +t—-1=0,

HAHA A = 1. WARSESIFE 1 21 n(A) = n(=1) = 1, FTbL (2) REE C_y 1 ELHWME
(23) t e C_171. )H\M;Eﬁ (2)ﬁ7 ﬁ
t?—t—1=0,
HAHHR A = —1. WIRETIEE 150 n(A) =n(=1) =1, bl (2) R C_y 1 ELHHME.
(2.4) t€Cy 1. TR 2R, 7
2 +1=0,
HAHI A = —1. WIS 150 n(A) =n(—1) =1, BT (2) RIECy .y ZEHFAMRE.
WA iR, TeATW 43 6p(1,1) <7T+2=09.
(3) R b= —1, WAHIUEM S b = 1 0L FHEFAIRAR (2) oS PAR RS LT 8.
(3.1) t € Cyp. W) (2) AT HHy
t?+t—1=0,
HAHHR A = 1. WG E 150 9(A) =n(=1) = 1, FrbL (2) 3VEE C1y EZATHAME.
(32)teC_y 1. M (2) XT3
(t - 1)2 = 07
BHWIEL =122 g(t) = (t —1)> KI—MR, XF N n(t) =n(1) = 1L,nt+1) =n(2) =1, B
t e Cl,l- 53'—5 te Cfl,fl %}E Jﬂ:i?fﬁ?ﬁﬁf’?—
(3.3) t € C_q 1. MIARHE (2) XA
t?+1=0,
ZTRRRHIH R NA = 1. WARESIFE 1 50 n(A) = n(=1) = 1, Fibh (2) RFE C_1 1 EZHHAE.

(3.4) t € Cy 1. U (2) AT 45
t?—t—1=0,
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ZARRRHIHRNA = —1. WARIESIFL 1 A1 n(A) = n(=1) =1, FTLh (2) RFE C_) EZHHE.
R ER 3 #r, FATAT4R 0p(1, 1) <6. a

SHER T TE a € Fi., & X Vo TR 22 = o 7 Fen ERERME. BT K, £ b € Fgn\Fs
i, 67(1,0) HIME.
|33, ¥ Fx) =2 7, i n RAEEC MWHER b € Fyo\Fs, 5 05(1,0) < 8.

AR 250, AT (2) S4B BA R IR BLIHE < ¢ € ¢ 4,5 € {—1,1).
(1) t € Coy, B, n(t) = n(t + 1) = 1. W (2)=REM F 72

tP+t+b"1=0 (4)

FHBIRA A = (b— 1)L,

Wt =1+/(b—1)b"1 € Cy 72 (4) NIEIPAME, Horb i = 1,2, WA 0¢84+ 1)) = n(=b) =
Lin(tatz) = n((tr +1)(t2 + 1)) = n(b) = 1.

A n RABEL BTl n(—=1) = 1, M n(A) = n((b—1)b~Y) =1, H b 2 FJ5 uht, 45 (4) RAEE
Ci1 HEZH PR

(2)teCyy, Bl () =nt+1)=—1.0(2) el 5N
tP+t—b'=0 (5)

HABRNA =0+ 1)b"

Wt =12/(b+ )bt €Cy 1 & (5) WA, i = 1,2 MRS n(t; (¢ + 1)) = n(b) =
Ln(tatz) = n((tr +1)(t2 + 1)) = n(-b) = 1.

oA n RABEL BTl n(—=1) = 1, H n(A) = n((b+ 1)b~Y) = 1, H b 2 FJ5 uht, 43 (5) RAE
Co11 PEZEHAE.

(3)teC iy, B, n(t) = —1,n(t+1) = 1. MARHE (2) Xf7
b+ -0 =0 (6)

HAHHRN A = (1 + 22

Bti=0+0b 1+ /02 +1)b1 € Cyy 42 (6) RIUFHAE, i = 1,2. WATH n(tity) =
n(=3)sn((tr +1)(t2 + 1)) = n(3)

A n R BEL BBl n(—=1) =1, B n(A) = n((1+6*)b~2) =1, H b & F 5ok, 715 (6) R7E
Coii MEZHFHAE.

(4) t € Coy, B, 9(t) = Ly(t+1) = —1. WIRAR (2) RAT78

2 O-1Dbt+b1=0 (7)
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HHBIAA A = (1422,
Bt = (b— )b £ BT Db € Coy & (7) RIOFAME, Hob i = 1,2, WA g(t1ta) =
n(b) = L((ty + 1)(t2 + 1)) = n(~b) = 1.

KA n 2 BE BTl n(—=1) =1, B n(A) = n((1+6*)b~2) =1, H b & F 5o, a5 (7) R7E
Ci—1 TEZHWAE.

2% TR, T b € Fyn\Fy B 60(1,0) < 8.
% ik, 5| AL

AT IR FRZE B R, AT BTl B 0 LR A 5l B T e 4 1S R e H AR,

EIL. ¥ F(2) =27 & Fon FIRBREL Hordrn AEEC U AR < 9.

MERR ARYE S EE 2, X b € Fs, A 6p(1,0) < 9. FHIRIESIHE 3, 5t b € Fzu\F3 B 0£(1,0) < 8. (KU,
HHZE S E I E XAT18 Ap < 9. O

4. R

o

ASLCHIH T Fan b—KRERE F(2) = a” 7 WIZENSIE. 2 n EEHONT, LR HE 250 5)
BRI TS 275 NS, Hrh pr = 3 (mod 4). FTBUA T kM58, |ATHET n
RABEN, F INED YIS, el T F NESSERN B FE T OAER. RK, BATRE T
BT 2 BARZE D B S LR B BTt — B M L 22 0.
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