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Abstract

Substitution boxes (S-boxes) as the only nonlinear component in block ciphers algo-

rithm, the quality of its properties is crucial to the security of cryptographic algorithm-

s. In order to measure the properties of S-boxes to resist differential cryptography

attacks, Nyberg proposed the concept of differential uniformity at the European Cryp-

tography Annual Conference. The lower the differential uniformity of F is, the better

the differential cryptographic properties of S-boxes have. Therefore, finding a function

with low differential uniformity to construct S-boxes has become a hot topic in the

field of cryptography research today. Power functions with low differential uniformi-

ty are often used as alternative functions for S-boxes design because of their special

algebraic structure and low hardware consumption. In this paper, we study a class of

power functions F (x) = x
3n−7

2 over F3n, where n is an even. Then, by considering the

number of solutions on the quadratic equation over finite field with odd characteristic,

the upper bound of the differential uniformity is determined. The results show that

F is a function with differential uniformity no more than 9.
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1. Úó

�©�è©Û [1, 2],´d BihamÚ Shamir3 1990cIS�èc¬¥JÑ�ôÂ©|�è�

k���{��.�©�è©Û�Ì�8�´Ïé�^pVÇ��©½ö�©A�,
pVÇ��

©½ö�©A��Ïé�6u©|�è�{¥�����5Ü�—SÝ.�ïþ SÝ-|�©ôÂ

�Uå, 1993c NyberyJÑ
�©þ!Ý [3]�Vg.Ù½ÂXe.

½Â1. � Fq ´¹k q����k��, F∗
q = Fq\{0},Ù¥ q = pn ´�ê�� n���ê.-
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F ´l Fq �Ùg��N�,K F 'u a ∈ Fq ?��©½Â�

DaF (x) = F (x+ a)− F (x), é?¿ x ∈ Fq.

é?¿ a, b ∈ Fq,-

δF (a, b) = |{x ∈ Fq : F (x+ a)− F (x) = b}|,

Ù¥ |S|´8Ü S �Äê,=8Ü S ¥����ê.½Â

∆F = max
{
δF (a, b) : a ∈ F∗

q , b ∈ Fq

}
� F ��©þ!Ý.

AO/,e ∆F = 1 ,K¡T¼ê�����5¼ê (PN¼ê) [4];e ∆F = 2,K¡T¼ê�A

�����5¼ê (APN¼ê) [5].�©þ!Ý∆F ����©�è©Û;��', ∆F ����,K

|^Ù�O��èXÚ-|�©�èôÂ�UåÒ�r.¤±3¢SA^¥,^u�O SÝ��è

¼êAäk�$��©þ!Ý.�©þ!Ý3�èÆ,|Ü�O,?ènØ,S��O��¡�kX

2�A^.�¼êduÙéM��Ñ$,¤±äk�$�©þ!Ý��¼ê~~�^5�E SÝ.ù

�¦�$�©�¼ê�ïÄ¤�
X8���9:,Öö�ë�©z [6–16]�. é Fq þ��¼ê

F (x) = xd,Ù¥ d´��ê,é?¿ a ∈ F∗
q � b ∈ Fq,N´�y δF (a, b) = δF (1, b/ad).

3�©¥, - F (x) = x
3n−7

2 �k�� F3n þ��¼ê, Ù¥ n�óê. Ï� n�óê,¤±

3n ≡ 1 (mod 4),= 3n = 4k + 1é,
��ê k¤á.?�Ú,e k�÷v^� k ≡ 0 (mod 3),K

F ´�� 3é 1¼ê,ÄK F ´ F3n þ���.

�©|�(�Xe,1�Ü©0�
�
ý��£;1nÜ©�Ñ
¼ê F = x
3n−7

2 ��©þ

!Ý;1oÜ©o(�©.

2. Ä:�£

ù�Ü©,·�0�k��þ��gA�9ÛA�k��þ�g�§)��ê,ùéÌ�(J

�y²´�©­��.

- η� Fpn þ��gA�,=,é?¿ x ∈ Fpn ,k

η(x) = x
pn−1

2 =


1, e x´²��,

0, e x = 0,

−1, e x´�²��.

e¡·�0�©�ê�Vg, � C1Ú C−1©O½Â� F∗
pn þ²��Ú�²���8Ü.K©�

ê (i, j)½Â�8Ü Ci,j = {x ∈ Fpn\{1,−1} : x ∈ Ci, x+ 1 ∈ Cj}�Äê,Ù¥ i, j ∈ {1,−1}.

±eÚn3(½ F ��©þ!Ý¥kX4Ù­���^.
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Ún1. [17] � f(x) = a2x
2 + a1x+ a0 ∈ Fpn [x],Ù¥ p´Û�ê� a2 6= 0.-∆ = a21 − 4a0a2

´�g�§ f(x) = 0��Oª. K

|{x ∈ Fpn : f(x) = 0}| =


0, e ∆´�²��,

1, e ∆ = 0,

2, e ∆´²��.

3. F (x) = x
3n−7
2 3 F3n þ��©þ!Ý,Ù¥ n´óê

�!,·�O� F ��©þ!Ý.�d,·�I��Äe¡�©�§�)��ê.

(x+ 1)
3n−7

2 − x
3n−7

2 = b, (1)

Ù¥ b ∈ F3n .w,Ï� n´óê,¤± d = 3n−7
2
´Ûê.

� x = 0,−1�,d (1)ª�� b = 1.e¡b� x(x+ 1) 6= 0� x ∈ F3n .,�3 (1)ªü>Ó�

¦ x3(x+ 1)3��

b(x6 + x3)− η(x+ 1)x3 + η(x)(x+ 1)3 = 0.

3þã�§¥- t = x3,Kd x(x+ 1) 6= 0�� t(t+ 1) 6= 0,�

bt2 + (b− η(t+ 1) + η(t))t+ η(t) = 0. (2)

��Ñ F ��©þ!Ý,·�Äk�Ä� b ∈ F3� (2)ª)��ê.

Ún2. � F (x) = x
3n−7

2 � n´óê.Ké?¿� b ∈ F3,k

δF (1, 0) = 0, δF (1, 1) ≤ 9 � δF (1,−1) ≤ 6.

y² e¡·��â η(−1) = 1 (Ï� n´óê)9 b���5y²TÚn.

(1) XJ b = 0, @o��â i, j ´Ä��ò (2) ª©¤±eü«�¹, Ù¥ t ∈ Ci,j �
i, j ∈ {−1, 1}.

(1.1) t ∈ C1,1 ∪ C−1,−1. d (2)ªk

η(t) = 0,

ù� t(t+ 1) 6= 0gñ,= Eq.(2)3 C1,1 ∪ C−1,−1¥Ã).

(1.2) t ∈ C−1,1 ∪ C1,−1. d (2)ªk

η(t)(1− t) = 0. (3)

w,, Ï� t(t + 1) 6= 0, ¤± η(t) 6= 0. � (3) ªk)��=� 1 − t = 0, = t = 1. qÏ�
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η(−1) = 1,¤± η(t + 1) = η(2) = η(−1) = 1,= t = 1 ∈ C1,1.ù� t ∈ C−1,1 ∪ C1,−1 gñ,Ïd (3)

ª3 t ∈ C−1,1 ∪ C1,−1¥vk).

nþ¤ã,·�k δF (1, 0) = 0.

(2) XJ b = 1,@o·�ò (2)ª©¤±eo«�¹?1?Ø.

(2.1) t ∈ C1,1.K�â (2)ª,k

(t− 1)2 = 0.

N´�y t = 1´õ�ª g(t) = (t − 1)2 ����­�.2d η(−1) = 1,¤± η(t + 1) = η(2) =

η(−1) = 1,= t = 1 ∈ C1,1.ÏdT�§3 t ∈ C1,1¥k��).

(2.2) t ∈ C−1,−1. K�â (2)ª,k

t2 + t− 1 = 0,

Ù�Oª ∆ = −1. K�âÚn 1� η(∆) = η(−1) = 1,¤± (2)ª3 C−1,−1�õkü�).

(2.3) t ∈ C−1,1. K�â (2)ª,k

t2 − t− 1 = 0,

Ù�Oª ∆ = −1. K�âÚn 1� η(∆) = η(−1) = 1,¤± (2)ª3 C−1,1�õkü�).

(2.4) t ∈ C1,−1. K�â (2)ª,k

t2 + 1 = 0,

Ù�Oª∆ = −1. K�âÚn 1� η(∆) = η(−1) = 1,¤± (2)ª3 C1,−1�õkü�).

�âþã©Û,·��� δF (1, 1) ≤ 7 + 2 = 9.

(3) XJ b = −1,@oÙy²� b = 1aq.e¡·�E,ò (2)ª©¤±eo«�¹?Ø.

(3.1) t ∈ C1,1.K (2)ª���

t2 + t− 1 = 0,

Ù�Oª ∆ = −1. K�âÚn 1� η(∆) = η(−1) = 1,¤± (2)ª3 C1,1�õkü�).

(3.2) t ∈ C−1,−1.Kd (2)ª��

(t− 1)2 = 0,

N´�y t = 1´õ�ª g(t) = (t − 1)2 ����,qÏ� η(t) = η(1) = 1, η(t + 1) = η(2) = 1,=

t ∈ C1,1.ù� t ∈ C−1,−1gñ.ÏdT�§Ã).

(3.3) t ∈ C−1,1.K�â (2)ªk

t2 + 1 = 0,

T�§��Oª�∆ = −1. K�âÚn 1� η(∆) = η(−1) = 1,¤± (2)ª3 C−1,1�õkü�).

(3.4) t ∈ C1,−1.Kd (2)ª��

t2 − t− 1 = 0,
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T�§��Oª�∆ = −1. K�âÚn 1� η(∆) = η(−1) = 1 ,¤± (2)ª3 C1,−1�õkü�).

�âþã©Û,·��� δF (1,−1) ≤ 6. �

é?¿�²�� α ∈ F∗
3n ,½Â

√
α´�§ x2 = α3 F3n þ�?¿).�e5,�Ä b ∈ F3n\F3

�, δF (1, b)��.

Ún3. � F (x) = x
3n−7

2 ,Ù¥ n´óê.Ké?¿ b ∈ F3n\F3,k δF (1, b) ≤ 8.

y² aq/,·�ò (2)ª©¤±eo«�¹?Ø : t ∈ Ci,j é i, j ∈ {−1, 1}.

(1) t ∈ C1,1,=, η(t) = η(t+ 1) = 1.K (2)ª�du�§

t2 + t+ b−1 = 0 (4)

Ù�Oª� ∆ = (b− 1)b−1.

� ti = 1±
√

(b− 1)b−1 ∈ C1,1´ (4)ª�ü�),Ù¥ i = 1, 2.K�� η(ti(ti + 1)) = η(−b) =

1, η(t1t2) = η((t1 + 1)(t2 + 1)) = η(b) = 1.

Ï� n´óê,¤± η(−1) = 1,� η(∆) = η((b − 1)b−1) = 1,� b´²���,�� (4)ª3

C1,1¥�õkü�).

(2) t ∈ C−1,−1, =, η(t) = η(t+ 1) = −1.K (2)ª���

t2 + t− b−1 = 0 (5)

Ù�Oª� ∆ = (b+ 1)b−1.

� ti = 1±
√

(b+ 1)b−1 ∈ C−1,−1´ (5)ª�ü�),Ù¥ i = 1, 2.K�� η(ti(ti + 1)) = η(b) =

1, η(t1t2) = η((t1 + 1)(t2 + 1)) = η(−b) = 1.

Ï� n´óê,¤± η(−1) = 1,� η(∆) = η((b + 1)b−1) = 1,� b´²���,�� (5)ª3

C−1,−1¥�õkü�).

(3) t ∈ C−1,1, =, η(t) = −1, η(t+ 1) = 1.K�â (2)ªk

t2 + (b+ 1)b−1t− b−1 = 0 (6)

Ù�Oª� ∆ = (1 + b2)b−2.

� ti = (b + 1)b−1 ±
√

(b2 + 1)b−1 ∈ C−1,1 ´ (6)ª�ü�),Ù¥ i = 1, 2.K�� η(t1t2) =

η(− 1
b
), η((t1 + 1)(t2 + 1)) = η( 1

b
)

Ï� n´óê,¤± η(−1) = 1,� η(∆) = η((1 + b2)b−2) = 1,� b´²���,�� (6)ª3

C−1,1¥�õkü�).

(4) t ∈ C1,−1, =, η(t) = 1, η(t+ 1) = −1. K�â (2)ª��

t2 + (b− 1)b−1t+ b−1 = 0 (7)
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Ù�Oª� ∆ = (1 + b2)b−2.

� ti = (b − 1)b−1 ±
√

(b2 + 1)b−1 ∈ C1,−1 ´ (7)ª�ü�),Ù¥ i = 1, 2.K�� η(t1t2) =

η(b) = 1, η((t1 + 1)(t2 + 1)) = η(−b) = 1.

Ï� n´óê,¤± η(−1) = 1,� η(∆) = η((1 + b2)b−2) = 1,� b´²���,�� (7)ª3

C1,−1¥�õkü�).

nþ¤ã,��� b ∈ F3n\F3� δF (1, b) ≤ 8.

�d,Ún�y.

�

�
�Ð��ã F ��©þ!Ý,·�ò¤y²�þãü�Ún?1o(,��½nXe.

½n1. � F (x) = x
3n−7

2 ´ F3nþ��¼ê,Ù¥ n´óê.K ∆F ≤ 9.

y² �âÚn 2,é b ∈ F3,k δF (1, b) ≤ 9.2�âÚn 3,é b ∈ F3n\F3 � δF (1, b) ≤ 8.Ïd,

d�©þ!Ý�½Â�� ∆F ≤ 9. �

4. o(

�©ïÄ
 F3nþ�a�¼ê F (x) = x
3n−7

2 ��©þ!Ý.� n´Ûê�,d¼ê��©þ!

Ý�du�¼ê x
3n−3

2 ��©þ!Ý,Ù¥ pn ≡ 3 (mod 4).¤±�
(Ø���5,·��Ä
 n

´óê�, F ��©þ!Ý,¿�Ñ
 F ��©þ!Ý�þ.,´L
®k(J.�5,·�ò�åu

é��õäk$�©þ!Ý��¼ê¿?�Ú©ÛÙ�©Ì.
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