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Abstract

S-box is an important component of block cipher algorithms. In order to resist various

attacks such as differential attacks and boomerang attacks, an ideal S-box is required

to have low differential uniformity and low boomerang uniformity. In this paper, we

propose a class of known permutation polynomials with low c-differential uniformity

by employing Weil sums. Furthermore, we calculate the boomerang uniformity of this

function.
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1. Úó

1991 c, �éDES-�{, BihamÚShamir [1]JÑ
�©ôÂ. 1994 c3î³�èc¬þ,

Nyberg [2]JÑ
�©þ!Ý�Vg, �©þ!Ý´ïþ�è¼ê-|�©ôÂUå��I, Ù¥�

©þ!Ý��K¼ê�-|�©ôÂ�UåÒ�r. 2002c§Borisov �< [3] 0�
�«¦{�

©©Û�{. 2020c, Ellingsen�< [4] 3¦{�©©Û�{�Ä:þJÑ c-�©þ!Ý�½Â, ¿

°(£ã
_¼ê� c- �©5�. Ù¥, c-�©þ!Ý�äN½ÂXe:

½Â1. � p ´���ê, n´����ê, Fpn ´äk pn ����k��, ¼ê f : Fpn 7→ Fpn .
é a, c ∈ Fpn , ¼ê f � c-�©½Â�

cDaf(x) := f(x+ a)− cf(x).

é?¿� a, b ∈ Fpn , Ù¥ a 6= 0, ½Â c∆f (a, b) := #{x ∈ Fpn : f(x + a) − cf(x) = b}. ¡
δf,c := max{c∆f (a, b) : a, b ∈ Fpn ,� c = 1� a 6= 0} � f(x) � c- �©þ!Ý. XJ δf,c = δ, @o

·�¡ f ´�© (c, δ)-þ!Ý.
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Ù¥e δf,c = 1, =¼ê f � c-�©þ!Ý� 1, ·�¡ f ´���� c-��5¼ê(perfect

c-nonlinear function), {¡�PcN¼ê; e δf,c = 2, =¼ê f � c-�©þ!Ý� 2, ·�¡ f ´�

�A��� c-��5¼ê(almost perfect c-nonlinear function), {¡�APcN¼ê.

2021c, Wu, LiÚZeng [5]|^��âÚDillon=�{��
üaPcN ¼êÚnaAPcN¼ê,

|^2ÂAGWOK¼�
Aa c- �©þ!ÝØ�L 2 �õ�ª. Óc, Hasan, PalÚStǎnicǎ [6]�

�üaóA��þ��õ�ª� c-�©þ!Ý�£^=þ!Ý. 2023 c, Jeong, Koo ÚKwon [7] 3

���þJÑAa#��ü�ªAPcN��. Óc, Liu �< [8]|^Weil ÚE|�ÑüaAPcN é

Ü¼ê, ¿O�Ñ�'�£^=þ!Ý. 'u c-�©þ!ÝÚ£^=þ!ÝCÏ��'ïÄ��©

z [9]9Ù¥�ë�©z.

£^=ôÂ´DÚ�©ôÂ�*Ð, dWagner [10]3 1999 cJÑ. 2018cCid �< [11]3î³

�èc¬þÄgJÑ£^=ë�L�Vg, Óc, BouraÚCanteaut [12]3£^=ë�L�Ä:þJ

Ñ
£^=þ!Ý�Vg, §�±�x�è¼ê-|£^=ôÂ�Uå. Ù½ÂXe:

½Â2. �¼ê f : F2n 7→ F2n ´��_¼ê, éu (a, b) ∈ F2n × F2n , f(x)�£^=ë�L�

�� 2n × 2n �L, Ù3 (a, b) ?���

Bf (a, b) = #{x ∈ F2n : f−1(f(x) + a) + f−1(f(x+ b) + a) = b}.

P Bf = max{Bf (a, b) | a, b ∈ F∗2n}, @o, ¡ Bf �f(x)�£^=þ!Ý.

3þãO�£^=þ!Ý�½Â¥I�¦Ñ¼ê f(x) �_¼ê, �´k
¼ê�_¼êØB

u¦), ¤±3 2019c, Li �< [13]JÑ�«O�£^=þ!Ý�{z�ª,

½Â3. �¼ê f : F2n 7→ F2n ´���¼ê, é?¿� a, b ∈ F∗2n , @o f(x) �£^=þ!Ý

Bf ´e��§| 
f(x) + f(y) = b

f(x+ a) + f(y + a) = b,

3 (x, y) ∈ F2n × F2n ¥)����ê.

�©|�(�Xe, 1�Ü©0�k��þ�'�£:±9�Yy²¥I�^��Ún; 1n

Ü©|^WeilÚE|O�
®���õ�ª� c-�©þ!Ý�£^=þ!Ý; 1oÜ©o(�©.

2. Ä:�£

½Â4. [14] � Trnm(x)´lk�� Fpn �f� Fpm�,¼ê, P�

Trnm(x) =

n/m−1∑
i=0

xp
i·m

= x+ xp
m

+ xp
2m

+ · · ·+ xp
i·m
,

Ù¥ n, m´��ê�m | n. em = 1, @o Trn1 (x) ¡�ýé,¼ê, {P� Tr(x).
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½Â5. [15] � F ´l F2n � F2 �¼ê, K F 3 v ?�WalshC��½Â�

WF (v) =
∑
x∈F2n

ωF (x)+Tr(vx), v ∈ F2n .

Ún1. [16] é?¿� β, γ ∈ F2n � h(x) ∈ F2n [x], Kõ�ª f(x) = x+ γTr(h(x2 + γx) + βx)

´ F2n þ���õ�ª��=� Tr(βγ) = 0.

lþãÚn¥´wÑ, e β = 0, γ = 1 � h(x) = x2
i+1 ∈ F2n [x], K¼ê R(x) = x + Tr((x2 +

x)2
i+1) = x+ Tr(x2

i+1+1 + x2
i−1+1) ´ F2n þ���õ�ª.

Ún2. [14] � χ1 : F2n → C � F2n \{+�IO\{A�, ½Â�

χ1(x) := exp(
2πiTr(x)

2
) = (−1)Tr(x).

éu�½� b ∈ F2n , �§ f(x1, x2, · · · , xn) = b �) (x1, x2, · · · , xn) ∈ Fn2n ��êP�

N(b) =
1

2n
·

∑
x1,x2,··· ,xn∈F2n

∑
β∈F2n

χ1(β(f(x1, x2, · · · , xn)− b)).

Ó��, éu�½� b = (b1, b2) ∈ F2
2n , �§|

f1(x1, x2, · · · , xn) = b1,

f2(x1, x2, · · · , xn) = b2,
�) (x1, x2, · · · , xn) ∈

Fn2n ��êP�

N̂(b) =
1

22n
·

∑
x1,x2,··· ,xn∈F2n

∑
β∈F2n

χ1(β(f1(x1, x2, · · · , xn)− b1)) ·
∑
γ∈F2n

χ1(β(f2(x1, x2, · · · , xn)− b2)).

Ún3. [17] - K = F2k , Ù¥ k �Ûê. g(x) = Tr(x2
a+1 + x2

b+1), 0 ≤ a < b � (b− a, k) =

(b+ a, k) = 1. @o

Wg(α) =


(−1)Tr(β

2a+1+β2b+1+αβ)Wg(0), XJ Tr(α) = 0;

0, XJ Tr(α) = 1,

Ù¥ β ´�K ¥,� 0������÷v α = β2a + β2−a

+ β2b + β2−b

.

½Â6. [14] - α ∈ Fqn . K Fqn þ�õ�ª l(x) =
n∑
i=0

αix
i ÚL(x) =

n∑
i=0

αix
qi ¡� q-p�'

é�. AO/, ¡ l(x) ´ L(x) �~5 q-'é, L(x) ´ l(x) ��5z q-'é.

Ún4. � n, k, i ´��ê�÷v n = 2k + 1. - L(x) = x2
−1−i

+ x2
i+1

+ x2
1−i

+ x2
i−1

´ F2n

þ����5zõ�ª. K L(x) 3 F2n þ=kü�) x = 0, 1.

y² é�ª L(x) = 0 ü>Ó�J, 2i+1 g���

L1(x) = x+ x2
2i+2

+ x2
2

+ x2
2i

= 0.
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d½Â6, ��þª�~5 2-'éõ�ª�

L2(x) = 1 + x2i+2 + x2 + x2i = (x2 + 1)(x2i + 1).

Ï� gcd(L1(x), x2
n

+ x) ´ gcd(L2(x), xn + 1) ��5z 2-'é� gcd(n, 2) = gcd(n, 2i) = 1. ¤±

�� gcd(L2(x), xn + 1) = x+ 1. Ïd, L(x) = 0 3 F2n ¥=kü�)� x = 0, 1.

3. Ì�(Ø9y²

½n1. - n, k, i ´��ê, � n = 2k + 1, R(x) = x + Tr(x2
i+1+1 + x2

i−1+1). Ké?¿

c ∈ F2n \ {0, 1}, ��õ�ª R(x) ´ F2n þ�APcN ¼ê.

y² é?¿� a ∈ F2n , �

R(x+ a) = x+ a+ Tr((x+ a)2
i+1+1 + (x+ a)2

i−1+1)

= x+ a+ Tr(x2
i+1+1 + a2

i+1+1 + x2
i+1

a+ xa2
i+1

+ x2
i−1+1 + a2

i−1+1 + x2
i−1

a+ xa2
i−1

)

= R(x) +R(a) + Tr(x2
i+1

a+ xa2
i+1

+ x2
i−1

a+ xa2
i−1

).

�â½Â 1, �Ñ�§

R(x+ a) + cR(x) = (1 + c)R(x) +R(a) + Tr(x2
i+1

a+ xa2
i+1

+ x2
i−1

a+ xa2
i−1

)

= (1 + c)R(x) +R(a) + Tr(xh(a)) = b. (1)

Ù¥h(a) = a2
−i−1

+ a2
i+1

+ a2
1−i

+ a2
i−1

.

dÚn 2, ���ª(1) )��ê�

c∆R(a, b) =
1

2n

∑
β∈F2n

∑
x∈F2n

(−1)Tr(β(R(a)+b))+Tr(β(1+c)R(x))+Tr(β)Tr(xh(a))

=
1

2n
(Q0 +Q1), (2)

Ù¥ Q0 Ú Q1 ©OéAu Tr(β) = 0 Ú Tr(β) = 1 ��Ú.

Q0 =
∑

β∈F2n ,Tr(β)=0

(−1)Tr(β(R(a)+b))
∑
x∈F2n

(−1)Tr(β(1+c)R(x))

= (−1)Tr(0)
∑
x∈F2n

(−1)Tr(0) +
∑

β∈F∗
2n
,Tr(β)=0

(−1)Tr(β(R(a)+b))
∑
x∈F2n

(−1)Tr(β(1+c)R(x))

= 2n.

�����Ò¤á, ´Ï� β ∈ F∗2n , c ∈ F2n \ {0, 1}, � β(1 + c) 6= 0 � R(x) ���, ¤±
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∑
x∈F2n

(−1)Tr(β(1+c)R(x)) = 0. Ó�, ·��±¦� Q1.

Q1 =
∑

β∈F2n ,Tr(β)=1

(−1)Tr(β(R(a)+b))
∑
x∈F2n

(−1)Tr(β(1+c)R(x))+Tr(xh(a))

=
∑

β∈F2n ,Tr(β)=1

(−1)Tr(β(R(a)+b))
∑
x∈F2n

(−1)Tr(β(1+c)(x+Tr(x2i+1+1+x2i−1+1)))+Tr(xh(a))

=
∑

β∈F2n ,Tr(β)=1

(−1)Tr(β(R(a)+b))
∑
x∈F2n

(−1)Tr(β(1+c))Tr(x
2i+1+1+x2i−1+1)+Tr(x(h(a)+β(1+c)))

= Q1,0 +Q1,1,

Ù¥ Q1,0 ÚQ1,1 ©OéAu Tr(β(1 + c)) = 0 ÚTr(β(1 + c)) = 1 ��Ú.

� Tr(β(1 + c)) = 0 � Tr(β) = 1 �, ��Tr(β(1 + c)) = Tr(β) + Tr(βc) = 1 + Tr(βc) = 0. l

�ÑTr(βc) = 1.

Q1,0 =
∑

β∈F2n ,Tr(β)=1=Tr(βc)

(−1)Tr(β(R(a)+b))
∑
x∈F2n

(−1)Tr(x(h(a)+β(1+c))).

5¿�, � β(1 + c) = h(a) �, SÚ�u 2n. � β(1 + c) 6= h(a) �, SÚ�u 0. Ïd, ��

Q1,0 =


2n · (−1)µ, e β(1 + c) = h(a);

0, e β(1 + c) 6= h(a),

d? µ = Tr((1 + c)−1h(a)(R(a) + b)).

Ó��, ·��±O�Ñ Q1,1, � Tr(β(1 + c)) = 1 � Tr(β) = 1 �, ��Tr(β(1 + c)) =

Tr(β) + Tr(βc) = 1 + Tr(βc) = 1. l�ÑTr(βc) = 0.

Q1,1 =
∑

β∈F2n ,Tr(β)=1,Tr(βc)=0

(−1)Tr(β(R(a)+b))
∑
x∈F2n

(−1)Tr(x
2i+1+1+x2i−1+1)+Tr(x(h(a)+β(1+c)))

=
∑

β∈F2n ,Tr(β)=1,Tr(βc)=0

(−1)Tr(β(R(a)+b))Wg(α),

Ù¥Wg(α) =
∑

x∈F2n

(−1)Tr(x
2i+1+1+x2i−1+1)+Tr(x·α) � α = h(a) + β(1 + c). �, Tr(α) = Tr(h(a) +

β(1+c)) = 1. Ï� 0 ≤ i−1 < i+1� gcd(2, n) = gcd(2i, n) = 1,@oÏLÚn 3,��Wg(α) = 0.

Ïd, Q1,1 = 0. ò Q0 Ú Q1 ���\�ª(2)�

c∆R(a, b) =


0, e µ = 1� β(1 + c) = h(a);

1, e β(1 + c) 6= h(a);

2, e µ = 0� β(1 + c) = h(a).

DOI: 10.12677/aam.2024.138374 3930 A^êÆ?Ð

https://doi.org/10.12677/aam.2024.138374


�²©

Ïd, δR,c = max{c∆R(a, b) : a, b ∈ F2n , a 6= 0 � c = 1�} = 2. =y� R(x) ´ F2n þ�APcN ¼

ê.

½n2. � n, k, i ´��ê� n = 2k + 1. K R(x) = x + Tr(x2
i+1+1 + x2

i−1+1) 3: (a, b) ∈
F∗2n × F∗2n ?�BCT��

BR(a, b) =


2n, XJ Tr(L(a)b) = 0;

0, XJ Tr(L(a)b) = 1,

Ù¥ L(a) = a2
−1−i

+ a2
i+1

+ a2
1−i

+ a2
i−1

. £^=þ!Ý BR � 2n.

y² �â½Â3, R(x) 3 (a, b) ∈ F∗2n × F∗2n ?�BCT��du�§|
R(x) +R(y) = b

R(x+ a) +R(y + a) = b

�) (x, y) ∈ F2n × F2n ��ê. =
x+ y + Tr(x2

i+1+1 + y2
i+1+1) + Tr(x2

i−1+1 + y2
i−1+1) = b

x+ y + Tr((x+ a)2
i+1+1 + (y + a)2

i+1+1) + Tr((x+ a)2
i−1+1 + (y + a)2

i−1+1) = b.

(3)

òþãüª�\�

Tr(x2
i+1

a+ xa2
i+1

+ y2
i+1

a+ ya2
i+1

+ x2
i−1

a+ xa2
i−1

+ y2
i−1

a+ ya2
i−1

) = 0.

=

Tr((x+ y)2
i+1

a+ (x+ y)a2
i+1

) + Tr((x+ y)2
i−1

a+ (x+ y)a2
i−1

) = 0.

�§|(3)�du
x+ y + Tr((x+ y)2

i+1+1 + x2
i+1

y + xy2
i+1

) + Tr((x+ y)2
i−1+1 + x2

i−1

y + xy2
i−1

) = b

Tr((x+ y)2
i+1

a+ (x+ y)a2
i+1

) + Tr((x+ y)2
i−1

a+ (x+ y)a2
i−1

) = 0.

(4)

- x+ y = z, �\�§|(4)�
z + Tr(z2

i+1+1 + x2
i+1

(x+ z) + x(x+ z)2
i+1

) + Tr(z2
i−1+1 + x2

i−1

(x+ z) + x(x+ z)2
i−1

) = b

Tr(z2
i+1

a+ za2
i+1

+ z2
i−1

a+ za2
i−1

) = 0.

= 
z + Tr(z2

i+1+1 + z2
i−1+1) + Tr(x2

i+1

z + xz2
i+1

+ x2
i−1

z + xz2
i−1

) = b

Tr(z2
i+1

a+ za2
i+1

+ z2
i−1

a+ za2
i−1

) = 0.
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þª��� 
R(z) + Tr(xL(z)) = b

Tr(aL(z)) = 0,

Ù¥ L(z) = z2
−1−i

+ z2
i+1

+ z2
1−i

+ z2
i−1

.

(ÜÚn2, ��§|¥ (x, z) ∈ F2n × F2n ��ê�

BR(a, b) =
1

22n

∑
β∈F2n

∑
x,z∈F2n

(−1)Tr(β(R(z)+b))+Tr(β)Tr(xL(z))
∑
γ∈F2n

(−1)Tr(γ)Tr(aL(z))

=
1

22n

∑
β,γ∈F2n

(−1)Tr(βb)
∑
x∈F2n

(−1)Tr(β)Tr(xL(z))
∑
z∈F2n

(−1)Tr(βR(z))+Tr(γ)Tr(aL(z))

=
1

22n
(M0,0 +M0,1 +M1,0 +M1,1). (5)

Ù¥M0,0 éAu Tr(β) = Tr(γ) = 0 ��Ú; M0,1 éAu Tr(β) = 0 � Tr(γ) = 1 ��Ú; M1,0

éAu Tr(β) = 1 � Tr(γ) = 0 ��Ú; M1,1 éAu Tr(β) = Tr(γ) = 1 ��Ú. e¡©OéM0,0,

M0,1, M1,0, M1,1 ?1O�.

M0,0 = 2n ·
∑

β∈F2n ,Tr(β)=0

(−1)Tr(βb)
∑

γ∈F2n ,Tr(γ)=0

∑
z∈F2n

(−1)Tr(βR(z))

= 22n−1 ·
∑

β∈F2n ,Tr(β)=0

(−1)Tr(βb)
∑
z∈F2n

(−1)Tr(βR(z)).

Ón��,

M0,1 = 2n ·
∑

β∈F2n ,Tr(β)=0

(−1)Tr(βb)
∑

γ∈F2n ,Tr(γ)=1

∑
z∈F2n

(−1)Tr(βR(z))+Tr(aL(z))

= 22n−1 ·
∑

β∈F2n ,Tr(β)=0

(−1)Tr(βb)
∑
z∈F2n

(−1)Tr(β·(z+Tr(z2
i+1+1+z2

i−1+1)))+Tr(aL(z))

= 22n−1 ·
∑

β∈F2n ,Tr(β)=0

(−1)Tr(βb)
∑
z∈F2n

(−1)Tr(z(L(a)+β)).

M1,0 =
∑

β∈F2n ,Tr(β)=1

(−1)Tr(βb)
∑

γ∈F2n ,Tr(γ)=0

∑
x∈F2n

(−1)Tr(xL(z))
∑
z∈F2n

(−1)Tr(βR(z))

= 2n−1 ·
∑

β∈F2n ,Tr(β)=1

(−1)Tr(βb)
∑
x∈F2n

(−1)Tr(xL(z))
∑

z∈F2n\{0,1}

(−1)Tr(βR(z)) + 2n−1·

∑
β∈F2n ,Tr(β)=1

(−1)Tr(βb)(
∑
x∈F2n

(−1)Tr(xL(0)) · (−1)Tr(βR(0)) +
∑
x∈F2n

(−1)Tr(xL(1)) · (−1)Tr(βR(1)))

= 2n−1 ·
∑

β∈F2n ,Tr(β)=1

(−1)Tr(βb)(2n · (−1)0 + 2n · (−1)1)

= 0.
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1n��Ò¤á´Ï� R(0) = 0, R(1) = 1 ��âÚn4, éu z ∈ F2n \ {0, 1} k L(z) 6= 0. ¤±�

�
∑

x∈F2n

(−1)Tr(xL(z)) = 0. Ó��, eãO�M1,1,

M1,1 =
∑

β∈F2n ,Tr(β)=1

(−1)Tr(βb)
∑

γ∈F2n ,Tr(γ)=1

∑
x∈F2n

(−1)Tr(xL(z))
∑
z∈F2n

(−1)Tr(βR(z))+Tr(aL(z))

= 2n−1 ·
∑

β∈F2n ,Tr(β)=1

(−1)Tr(βb)
∑
x∈F2n

(−1)Tr(xL(z))
∑

z∈F2n\{0,1}

(−1)Tr(βR(z))+Tr(aL(z))

+ 2n−1 ·
∑

β∈F2n ,Tr(β)=1

(−1)Tr(βb)(
∑
x∈F2n

(−1)Tr(xL(0)) · (−1)Tr(βR(0))+Tr(aL(0))

+
∑
x∈F2n

(−1)Tr(xL(1)) · (−1)Tr(βR(1))+Tr(aL(1)))

= 2n−1 ·
∑

β∈F2n ,Tr(β)=1

(−1)Tr(βb)(2n · (−1)0 + 2n · (−1)Tr(β))

= 0.

nþ, òM0,0,M0,1,M1,0,M1,1 ���\�ª(5) �,

BR(a, b) =
1

22n
(M0,0 +M0,1 +M1,0 +M1,1)

=
1

22n
(22n−1 ·

∑
β∈F2n ,Tr(β)=0

(−1)Tr(βb) · (
∑
z∈F2n

(−1)Tr(βR(z)) +
∑
z∈F2n

(−1)Tr(z(L(a)+β))))

=
1

2
(2n +

∑
β∈F∗

2n
,Tr(β)=0

(−1)Tr(βb) ·
∑
z∈F2n

(−1)Tr(βR(z))

+
∑

β∈F2n ,Tr(β)=0

(−1)Tr(βb)
∑
z∈F2n

(−1)Tr(z(L(a)+β)))

= 2n−1 + 2n−1(−1)Tr(L(a)b)

=


2n, e Tr(L(a)b) = 0;

0, e Tr(L(a)b) = 1.

�â½Â3, ��

BR = max{BR(a, b) : a, b ∈ F∗2n} = 2n.

4. o(

�©|^WeilÚE|O�Ñ��õ�ª R(x) � c-�©þ!Ý, y�Ù´A��� c-��5¼

ê(=APcN¼ê), ¿O�Ñ�A�£^=þ!Ý, `²da¼ê�±�Ð�-|�©ôÂ.
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