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Abstract

In order to meet the practical needs of sharing data between hospitals, this paper proposes a
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threshold secret sharing scheme for designating one participant and designating multiple partici-
pants based on the Chinese remainder theorem combined with RSA public key encryption, so as to
realize the secure sharing of medical data. In the secret distribution phase, the designated partici-
pants can choose their own secret shares, and there is no need to establish a secure channel be-
tween the distributor and the participants; in the secret reconstruction phase, a designated partic-
ipant must be involved in order to successfully recover the original secret. The analysis of the secu-
rity and performance of the scheme shows that the proposed scheme is better than the existing
scheme in terms of efficiency and security.
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1. 51§

FEWA R BN, BR 22N E, A R K SRR A (5 B 2 RS i AL 245 T
FHZ2 5%, 15 R AIERR S B LA M A Re g k5 R AR AR A5 R, ORI BE B RA 1 1)
HEE AL — . Shamir [1]F1 Blakley [2]4 A% TAEI ) TR T IR ZFILZ TR, RAHEMH
B2 53 AL RS iy A B = 55 T EOR T I TRRER, ATULEMERIMEEE, Bz 555453
KT BB TS B o N T Bk J7 R RS k47, 1985 4, Chor 28 A [3]#&H T TS0 FRA 2 HL = 1)
Wi, 1987 4E, Feldman [4]1%iF T —MIEAC BT IGIERM I ST R, %07 SR TR L R B o £
W5, 1983 4F, Asmuth £ Bloom [S]4&H T 7EREHOA b AT [E o) e B T T IRBR B IL o . 1
Uk3Eat |, Iftene [6]A1 Qiong 2 [7]3E T rb el A i B A» ISR H 7 — R IAE IR L R, (HARIX T
P 7 AR TGV TR W 73 I 3 o0 RA— B 8145 2 53 . 2010 47, Harn FiI Lin [8]42 H 1 58 t-—2K
P AN 5 T B0 F A 25 T S T ORI T SR AT IR UE AR B L U B . 2007 4, JEERAE[9) N FL T HEAR RS S
PRk, REAZERMERTTREALAS S PEILE, AN RMMFEILE, fhEd
WIS 5 (R L T S SRR T SRR ). 2014 4, Subba ZE[10]4 HY 1 3k [ 9 4% s B 22 B
R, G ERWGENIE D REAFME, XA HEZRN R S, RS N25%
IR AR AT LA G AEH » Harn A1 Miao [11]H& H 17 25T o [ e 4 e BE (1 7 A EE R L2 58, 1T &
AR ELE LR, ANEGNS 55 AGARNNE, YS5EMNS5HINERTE TR
AT K E R, NT IR TEERE S, %07 il w842 548 o7 B age4r
55 RS AU E A OC . thAh, Ham Al Miao [12)42 1 7 —FhJEF b 0 4 @ F 2 2 T TR Ak 3L =
7%, ARRREAN T BTN, H HARGH LR ZER B A = . 2015 4, Dong [13]F I # [EH
ol 42 AN RSA INE RIS TRV L2 R, 1207 RE T ECH U BR %, ARESRKEMSE5H %
A58, FNZ5E0 AT E CRMZERH. 2018 4, Ning Z[14]8 KIEE 7T 2 B F
Bl el BRI R S 7 R, 7 RARH R AR AR B 2 DA E A S 5 H MBS, I HZr
FR AR E A, %IT IR T Shamir (RRE L5277 508 HO7 R0 —ANRR, 5 T [ 9 4 o B )
Fb B FL 7 22 F0 Shamir FIFRE L R R DR 7. 2022 4=, Wu Z5[15]45 H Ning Z[14] 7 K2 HER
ZIAAEF RN, FERCEIET . B, Wu SEARE 2 AT A SR T, sl BER e RE
TG 13T 2 I b E R R e B R S S T R, R A B A AR 1) 42 {5 TE I H sk
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&

PLE S I0E, B ORISRV S 2 IR

Ty 1H, B L+ R G I 1, DR B 55 AR RO A A, M 25 5o B2 Ak 22 A M AU A FH LA
FAEARZ MR IRSS D . BT RSP S KRESNE. SBURAN NEBFAME S, a5 L5
NS NS B, I N8 DR R A 55 o DRLIGR e i 22 VR B TARAE %5 5, #EJ2 K. Health Level Seven
International (HL7)5E X 1 PR =7 fr4g B #eE PE JR(FHIR, Fast Healthcare Interoperability Resources)brf,
DA S A8 3 IR B BRI WL (U2 P . WA R A L ORI A R R FBE45) 2 18] HL 1 B 7 OR A i
[16]. 2023 4, Yang S5E[17]AMRAE L ERIAG ] FHIR M2zt i, srnlde 7 2E T R4l
W27 % (GSS, Group-Based Secret Sharing) Fl1JE T i £ 1 7 21 Fib % L 52 75 2 (EGSS, Exponential-Based
Group Secret Sharing Scheme), 77 &% T Z WA ElGamal %653 248, 78X B EHHTIGE. (HR% T E
FAEZARIET: EFREIEE NS 5F 0T R, ARERENS5E, BMRTIIRENS 5%
A DAA U R MR, ok B AR I e Atk

R, ASCHETHEEREHS RSAME TR, Wit THMEESEEMIMELZET R, HhhrR
—RIBE-NSEENMERLETE; TREORBEZ N SHENMEILET R, KRBT E L
T Rl Bsa —Aom A H, MERRIER A e, Seis)r e HomHEdE h A ERRE 1
15 A R IR . (5 A BEFE A ST AR 0IRIR & R P, TR FERER B Al C #— D atizih
57, HTHERTEER A ftizid, IBABER B fl C il LG HAEER A St IifE NS %, RIER
B 1 C FmEVTINERE A FEE P LASRICR (s 188 . 4R Fe B A1 C AR n] F A0 D 4004 I R B A
IFZAL, T DL AR S =25 S SEILER B B A C 5% R Rpoa (9 8500 (0 7 1), R R ORAP SR IR B AL, 7ESE
TR A FHRAG WU, EME L ENN B — e HEER A NS 540 DMEERE B f1 C
3B (R B, BDFE AR B — o T BB A AR E A4 1T AR RSB B il C KSR . IX S5
E— NS HH (R A)REILZ T Z M5, MEEBE B A C 3RHUT H 1% i By, ¥ &bt D 42
BRI I I 8E , RS IO R E A Bosh— 2 TR AL B A1 C IRAE A4 7T LUK R .
B, f8E—ANS5ENEWAT U 2lft e 24253 .

AL EETERU T B

1) R RSA by, T rp ERR I MG T e — NS S5HEMEEZAN S 581
PRAR L %R, HfeeEs 5% 0] AT EREE A E OIS, AFEES RKENS 5% 2 0L
EAREE, HHAEERNBHALSEE T LERIFER €2 55 M h P ERE.

2) X R A SRR, X7 REEAEN, AN AR, fies585,
HIIhRE .

2. FigHENIA
AR T A 4 b ) 42 € BRT Asmuth-Bloom fRIRR# FE 5 &
2.1. PERFIKEE(CRT, Chinses Remainder Theorem)

SESC L (P E R AR e FI[18]) BENLIEFEPIP HRKI S m,m,, - m , M TAEERE S a,a,,--a,, W
L e, (i=12:,n), Z HEHEm KFERISE, W HIFERTREH
X =a,(modm,),
X =a,(modm,),

X =a,(modm,).
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TEREM =my-m, -om, T, 85 X =3 aM,y, (modM ), Frt M, =M/m, , y; =M (modm,) ,

i=1
X =CRT (a,,8,,":-,a,) -
2.2. Asmuth-Bloom I BHEZH R

AT 4 Asmuth-Bloom f (t,n) ITIRARE LS5 %, BRI FE D A BL R PIANB B
o MESRHB

t t-1
D IEREFI BRI IEREE my,m <m, <--<m FEEHEZ[Tm >m[]m, .,
i=0 i=1

Dﬁmﬂmw@mrﬂ,%ﬁﬂ%ﬂ%%ﬁpﬁ%mm%e(ﬁnyﬁm}
i=n-t+2 i=1

D i8S = s+ pmy (modm, ) fEHZEH B (i =12, n) ARG HTL, JHIEIL % 40 i AL ARG
B 5%,

. BEEHNB
BTN B 55 B, By, eo, B o A0 4 5 11 OB (B e ok T DL 8 0 ) 7 R

X =s,(modm,),
X =s,(modm,),

X =s;(modm,).
ﬂ%¢ﬁ%%%ﬂﬁu%ﬁﬁﬁﬂpfmﬁqWﬁ%~%,E%M,Xﬁﬁmm%ﬁﬁﬁﬁi

R FEIA T FEHH s+ pm, tHAEX (7] {O,ﬂmi —1} W, HERME—YERT DS E] s+ pmy =%, , FFATEL
I s = x, (mod my ) PR HFRE .
3. Yang ERN A RMREM S

AFHT Yang ZE[1713E € — NS S5 HMMEILE %, Hb 31 AP EARTE, 3.2 14 Yang
SRR E — N 5 H M EILE N B2 &R S B — N BAR R H

3.1. Yang FH5 REIm

Yang FE[17]75 EH IR E — NS 5E MME LTI G A (tn) NIREILZT R, A n M3 5%
{R.P,--, R}, UHRAEEMMBREESSE Py NS EAREBIKEMNE, SUMEZ T t4M25%
WL AL, NI4T A
o MESKHE

D FEHLEH At -1 7k 2 ik

f(x)=a,+ax+a,x* +---+a,_Xx""(mod p),

Hefp% s=a, Ha,a,-a,eF,, p A~ HRL
XF1<i<n, Hi=IDW, DIHEMEMHHs = f(1D), Zi=IDI, D HH5MEMRH
s, =f(i)+ f(ID)(mod p), #f s B L EFEERAN NS 5.
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o MEEMHE
fEZ 5EWR N AHEE, 5% Py, MEMEE -1 NS 5FIFEG/ETT MK EE. P, M
Btz 5EMNZ 5EZLEWERDs, = £ (1ID), HAS5FWLUED f (1D) 2N f (i) .
S 5ERATRNN £ (i) SR A RRA FH SA% Y 4 B 24 20 (1) THE AR 21

f(x)=-2s T

'M"

'1\

s, [1 (x=i)/(i-i)(modp),

i J=1 =

MITTFEIRE s = £ (0)=a, -
3.2. Yang FHRR LM

AT AR (2,3) T PR AR 2 L 207 kU Yang 26 [17]48 € — NS 5 & WMEILE T 24
PR -
A =4"25%, WA BHC, JFHMEREC RIGENS5#H, MEMNTE CHZY, Kl
A M B G HICVEE R, Juil] Yang [17]7 ZH#2RE, Sl A BEEMATE CS51FR
N, BEh PR R B
HCRE p, BRERPZ AN f(x)=a,+ax(modp), C {ERNIRESHHEIHIME HHTN
tp = f(3)=a,+3a(mod p), A ERHFEMBA s, =t, +t, = f (1)+ f(3)=2a, +4a,(mod p) , B FEZ|
IR BN s, =t, +t,5 = T (2)+ f(3)=2a, +5a (mod p) -
- AR B RHABTR R S AR AR R, TG B — AR
2a, +4a,(mod p)=s,
{ZaO +5a,(mod p)=s,
¥ s, — s b AT A4S 2 2 UK B8 a, AR R TT R v] LI 2R o, EME AR E C S5,
BiZ 5 RIGEE B P A W 22 4, iAW e €2 58S 5 EMEEA ek E R iaME, Kt Yang &
(7RG R € — N2 58 A EIL =TT ROE L R .
4. HREI
AHREWANTR, TR-ERE-NSEEOMERLZTT R, TEORBEZ NS E5HENEI
EIH, WATTRERE (t,n) NREAEIL S, EHIHAB B, FIH RSA A8NE, misEZ 5HERE S
MR RE, THREAYPIRIZG D KE GHD KEATTHRSE, FHAITHE, Z5EMKS5FTL
WAIESR 2 2 53 0 B LWt .

41 FR—: HE—IS5ENNEBERZELR

o WIIHILHIB
A nA25%(R,P, P}, HEEESSEMNSEEHILHAP,, Ac(L2,-,n), ¥ P, KIHH
WAHS, .

DM KFEH p=2m+1, g=2n+1, JirhmAln WACNRE, AATMAHAGEA RO R
FAN=pqg, A5 D IEFEHEL g fifF1<g<N, (g,N)=1H(g+1LN)=1, P, A\[2,N]HBEHL
HEHUES s, , TR, =g (modN) ki%%: D

D IR e i E1<e<p(N)=(p-1)(q-1), 173 (e,p(N)) =1, D I5 S, =g°(modN), FH
R L EAF IS A 88 h, Hhl<h<g(N), ffif3eh=1(modp(N)), HJ5 D A
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g N, S,» h R,.
o WENKHB

t t-1
D EFEF P BRI IERE my,m <m, <---<m FEEFEL [ ]m > mOH My o
i=1

D AR s  (0,m, —1) , FFHEIBENLIIES p (443 s+ pm, (1‘[ Hmj

F1<i<n, Hi=AW, DIHEMES, =(s+ pmy)(modm, )® RS (modN), Mi=Alt, DiFEM
B S; =(s+pmg)(modm, )@ R; (modN), Hrh® FRFEEH. WS/ REMMMSEH.
EE, iITHREZSHE P, 570 K# D LWL BOFI ] RSA I 45377 R IR FL % 4381 S, F1 S;
WRETRAERL T AR AR S, A Sy, FTLARLTT RAEBLE 70 K BN T 22 1518 .
o THEEMPTE
1&1&7"% 5% B,P,--+, R, P, Z 5 HMN BARE G, P, A AIHE S, MAE KA s, i 5
=Sgt [ HeAh = ‘?%’\ﬂﬂﬁ RS
%LIEB"& Hofth 2 5 ZUCRIE RS J5 AT ABIE T R =R, (mod N ) & 75 o, #5ar, kT ~—
o, BASL, NWHE IR,
iz 5ERAEEN S, KOS 5ATHE R, MR BUsHIFR t M2 5FEROEUE PR DG
BN FR TN
x=S5/® R (mod N )(modm,),
x=S; ®R; (mod N )(modm,),

x=S, ®R;(modN)(modm,).
M) FH v [ 3 o v B AT DAAS B £E X [8] [O,I_L[mi —1} WAIE—E, 124 X, » XA s+kmg [FIRE 2 ik

(R 42 75 FE 9 H. s + kmy BEX 7] {O,]_l[mi —1} W, ERREORE— YRR LIS s +kmy = x, , FFATBLEE
S =X, (modm, ) k5= Ak
42. ARZ: HEMSEENUBHEESR

THRHREE — NS E5HETFMET EHRE K (2<k <t-1) M2 5%, AAKLRENT:

¢ BB
A ABEH(RP, P}, BEHHESSEEINS 5HENP, PP, |

Aie(l,2,~~-,n),(|=l,2,-~~, ), H P, MIMBEHLAS, -

DR RFS p=2m+1, g=2n+1, K m%ﬂniﬁ%ﬂ?ﬁ%ﬁ FARATAHAS REA R 7 i ]
AN=pq, /5 DLHFEEH g3 1<g<N, (g,N)=1H(g+L,N)=1, P, A[2,N]FEEHLILI
BHs, » IR, = 9™ (ModN) Rik% D, D EIEIR, FEMGX Ti=jof, R, =R, HUH
ZHRES HHERIEF AR, 2R, Mk,

D HUES e i E1<e<p(N)=(p-1)(q-1), 4% (eo(N))=1, D it5S,=g°(modN), FH
PR ML AL M E h, HPl<h<g(N), fEfFeh=1(modp(N)), HJ5 D AFF
g N, Sy» hy Ry
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o MES KRB

-1
Dﬁ%WWE%WE%ﬁ%mgmﬁm<mﬁﬁ%&ﬁm>%hmwﬂ
i=1 i

Dﬁ%%%sqaw—g,#ﬁm%ﬂ%%ﬁpﬁﬁmm%e(ﬂ Hm]

i=n-t+2
T HES 5 E PP P, Ae(2n)(i=12-t) , D I H B OE f# B
Sy, =(s+ p-mo)(modmAi)(JBR;(JBR;(JB---@BRe (modN), MNTFR TS 5%, D iFEHZE M
S/ =(s+p-m;)(modm,)®R; ®R; ®---@R; (modN), Hrh® ForRoiafi. H& s, S/ Kgxs
i 5% .
ER HTHEES 58 P, 570 K& D fEYIGIH BOFIFT RSA N {1157 S ) IR A 180 S, A1 S,

YRR # AN BN S, T S EP JITASE T SRAEMRE 70 R BUA T B 215 0E
. @B%Eﬁﬁ’f&

BREEr k M2 5% P, P, .-, P, MR THERL-k NS E5E - ES5EN. BMEES 5
FIRATHE S, A& B IR s, » A0TSR, =S » JRRh 2 5#H ATFER]

WAEWEL 002 SHICIE RS R, BERIE RY =R, (modN) RAR, i, W F—
By FARRSL, W IEE.

P2 5FELRAUES, O SPrE ATHE R ERBGEH IR t M5 53 I B ik ]
A3 B[R R TR

X=S, ®R; ®R; ®---®R; (modN)(modm, ),

X=S, ®R; ®R; ®--®R; (modN)(modm, ),

X=S, ®R; ®R; ®:--®R; (modN)(modm, ),
X=S ®R; ®R; ®---@R; (modN)(modm, ),
X=$; ®R; ®R; ®---®R; (modN)(modm, ),

X=S; ®R; ®R; ®--@®R; (modN)(modm,_ ).

. ﬂﬁ#ﬁ%%i@ﬂ&%ﬁ&&@%fﬁpﬂWﬁ%~%,ﬁﬁ&,Xﬁﬁsm%ﬁﬁﬁﬁ

Lﬁ%@%ﬁﬁ#ﬂsmwmﬁgmbfhpﬁw,m%%%—ﬁﬂu%ﬁ&mw=%,ﬁ

i=1
A LUGEI s = x, (mod my ) TR A% o

5. BR2H

ARG 4 IR KT AT 2 ek, BT R TR BT R 1AL, BB Ry

F AT R AT

T 1 HHRCABSHEMRNZS5EREATET UFHASREN kM2 5% P, , WS 5EMN

Z 5F R E M BOP IR IR E R .

UEW: 1207 M B R 2 AP IR, P hieE S 54 P, MAMMS 5EMNS 5%

ATHARS, » B2 5EMINZ 5H W ATHES, Biksty Ry =R, (mod N ) 275 s ki fi P, BEH K
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WAEN, BT EMNS S EEERIER, FERENE =S, 5556 E CRBERES SHHNAT
ff RS MRAGER, WTOMIRIFIAIORE R AL AR RERENIR, KTET (S 55K b01H0T
S OEUETR R, T Asmuth-Bloom [ 1IR3 R e L8 A st B LSS B s,

2 EHE NS ERMNS SERRATET L ERAARHEN KNS 58P, . NS 5E
FIf2 5% Tk P A

W RYIEEA k-1 MEES 5 HRT 2 5BMNS 55 TR, IR FOS 54 50R kT4 T
t-k+l, WATET -k, KERGEREE K MEENZ 5% p, FET25EMNS 55 T8, #
Tp, WHBEEN, WHMS S EEARATER, . A7, ARSI R T4 W
M9, FibAS 5ETENATHE N HE B RASH e, NITBEEEHIATFER, . MARHATFER B
R HAEEAN S S H IR E N, AT B s,

EH S EHE CHEMN RS SEERAT L NS5 ERNS5E KRS,

U B S E RIS SE TENT , HIERHEL

WL 1 FEBH P, P, P, e, HTHEMN kMBS ESEMSEEN, N2 5EMI0Z 5%

DURLF AT RS RGBS OH, B T2 5 EHINS 5 H5R Tt AU R -142

55 5N, WAL B AR AR , PR e AR A s T LA B 7 € — 1 /M8 m, R R

t t-1
il A Xy AR [ [my > me[ [ M, > WIS RIRRE s 8 x, I IEEAIF X t -1 2 55K
i=1 i=1

E%%%M%%%w

0
50l 2: ES5H PP, P, NEBTTAGEEAK-1MIESSER TS E5EMNS 5% T
e, WREEEEE 2, ZHEMMNS5ETLEKRILE s.
i Lprik, ST AANSEESEEMERKEE .

6. FRITEE

ARATREASCTT 5 59177 ZEASCHR[17] 7 BT X EE, SR BT R T 2 0iiE, 75
ROFETHEFAREIEMIE . CEROIT R E k NS 5HEMBE T n-k NS 5F 3 HIME (kk)
(t—k,n—k) MTERIT %, @EEH AT RELE A REGERTRE S 5# M H K. SCER[L7]07 S8 ATk 3t
EHRMFASNE, L8NS 5EE N KE NS 550 KBERH, K2 5F SR as
TREZS5HMMEMS, LI ESS5ZNEN, WAL X ot EdtT . (HICHR[9177 A1k
[17177 R TH E oy A NS 53 6] )% 21518

R LHB T EAT R 2R, A% R RSA APIINEIGIEIE S 58 M0, £
KW BARES 5FH 50 KELZ LAY, FrofEn KB BATES 5E My RE N2 eEE, IF T
LA R 22 4t
Table 1. Security property comparisons among the secret sharing with the designed multiple participants
# 1 BEESISE5ENHNERZSRNREBMHEER

UES ATk EEaGh ! et
RS x (e v
Yang %75 %[ 17] v TE x
AT v N v

FESUH: NERASM: xFoR AR .
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42 BT EATTRIBEERL, TR B ERTTREA, U R TR RN
O(tmz), Hrh m NS HEBEIKA . BT5 R I ATHENBULSCIR[9177 SEMSCIR[17] 75 K A TF
HEAD.

Table 2. Efficiency comparisons among the secret sharing with the designed multiple participants

® 2 RSN EEENNERZS RIMELER

T % ATHEN THEE AR
JERETTR[9] 2n+4 o(t*)
Yang % J5 % [17] nk —n o(t*)
KNTTHR n+k+5 o(tm?)

RS ORI m A5 EEE RN
7. B&

AT R ERAREBM RSA AMAFEMRSG, = T MEES 5H LIS 5 EMINEILETT
Fo NERBE-ANSHEOMERETE, TRORBEZ NS HHENMELZTR. SHMTR
FALE, ASCT5 M RSA AN S 73 B BUAN T B2 5 25 A0 03 D 3 TR ) 2 A TE AR SEAA B BT
RAES 5E M A hRE . A5 ZEREW I N Iw D AE B2 e 1) Bod B & 4 3L i SEPr B /oK

E&UH
R F A A SRR TR H (2023H6012) .

&E 3k

[1] Shamir, A. (1979) How to Share a Secret. Communications of the ACM, 22, 612-613.
https://doi.org/10.1145/359168.359176

[2] Blakley, G.R. (1979) Safeguarding Cryptographic Keys. 1979 International Workshop on Managing Requirements
Knowledge (MARK), New York, 4-7 June 1979, 313-318. https://doi.org/10.1109/mark.1979.8817296

[3] Chor, B., Goldwasser, S., Micali, S. and Awerbuch, B. (1985) Verifiable Secret Sharing and Achieving Simultaneity in
the Presence of Faults. 26th Annual Symposium on Foundations of Computer Science (SFCS 1985), Portland, 21-23
October 1985, 383-395. https://doi.org/10.1109/sfcs.1985.64

[4] Feldman, P. (1987) A Practical Scheme for Non-Interactive Verifiable Secret Sharing. 28th Annual Symposium on Foun-
dations of Computer Science (SFCS 1987), Los Angeles, 12-14 October 1987, 427-438.
https://doi.org/10.1109/sfcs.1987.4

[5] Asmuth, C. and Bloom, J. (1983) A Modular Approach to Key Safeguarding. IEEE Transactions on Information Theory,
29, 208-210. https://doi.org/10.1109/tit.1983.1056651

[6] Iftene, S. (2007) Secret Sharing Schemes with Applications in Security Protocols, Technical Report. University Alexan-
dru loan Cuza of lasi, Faculty of Computer Science.

[7] Li, Q., Wang, Z.F. and Niu, X.M. (2005) A Non-Interactive Modular Verifiable Secret Sharing Scheme. 2005 Proceedings
on Communications, Circuits and Systems, Hong Kong, 27-30 May 2005, 84-87.

[8] Harn, L. and Lin, C. (2010) Strong (n, t, n) Verifiable Secret Sharing Scheme. Information Sciences, 180, 3059-3064.
https://doi.org/10.1016/j.ins.2010.04.016

[91 JEERE. FRERITBRME L= 07k RN [I]. 4 2 TR 4R (H 2R B R), 2007(10): 168-171+177.

[10] Subba, R.Y.V. and Bhagvati, C. (2014) CRT Based Threshold Multi Secret Sharing Scheme. International Journal of
Network Security, 16, 249-255.

[11] Harn, L. and Miao, F.Y. (2013) Weighted Secret Sharing Based on the Chinese Remainder Theorem. International Jour-
nal of Network Security, 2013, 420-425.

DOI: 10.12677/aam.2024.1312499 5172 N H it e


https://doi.org/10.12677/aam.2024.1312499
https://doi.org/10.1145/359168.359176
https://doi.org/10.1109/mark.1979.8817296
https://doi.org/10.1109/sfcs.1985.64
https://doi.org/10.1109/sfcs.1987.4
https://doi.org/10.1109/tit.1983.1056651
https://doi.org/10.1016/j.ins.2010.04.016

[12]
[13]

[14]

[15]

[16]

[17]

[18]

Harn, L. and Fuyou, M. (2014) Multilevel Threshold Secret Sharing Based on the Chinese Remainder Theorem. Infor-
mation Processing Letters, 114, 504-509. https://doi.org/10.1016/j.ipl.2014.04.006

Dong, X.D. (2015) A Multi-Secret Sharing Scheme Based on the CRT and RSA. International Journal of Electronics
and Information Engineering, 2, 47-51.

Ning, Y., Miao, F., Huang, W., Meng, K., Xiong, Y. and Wang, X. (2018) Constructing Ideal Secret Sharing Schemes
Based on Chinese Remainder Theorem. In: Lecture Notes in Computer Science, Springer 310-331.
https://doi.org/10.1007/978-3-030-03332-3_12

Wau, L., Miao, F., Meng, K. and Wang, X. (2021) A Simple Construction of CRT-Based Ideal Secret Sharing Scheme
and Its Security Extension Based on Common Factor. Frontiers of Computer Science, 16, 1-9.
https://doi.org/10.1007/s11704-021-0483-9

Vorisek, C.N., Lehne, M., Klopfenstein, S.A.l., Mayer, P.J., Bartschke, A., Haese, T., et al. (2022) Fast Healthcare Interop-
erability Resources (FHIR) for Interoperability in Health Research: Systematic Review. JMIR Medical Informatics, 10,
e35724. https://doi.org/10.2196/35724

Yang, C., Li, P., Cheng, H., Kuo, H., Lu, M. and Xiong, L. (2024) A Security Model of Multihospital FHIR Database

Authorization Based on Secret Sharing and Blockchain. IEEE Internet of Things Journal, 11, 10325-10335.
https://doi.org/10.1109/jiot.2023.3328989

Cohen, H. (2013) A Course in Computational Algebraic Number Theory. Springer Science & Business Media.

DOI: 10.12677/aam.2024.1312499 5173 N H it e


https://doi.org/10.12677/aam.2024.1312499
https://doi.org/10.1016/j.ipl.2014.04.006
https://doi.org/10.1007/978-3-030-03332-3_12
https://doi.org/10.1007/s11704-021-0483-9
https://doi.org/10.2196/35724
https://doi.org/10.1109/jiot.2023.3328989

	基于CRT和RSA的指定参与者的门限秘密共享方案
	摘  要
	关键词
	Threshold Secret Sharing Scheme with Designated Participants Based on CRT and RSA
	Abstract
	Keywords
	1. 引言
	2. 预备知识
	2.1. 中国剩余定理(CRT, Chinses Remainder Theorem)
	2.2. Asmuth-Bloom的秘密共享方案

	3. Yang等的方案和安全性分析
	3.1. Yang等方案回顾
	3.2. Yang等方案安全性分析

	4. 方案设计
	4.1. 方案一：指定一个参与者的秘密共享方案
	4.2. 方案二：指定𝒌个参与者的秘密共享方案

	5. 方案分析
	6. 方案对比
	7. 总结
	基金项目
	参考文献

