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Abstract

The leapfrog development of information technology in China has catalyzed the large-scale applica-
tion of cloud computing technology. Through resource virtualization, elastic scalability, and inno-
vation in service delivery models, IT promotes the evolution of traditional centralized IT architec-
tures to distributed architectures, achieving decoupling of software and hardware resources and
service-oriented transformation, and has become the core technical engine driving new infrastruc-
ture and digital transformation. In this paper, 2057 papers were retrieved and screened from the
China National Knowledge Infrastructure (CNKI) database with the themes of “cloud computing”
and “cyber security”, and knowledge graphs such as publication time and volume, keyword emer-
gence, and keyword time zone were drawn with the help of CiteSpace visualization analysis soft-
ware to explore the development context of cyber security technology in the cloud computing envi-
ronment; the hotspots, changes and trends of key cyber security technologies in the cloud compu-
ting environment were analyzed through knowledge graphs such as authors, co-occurrence of key-
words and keyword timelines. The results show that cloud computing network security attack and
defense technologies are entering a regular research stage, with a focus on areas such as data stor-
age, networking, virtualization, and identity authentication. With the widespread application, risks
such as data leakage, account security and access control have become more prominent, driving the
development of cyber security technology towards diversification, depth and intelligent collabora-
tive defense. Therefore, only through measures such as intelligent defense, encryption technology,
identity authentication and multi-layered protection can a secure and reliable cloud computing net-
work environment be built to promote the development of key cyber security technologies.
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Figure 1. Timeline and publication volume map
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Figure 3. Visualization map of “keyword co-occurrence”
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