Advances in Philosophy #2£3E /g, 2025, 14(10), 351-360 Hans X0
Published Online October 2025 in Hans. https://www.hanspub.org/journal/acpp
https://doi.org/10.12677/acpp.2025.1410542

4
a
<

-

FEHK

IBE
MR KO o L R, VLA R

FMEW X SEEEEE

«
b
P

Wk H . 20254E9H29H; FHHB: 20254F10519H; &4 H#: 20254:10H30H

H E

FEBEE LA 7E B KB R RREE T T SN EEEA MM E, MEMERSZENTERZE/E
KFmbhREEREEBXE. FATHRERET, REMSNMERSITLERKREESZRAZT
RO RA, BRI P4 A E XK, X0 KUK FT B S 0 4 2 ) H B (L = 1) A RE ARV I P AR A BB
m; MZZNERE, BTG EFERESRA R SHREE F A BT HREEERM: M ERXE,

BEEBEMEEHEIEFTRHIANRE. §HRESHE; MEAEHERE, B EMNEEHEIH A
. WEAIM ST HEATEIRRSI RS, ik, FLERMEARRRERT, DT 28 T R %
PHEM S ZETAE, CRBCALIMERS T/EE BV R ERRESCE B E R . A STRAHPTHT
AR E S TR NFEAE G B, R “XHE T " KRR, MHrEREHE, EES
BN EFHKIMEMHER; MNFEEET, INENPMEANENER. MiE55%; NEGEEEER,

TEMBEREAER, BLRIKEMN; NEAERERH, QHFNEE-RTANFER, BRIEEER;

MBRGERER B, TE—3C 8. Bk B SIMER S TAEME, SR BTE SR A
A R ) BLAR244E

XA
W EN S, e E, BE FERH

Risks and Prevention Measures of Network
Values in the New Era

Bochen Wang

School of Marxism, Nanjing Agricultural University, Nanjing Jiangsu

Received: September 29, 2025; accepted: October 19, 2025; published: October 30, 2025

Abstract

With the increasing importance of the Internet in the overall development process of the country, the
impact of cyber ideological security on national security has also become more and more significant
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and critical. In the current development pattern, the field of cyber ideology in our country is facing
many complex and diverse types of risks, specifically covering network value risks, which may have
an adverse impact on the value orientation and ethical norms in cyberspace; network content risks,
that is, potential threats caused by various types of undesirable, incorrect or harmful content that
exist on online platforms; network dissemination risks, including possible distortion of information
in the process of network dissemination, uncontrolled diffusion and other issues; and network man-
agement risks, involving a series of problems caused by imperfect network management mecha-
nisms and inadequate supervision. Therefore, in the context of the Internet era, how to effectively
carry out network ideological security work has become a key and important issue that ideological
workers urgently need to solve. This article analyzes in depth the inherent reasons for the emer-
gence of online ideological risks in the new era, adheres to the scientific principle of “taking the
right medicine”, starts from the value dimension, and pays attention to shaping and promoting cor-
rect online values; starts from the content dimension, strengthens the review, screening and guid-
ance of online content; considers from the perspective of the rule of law, improves the online legal
and regulatory system, and strengthens the rule of the Internet in accordance with the law; pro-
motes from the publicity dimension, innovates online publicity methods and methods to improve pub-
licity effectiveness; and builds from the team dimension to create a professional, efficient and loyal
online ideological work force and other dimensions, comprehensively discusses specific measures
to prevent and resolve the risks of online ideology in the new era.
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