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Abstract

In the era of big data, the spatial virtuality and disembodied nature of the virtual society enable
individuals to conceal their real-world identities and construct multiple selves, creating an illusion
of subjective concealment. However, the deep integration of big data technologies means that every
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digital footprint is recorded, integrated, and mined. While individuals believe themselves to be hid-
den, their complete personalities are being pieced together and restored by algorithms from frag-
mented information. This paper aims to analyze this paradox of “from concealment to transparency”
from an ethical perspective and reveal its internal mechanism. By examining the illusion of subjec-
tive identity concealment in the virtual society and the process of information transparency under
big data surveillance, this paper demonstrates that the essence of this paradox is not an enhance-
ment of the subject’s ability to hide, but an expansion of surveillance power, which reduces individ-
uals to calculable and predictable data objects without their knowledge. The findings indicate that
in a transparent cyberspace, there is no true ethical vacuum, and subjects must assume correspond-
ing responsibilities. The ethical foundation of information privacy protection lies in respect for hu-
man dignity. Only through the synergistic effect of subject awareness, algorithmic accountability,
and community building can the virtual society escape the shadow of surveillance and become a
true ethical community.
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