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Abstract

Telecommunication network fraud is the product of the interaction between information flow and
consciousness flow. What attracts the attention of the victims is actually the illusory benefits pre-
sented by the false consciousness constructed by the fraudsters through false information, which
triggers the imagination of benefits. By spreading false information, the fraudsters construct false
consciousness and then fabricate illusory benefits through false consciousness, luring college stu-
dents to desire and pursue the illusory benefits, and eventually fall victim to the fraud. This process
precisely reveals the consciousness mechanism of telecommunication network fraud targeting col-
lege students. The fraudsters painstakingly build a “drama troupe”, meticulously weave detailed
“scripts”, and ingeniously design cunning “tricks”, all of which are supported by a stable gang behind
them, serving as their solid “backstage”, aiming to bewilder the audience in the “frontstage” perfor-
mance. The corresponding preventive strategies include data collection and analysis strategies, risk
assessment and early warning strategies, as well as proactive countermeasures against telecommu-
nication network fraud.
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