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Abstract

In response to the urgent need for cultivating top talents in cyberspace security and the challenges
in the Cryptanalysis course, including the gap between theory and practice and limited exposure to
frontier content, a systematic teaching reform has been implemented. An integrated teaching
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system combining modern cryptanalysis concepts, mathematical modeling, and programming ex-
ercises has been established, incorporating the teaching team’s research achievements and inter-
national advances to foster the integration of research and teaching. The course emphasizes prac-
tical skill development through a formative assessment framework, and ideological and ethical ed-
ucation is embedded throughout the curriculum. This approach cultivates students’ analytical abil-
ities, systematic thinking, and capacity for original innovation. As a result, the course demonstrates
increased rigor, innovativeness, and challenge, while its content exhibits enhanced frontier rele-
vance and systematic coherence. Students gain strengthened abilities to analyze cryptographic
problems and understand design issues from a research-oriented perspective. Overall, this teaching
reform provides an effective integration of knowledge transmission, skill cultivation, and value
guidance. It offers a scalable model for curriculum innovation in cyberspace security education and
demonstrates potential for broader application in related disciplines.
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