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Abstract

Addressing the pain points in cybersecurity course cluster teaching, such as knowledge fragmenta-
tion, a disconnect between programming and security, complex experimental environments, and
lack of personalized guidance, this paper proposes an innovative teaching model empowered by
AIGC. This model, with “large-scale-model-driven, course-cluster collaboration, and case-based
guidance” as its core concepts, constructs a four-dimensional capability framework encompassing
intelligent code generation, packet analysis visualization, attack and defense scenario simulation,
and personalized debugging guidance. Using Python network programming as the hub course, it is
systematically implemented in six modules: Socket programming, Scapy protocol analysis, network
scanning, protocol implementation and security hardening, red-team/blue-team exercises, and
comprehensive projects. A tiered-fading implementation model is proposed, applying scaffolding
theory to AIGC-assisted teaching. This gradual-fading mechanism of intelligent code assistance bal-
ances AIGC support with the cultivation of students’ self-directed learning abilities. Teaching prac-
tice shows that this model can effectively improve students’ depth of protocol understanding and
practical security programming skills, and enhance the cross-module knowledge transfer effect of
the course cluster.
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