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Abstract

Although the information security has completed the construction of course materials and online
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courses, a gap still remains between its current status and the cultivation objectives stipulated by
engineering education accreditation. To enhance the quality of talent cultivation, this study pro-
poses an innovative Al-empowered talent cultivation model for the information security program
under the framework of engineering accreditation. Specifically, a student academic stratification
model is trained using existing online learning data to perform real-time classification of each stu-
dentbased on their online learning records; a learning-path automatic generation algorithm is then
employed to provide personalized guidance for individual students. By integrating Al technologies
into specialized courses, the proposed model implements the student-centered, outcome-oriented,
and continuous-improvement principles of Outcome-Based Education (OBE), thereby steadily im-
proving the effectiveness of talent cultivation. Experimental results demonstrate that the proposed
algorithm successfully accomplishes stratification model training, achieves accurate classification
prediction on individual student data, and delivers personalized guidance tailored to each student’s
specific situation.
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Table 1. Main courses and course materials of information security
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Table 2. Online course URLs of main courses in information security
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Figure 1. Course materials and online courses of information security
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Figure 2. Al empowers the OBE algorithm in information security professional courses
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Figure 3. Mind map of the course “Information Hiding and Digital Watermarking”
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Figure 4. Knowledge graph of the course “Information Hiding and Digital Watermarking”
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Table 3. Classification criteria for three types of academic stratification
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Table 6. Model performance comparison
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