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Abstract

A large volume of sensitive data is generated during the process of oil and gas exploration and de-
velopment, and the construction of large-scale data management platforms has raised higher re-
quirements for the security control of such sensitive data. Data permission management is the most
fundamental yet also the most complex component of this work. To address this issue, by analyzing
the business characteristics of oil and gas exploration and development data and the requirements
for data permission management, a hybrid data permission management scheme is proposed based
on the classic Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) models.
On the basis of the classification and grading of data security, this scheme refines and aligns the multi-
dimensional attributes of users and data, and establishes a matching and verification mechanism
for homogeneous attribute information. Furthermore, it realizes permission control over data sets,
data items and acting objects of different security levels from three dimensions: organization, role
and individual, and features the capability for further flexible expansion. The research results have
been implemented on the CNOOC Exploration and Development Data Lake Platform, achieving favor-
able application effects, and can also provide a reference for solving data permission control prob-
lems of other similar large-scale data management platforms.

Keywords

Offshore Oil and Gas, Exploration and Development, Data Permission, RBAC, ABAC

Copyright © 2026 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0

1. 5|

BEE REHE. =ibE . N TSN —RE BRI LR, s S AR AR 2R,
BN HESHBARH S PUig AR #E L il THUR T IAZ o R BRI O S AP OR BR R AN, B B R
RUSEHL s B A R, A A AL SR 5 R B T KRB 18 BN R EE S & i AR, RIS T R
HSK[2]-[5].

SR, B 1) KU Hh B A S Aol s ok T H 28 P04 150 &2 APk o 2 BRI LR JLAN 7 T -

(1) HWAAT I EE 224 TAERP M, ERZETH H AT B A B SRR I R Sk o 22 425 2555
Pt GRBNMETE T30, B A AT R 7 K IS ET B Bl S DR E BB SRR, 2 R0 gk
ANTEL, TAERRMBIEE, B&EMETIEEH .

(2) WRBEIF RO SR, B, BEH L B E MBI B AU FAE . ik RGHIA”
BHAR, RS RGO B HAE AR, HARME AR A5, Wi 7R G B, ARk E 2R
SBIRICRB R )G, BRI BT R AR BRI

(3) g B S ENERIT RARBL T b EAGOUE A E AR, 247 n b G R B ey, AR DG HIOHE 1) 2 A R L
SRAH EE R 2R BB bl 25 s 22 B8 vy, DRI SO0 A PR A8 BB SRV S “ Yy~ 78 o BIBUR B 100, a2
“RER EEHTAT OB X 2y, ERRAE PR A Ok S A

BEXT BRI, ASCHERTHE Il S ERIT R BE 9 o R sl b, £RGI8 FH T A e U el 4 )
(RBAC) AT Ja 1 iy 7 [l 42 1l (ABAC) B BR A BEAR AL, Wi 453 1 —B3& M Tl byl <RI R R s

DOI: 10.12677/ag.2026.163030 322 HOERAL R


https://doi.org/10.12677/ag.2026.163030
http://creativecommons.org/licenses/by/4.0/

R SF

1 Bl AR B BRI EORTT 58, IFAE i L B PR R Bt W SO R AT T SRR, AR T
RAFRCR
2. BRSESREREEERE
21. BHRSRDR

G20y ot LB A B 2 2 E I (6] AR TR TG Z RO SISO R, SR A
A SESEERTIRAR[7] [8], JIE FE S HE[9] [10] K r [l vih O 3 7 BEAHIN s il Lo D O A Bdim it AT 1
RDBTAR, FARKI D RIE TSR R 45 R AL

MO 55 KIHAT R IY, Rl B DT R AE o R L TR B TR Bhse . i
B AIHER 7 ORI ARSI R BRI B (A T R BLe ARAE SRS
MEZK fha Al RN NEREHREE, FiE BRI R Edm 08—, B2 0 3 Mg
P BRI 1. £ 2P7R.

Table 1. Results of data classification for offshore oil and gas exploration and development
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Table 2. Basis for data classification and grading in offshore oil and gas exploration and development
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Table 3. Data security control strategies for offshore oil and gas exploration and development
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Table 4. Schematic diagram of user attribute matrix
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Table 5. Schematic diagram of data attribute matrix
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Figure 1. Schematic diagram of the working process of data permission verification engine
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Figure 2. Process of permission verification and dynamic data masking for users utilizing the integrated query function
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Figure 3. Effect diagram of dynamic desensitization access control for row-level data in offshore oil and gas exploration and
development
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Table 7. Support for complex scenarios in the access control module of CNOOC exploration and development data lake
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