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Abstract

This paper proposes a facial-based biometric key derivation scheme. The scheme utilizes facial fea-
tures as the basis for biometric recognition, by collecting, analyzing, and extracting feature infor-
mation from facial images, and converting it into digital biometric keys. During the derivation pro-
cess, a combination of image processing techniques and encryption algorithms is employed to en-
sure the security and uniqueness of the biometric keys. Additionally, the scheme considers the ac-
curacy and real-time performance of facial recognition, enhancing system performance through
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algorithm optimization and increased recognition speed. Experimental results demonstrate that
the proposed facial-based biometric key derivation scheme holds promising prospects and feasibil-
ity in the field of biometric recognition, providing an effective solution for the design and imple-
mentation of secure authentication systems.
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Figure 1. The seven common biometric features
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Table 1. Configration of our experiments platform
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Figure 2. Accuracy and time cost
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