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Abstract

With the advancement of information technology and the increasing complexity of vulnerability
types, how to more efficiently, succinctly, and systematically test software vulnerabilities, thereby
assisting software developers in improving their development processes, has become a significant
research focus in the field of cybersecurity. This paper introduces a machine learning-based fuzzing
system that includes modules for automatic fuzzing monitoring, management of the program under
test, autonomous selection of optimal mutation strategies, and automatic generation of program
testing reports. The system employs machine learning techniques and utilizes the Havoc mutation
algorithm to mutate and expand seeds of input programs, enhancing the efficiency and coverage of
program vulnerability detection. Experimental results show that this system can generate diverse
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and effective mutation seeds during fuzzing tests, making it suitable for detecting complex program
vulnerabilities.
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def bit_flip(data):

idx = random.randint(0, len(data) * 8 - 1)

return data[:idx//8] + bytes([data[idx//8] * (1 << (idx % 8))]) + data[idx//8 + 1:]
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def byte_insert(data):

pos = random.randint(0, len(data))

return data[:pos] + bytes([random.randint(0, 255)]) + data[pos:]
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Figure 1. Havoc algorithm schematic diagram
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Figure 2. Chart generation results
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Figure 3. Test program status display interface
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Figure 4. Performance comparison of discovered Crashes
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Figure 5. Performance comparison of code coverage
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