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Abstract

With the rapid development of blockchain technology, its decentralized, tamper resistant, and
traceable characteristics have been widely adopted in fields such as finance, supply chain manage-
ment, and the Internet of Things. However, the openness and anonymity of blockchain ecosystems
also create opportunities for attackers, leading to frequent security issues such as fraudulent trans-
actions, malicious arbitrage, and cross-chain money laundering, which severely threaten the stabil-
ity of blockchain networks and user asset security. Existing detection methods still face challenges
including insufficient detection accuracy, limited model generalization capabilities, and poor real-
time performance when addressing complex transaction patterns and temporal features. Therefore,
researching efficient and precise methods for detecting user attack behaviors holds significant
practical importance for enhancing blockchain system security and transaction credibility. In this
paper, we take the Ethereum platform as the research object, combine the characteristics of its con-
sensus mechanism, unite the convolutional neural network and bidirectional long and short-term
memory network to construct the detection model. By using convolutional neural network to ex-
tract the local features of transaction data, bidirectional long and short-term memory network cap-
tures the time-dependence of user behaviors in transactions, and introduces the attention mecha-
nism to strengthen the weight allocation of key features. Experimental results show that the model
achieves good results in Ethereum transaction network detection, realizing accurate identification
of complex transaction patterns and abnormal behaviors.

Keywords

Blockchain Security, Attack Behavior Detection, Consensus Mechanism, Machine Learning

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).

http://creativecommons.org/licenses/by/4.0/

1. 5|8

B A LU R R, LUK YT SRR A S 0E BA [ 1 L0 5 B E A AL [2], R RF
MR RIGUEAE G AA X B, X AMNAE T RE T T A R, 08 T REM T . A,
i W (Proof of Stake, PoS)F HH L ARk T8 M FER TR, AN THIIG BT 22 2 Phak, TR BERE 1)
IR, fSEA5E0 2 PRI RE AR T AR R AT R 24 e i Mt o IR B AT AL HE B AR AR 2R S R B
[3]v PIZEZEWT. P, ASOUBM B A HI A, BT BERSI AN RGIRE 5 il Stk [4]-[7]. R, K&
) R BRI FH P 14 S8 470, R TE 2 5 48 iR BB E I B AT, X T ORI PoS iR
Rk e

TELLRYTIAE 2 M, B+ P @ B 4 ki 758 5, B P el g fE Bh 2 thik. bk E %
B AR SR BB ELSE Sy, 3N T SO RS B A [RIIE,  DIOK3E R5E 5 B & D K HL B B [
FUVRFE, HE 2RISR, BT F P Bodi AT D PRSI0 7 2 5L 28 0 5 PR 000 A 30 A ) S5 A1)
RE 7o A5G0 (1 T R0 U] (R e 7 v AR o 52 4 PR DR BRARE 2, TR B8 2 SIS 28 ] Do 2% 21 K 4 v
(16 A 2R B B L R ) S 8 AT N

75 2019 4, Xu 2 A [SIHRH T AL LAY (1158 5 W 26 Hh & 5 A7 78 H B 1R 58 — AN R e A 2%, 1%
RS DA TR T BEATLAR MR IR 20 2R 0, B RS A Il LIRS 128 2 N 4% |2 T A7 AE H it . OstaPoWicz %%

DOI: 10.12677/airr.2025.144081 856 PNER ST IR YN


https://doi.org/10.12677/airr.2025.144081
http://creativecommons.org/licenses/by/4.0/

iF 5%

N[9HEAE I $ tH 1 90 T R IR AR 5 U P oo 25 A7 AR SCVE U P AR R D7 92 o At AT D3 a6 P M B
SIREAKFATRLI, LU0 25 B3R B E AR (R I H RVE IR R R AEAE, (H R 2RI, Tan 58 A[10]
Fe T — M@k 288 LUK B 5 il s oR A I 2 B AAEIRVE RS 5 I 7715, 207 v i A5 FH B 28 10 445 1)
HASRBEATIGI, (HiZARL ) F1 20t R AEiA$) 0.75 £ 47 . Elmougy 25 A [ 11 B A6 W1 Lb 4% AN LUK H5
[R5 Gy DX 24 v F S s SRR R VE 1458 5 R VEPE K P RAFAE . FIFAMLAS S I B SCRFm 2EAL . BlAL
FRMAZ A, 193] 0.802 MIAER AT 0.835 B9 MK, Kumar 5 A [ 123 i 75K F 1758 5 Bl
1 FH 2 B 2 ) (R 5 R A & AP AR 1T s . Dahiya S8 A[13]32H T — A T & W4 (1 777 H
T UORYI IR VERT I, FEAE I3t AR 5 R SRS AR AT 1 B, S 65 I BH 4o 2 I 246 1 3 L L TR
BAYEE AT, Farrugia 58 A[14]52H 17— Pl T DUKIE W28 (A 25, 24 I 2838 1 {5 ) XGBoost 73 5 88 X}
IR P AT R

B UE AL A T e T TAREIE ] X B RGP R R R FE . AR ER . XHRAE R
R HZ, REBGTUEBIALSILE B b 2 AR TR A R BERE 5 AR AR &, HEIREE 5 % B — RFIW
o Akbar 5 N[15]4&H T TAEEUE AR & UE B 1) 40 A IR A il T 28, AR RARA T i o 7 2 Bl 9
JRAEANSLAR SNt BRI . Tas S N[16]52 1 1 — Mgt 722, A FH LR s A5 5570 ok i s T A A ik
BFALAR B DX R I 22 e, XA TR 7 SR B R i 2 T 40 T 4H Babylon #ff. Sanda 8 A\[17]92H—
FREEARL G R BIALAI I XCEEE b, O T8RS s RIMIR 2 I W 5 i, BT oy 8 B R sy
M, VLB R ik .

AT FUIR A A AR PP I 28 R A KL B IE A2 I 45 4 32 CNIN_BILSTM #4254 DUK Y LML
IR UE R RE A, R TT P BUEAT AR B2 5, A BUR JLs DTk

(1) W8 7 —MELCKR M S35~ 48 LORYT B UE BIHLE IR A A 25 AR 42 I 2% R K3
WhHctz s, TR RS 2 SR PSRRI ST AR CNN_BILSTM &4,

(2) FEH TR KA A2 M 358 S AT N B TR OC &, RS 1R 21 28 5 I 28 1 s G
WS R, BRI R EAT NSRRI RFEAT NG Gk, SRS AR IR .

(3) [EFE, IR LOR AL 5 B E Fidb AT RE IR, SIA NN EMEE, AERH
VARSI 7 V2 B A 2 TSR AIE 7 CNIN_BILSTM A2 (145 241, DLAZAIEBH 1 R 45 AR 40 I 28 B 00 1 A
RRAIE A R BRI T S5 T A2 000 286 of B TR A G AR i B, D P BGEAT ksl S it 1 — s 2077
%o
2. 5
2.1. W IRIR

XA ST, 75 BRI T HAR I RS 5 2% (Precision) . # [F] % (Recall). #EHf K (Accuracy) Ml F1 Score
YRR VEAN T 475 o

SFFIX VAR TR, BT B T IR IESE M (Confuse Matrix): £16F—A> 4028,  RIDKs s
4 INAE 2 (Positive) 8 12 (Negative), 7E3EBR4r38H & LA T T A5 0 -

W SEBRONIES, R HCNIESS, BN IEZE TP (True Positive);

W SERR YIRS, FIRH Ny, RIS FN (False Negative):

SR SEPRONE,  [RI R T  IE2E,  BA{ER IEZE FP (False Positive);

R SRR, [FIR RN 57138, BRI 412E TN (True Negative):

TRIEFE PR —AT AR T 7328, &R AR B8R .

TE TR VIREFHEPEZ S, K. HRE, AR F1 AR REER PR IESE, Rk,

DOI: 10.12677/airr.2025.144081 857 PNER ST IR YN


https://doi.org/10.12677/airr.2025.144081

miF 5

BRIER, HARREAT IR
FErf: DATRINES RO A e, TN IR SR MR A SE PRy IR SR L] o %D b B S Tl
AR AT FENE, AR RIRAIRE /T AW FroR:
TP
TP +FP
AR DSEPRREA YIRS, SEPr oy ISR AOREAS A e T AR B B LE A o 22 PP 8 e B R DGR AR
RS IR Ak, MR AR RE /7. A SRR R
TP
TP +FN

R FoR R IEFIREARE S SRR B EL ], BITUI S 1E 28 SR IR A i b 35t
NSRBI N TRIE O, EEFEARN I R 2. AT FrR:

TP+ TN
Accuracy = Al 3)
TP+FP+TN+FN

F1AEAR PR TS B AR [ R g4 b, A0S o

Precision =

(D

Recall =

2

Precision - Recall

Fl=2 4

Precision - Recall

2.2. ERWERLE

BRI ZE R 4% (Convolutional Neural Network, CNN)/E IR FE 5 SRR, @it 5| NS ERE, Sl 7%
AV AE B AL . CNN T2 T A B EAG WS 25 M B s (W BUR . I IR) 7 9058, i R il ide 4
BCEILZ DL SR SR, R 2R BARRI . 15 E R U EE T R . RS R
22 W 25 IR IF 95 B B 39 31 H A %23 Fukushima $2 (1) “Neocognitron” #7181, 1980 &, fthfii& A=W 1AL
B JE T T BA “Neocognitron” Ay 44 FIRHEE 4%, 1ZA0 48 P25 2 B A e IR FE 22 ST vk 2 — . 1998
fF, YannLecun % A2t T LeNet-5, flfiT# BP HIERN H B A M2 S5 I g b, BB T 4 REM
PREZEPILE AETZ[19]. CNN R EARZE A 5 B DA T LA 32 20 8 40 4 B

HBIUZ, T CNN W OAE s, ST b 1 /AR fE . FEGAR IR, 2l B AR %
(BN AR S ANBIE AT BN, tFE R IR AU, A3 BRHE B . SRR E B A BCE L 1R
M X R [F BRI FN B LA E N SE, KRS TR S E, RN 7R

Kz Ak ae
PG R E T 5 NAELR IR 2, 35 B 4% 2 5181 R A =X 5 FH 30 R 36045 ReL U Sigmoid.
Tanh %,

WALZ, e TR AR EIHEAT T RAE, DA AR AE IR RT, PR THRE, 0 s 2R () 2 i) ANAR
Yo W HIBIBALTT A oA bt A ERAE TT DU RGR RGBS AN EE

2

SR, BB IS 28] T RFERAE S UR 8% 2 51 NI 4% 2 SRS A 2 (8] AT
27 A R SRk S D e 4 Tk B 1 A R R AL R G, R R ISR T4 U AR 55 18 B A AP A AL 1]
o AT softmax bR HER AV E8S SEELIAE 2 5 H Aw

2.3. KHEHICIZ 4%
K5 HAIL 12 M 2% (Long Short-Term Memory, LSTM)J& —FARF IR FIPE AL N 2%, RIS A 25cHh 2% ) A

DOI: 10.12677/airr.2025.144081 858 PNER ST IR YN


https://doi.org/10.12677/airr.2025.144081

iF 5%

PP EE B K IR 55 R« LSTM /& H1 Hochreiter 5 AT 1997 S5 AR H[20], @ ¥R
SERIRAIEHNE B, A R0 IR A% Gl I 22 I 28 7 I 7 508 Sl ASE o A PRI F 55 Vi R TR B A3 T i
LSTM HIAZOAE T3 “IdiZ8o0” , XAN B CRE 0 I8 Rk 1 11 ok A ot i (5 B, Wil 1 Br
e AT DL I LT JUAN B 2H s 7 S B i -

Figure 1. LSTM with memory cells and gates
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Figure 2. Experimental architecture diagram
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Figure 3. Model structure diagram
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Figure 4. Characteristics of the top 15 SHAP values
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Table 1. Characteristic ablation experiments
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CNN_BILSTM and compare_model Validation Accuracy over 200 Epochs
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Figure 5. Comparative experiments (upper training set, lower validation set)
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Table 2. Performance comparison of CNN_BiLSTM detection model with other models
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Model Precision Recall F1 Score Accuracy
LR 0.66 0.89 0.75 0.88
RF 0.89 0.91 0.89 0.95
XGBoost 0.88 0.91 0.89 0.95
CNN-BIiLSTM 0.94 0.96 0.95 0.98
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