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Abstract

This article presents an intelligent UAV countermeasure system based on 6G Integrated Sensing
and Communication (ISAC) technology with dynamic spectrum sensing capabilities. The proposed
system integrates communication, interference, and sensing functions, leveraging existing com-
munication infrastructure to ensure reliable communication for authorized users while achieving
precise interference against unauthorized drones, thereby providing a novel technical approach
to low-altitude security challenges. The core innovation lies in the integrated design combining
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spectrum sensing, communication, and intelligent interference. By formulating a Joint Communica-
tion, Sensing, and Jamming (JCSJ) optimization model and transforming it into a tractable Semidefi-

nite Programming (SDP) problem, we innovatively incorporate multi-modal transformer-based

ISAC perception data. This fusion of communication-interference joint optimization with ISAC ena-
bles effective countermeasures againstillegal drones through intelligent spectrum sensing. The sys-

tem employs dynamic spectrum sensing for real-time detection and feature extraction of unauthor-
ized UAV signals, coupled with a feedback mechanism to dynamically adjust jamming strategies.
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Figure 1. Joint communication-perception-jamming scenario
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Figure 2. System composition
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Figure 3. Amplifier composition
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Figure 4. Structure of the interference source generation platform
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Figure S. Flow chart of baseband signal generation and preprocessing
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Figure 6. Framework diagram of joint communication and dynamic spectrum analysis
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Figure 7. Decision-making mechanism based on multimodal Transformer
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Figure 10. Performance of the JCSJ scheme under different NV and Nuav values
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