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Abstract

Processing information hiding algorithms, C++ has efficient memory management and fast execu-
tion speed, while Python shows high ease of use and flexibility in data processing and scripting. In
order to integrate the advantages of the two and balance the computing performance and develop-
ment efficiency, this paper proposes a high-quality information hiding scheme based on Ctypes
technology in C/Python mixed programming. The core contribution of the scheme lies in the inno-
vation of the implementation method: firstly, the information hiding algorithm based on discrete
Fourier transform (DFT) is designed and implemented by using C++ language, and the adaptive em-
bedding strategy based on human visual system (HVS) model is introduced to enhance its perfor-
mance, and then it is compiled into an efficient and portable dynamic link library (DLL); Subse-
quently, with the help of ctypes technology, DLL files and python programs are deeply integrated,
and the accurate embedding and efficient extraction of information hiding on color images are suc-
cessfully realized. This method not only verifies the feasibility of transplanting the high-perfor-
mance information hiding algorithm written in C++ to the Python platform, but also shows good
performance in the robustness of embedding, the accuracy of extraction and the efficiency of the
algorithm. This provides an efficient and reliable solution for the flexible application of information
hiding technology in different programming environments.

Keywords

Transform Domain, Information Hiding, DFT, Ctypes, Human Visual System

Copyright © 2026 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).

ttp://creativecommons.org/licenses/by/4.0/

1. 53|

B SR pER R R, BUR. PSSR R I AIE . 43 ORI 2 VAR BT AT R A RS, 2R
MM, XA () 25 RABUR A A oR T IR BEAR,  RERBUN Z HI AL AT A H 2508 Kk, wF s
M. ZERTNERTBEAREREXEE., FERBEAE NS, BidmAMESE

BEBCFE TEED, DL M BOR[1] [2] FAZ OFRFELE T F H 2 AR5 5 BT R IR N ZE
@ﬂ%ﬁﬂﬁﬁ {3 B B LASR

B A B e EE AR AR O SR B 22 57, 0T DARI 43 D 25 B A5 o i 02 0 A 480 38 £ B B R B2
PR 1023 ()35 B BB E b, Lo Uy o 3 2 2 0 ik 1 8 A8 ek i B A5 3% (R R RN BRIk
B[3]e XF VLRI A EABAR, BONEM S E. A, HiRANEESEBABEREE R, FREE
PRI, AECLIRTEET . IR H WG [4]-[6] . ARHIsifE BB AE L EZRAET, EH ARG
(A P 5N 2 T3 2 46 B AT, JE X AN I R S AS RIS [ 6 il oy 3R AT i B UG, BslfE B
BN B35 2 AT B o R 5 2 IS B R A AR L, AR N 1 PR (S R R AT B>, (H
BRI SR TN SRS S AR, BB T B S B RE TR . IX R T VAR AN AT L R A
ZNRIAS T A AT, DRI RO BT IR A 5T 7 0] o FE A AR IR EOR B ECR X AL i (DCT) Al Y
BN AR (DWT) R )32, B SCRR[ 7] 3 7 A JE ek H (1) 3 Fi 25 il ik 5% 28 4 (Discrete Cosine
Transform, DCT)Fi: AN 1 {8 B A2 i (DFT) 53k, 3% S8 500040 ) Bl i S B T RS SRR SCHR[8]

DOI: 10.12677/airr.2026.151008 66 ANLEFE S L2 AWFA


https://doi.org/10.12677/airr.2026.151008
http://creativecommons.org/licenses/by/4.0/

Wil %

[9] "h¥EH T DWT 484, DWT A8 B AE GRS IS 5 LU R B, H L 75 00 2 (47 it 2 )
DA Z JZ IR RN R A, REEZIR, HEE TN R 5, REEZ TR, STk
[10]#2H 73T DCT Al DWT 15 BB AIWT 7T, K DCT A DWT HIFEAHSE & SCRR[11] [12]38H T 3%
T DFT MG A5 BRGS0 VE ) BRI RS, AR, MERR LS SER M 2 B fEE % — I8 B35 “ TR
W7 . — 5T, 1 DFT XK H B LR, S TIERIEMIE T, 8% T2 CICH+5KE1E
AT . SCHR[L3]SEIL T —Fh B S B (5 SRRy 2K, SCER[L4T7E R T3 A T 15 B R %
IR A Rb(Least Significant Bit, LSB)&VZ:, 1ZEIE AR 715 M AKA 2062 (LSB)#EAT 15 B Fasm, X
NS BB EUE IR E X L e 2RI, (B2 M Frfe Tt . SCR[AS]A A 1 AN R AR etk A5 2 B (1
Mo DURKIEHE AL . B IF R FIRHERT FE R 2 MK T Python L8 R4, RN E A WG 10181k
FEE R =07 B, REREAR R HBERTH T R R [16] 0 QAT 75 AR FFAZ O S m Ve RE I TR, SLRE=E3Z L2
TR EIEEEE, oA T — AR A R B R A . R O W 70 23l Java A Bz L1 (ONIYEE 7 A
8 1 & i ALl n) BE[17] [18], {HAE Python 85, HREuPEHIFIH Ctypes FEM i miith e %4 H HI&
N7 45 B BN FH 5 26 [19] [20], AT FRIR AR R

N TR B, AR SR T R AT TRESE IS B K AN A AR R GU(HVS) B [ H
&N DFT A5 BRSEEAH CH+328l, JF9miE o BE R EE(DLL), R A Python i) Ctypes FEREAT I .
HVS BRI 51N, AF 43 500 RE AR AR PN 25 (0 B2 4 1 08 B b R B N B, TESCHE & 1) X S N B
SR E AR IS BREGE,  TE TR DX RN T 55 15 SR, A ZECRAE S A T RT3 T, Fokfb
SRR SR . AT BRI T CH++/Python TR A Si FE1EAS 2 FR AT i B i, s ad 51 N
HVS BT T {5 BB A RE ALK

2. EXME
2.1. Ctypes 4B

Ctypes 52— Python J, ‘&4 Python 54MHAIS (A2 C 16 5 9 'S IAUS) I A8 BRIt 1 58K 1 5L
Fro SERME TS5 CIBE S WEmBdEEM, foir Python F2£ 7 2h &858 B (DLL) B AL 5 (Lso 3o
SE SRR A, EIT Ctypes BB, JF & % AT LLLL4E Python [¥))7 2B BIX BE 4R, MTTZE Python 23
T AR X L FE K T e . FIA Ctypes BRI O S I (1 C++15 BUEGBUELEAR 7, WIBAR 0 K 3% C i
BRI R BT R, 8 KEHFEN ], FfFtRE e Python Ft4T A, FEKAE Python
SEIAE S5 BB R BN ] BOAR

2.1.1. Ctypes K¥2

Python FHNFHBHZS

. —» ARCEH

RECES B —> HmEANSEEE ——>

Figure 1. Ctypes flow chart
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Figure 2. Data distribution
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Figure 3. General development flow chart
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FIRREURTY, BN §6 & FL S 52T (Largtypes) AR [RI{E 28 T (restype) . 140, C++H1f% const char*X} vz
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embed_func.restype = ctypes.c_int
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Figure 5. Carrier image
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Figure 6. Embedded information hiding image
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43.1. MANBEMNEEMEENFEIT
i Peppers E15, [il5E (5 B Faiis 5, 4 AI7E5# ) 9[10,000, 30,000, 50,000, 70,000, 90,000] ) 4% £
THRNE BB, IR R Z BRI O BRI, 41 PSNR F1 BER 18

Table 1. Average value of image indexes before attack

= 1 RBERTEIGIERTE

5 S R 10,000 20,000 50,000 70,000 90,000
BER 0.125 0.010 0.000 0.0000 0.000
PSNR/dB 48.12 42.58 38.75 36.21 34.19

M L HEARTT LG H: 3R TR (10,000)iF, F48 PSNR M, (HIRAMBEEZA & DIt
ARAEE R R ARk, S BURIUE(BER > 0). 458 A S 30,000 K LL LI, 15 B B2 AE 4 IEH#
PR, BEE SRR, PSNR (A E FFF, MME BUERH BB WG K.

LEAERE, BEFRIRIE =50,000 1E )5 SESEIG A FERIGRE . AEHLRE T, BEBEREARESS BRI 52
HPE(BER = 0), SAETE AT 1252 (170 ol P £R 458 780 (1 B 4% 53 S (PSNIR > 38 dB), IAEI T eUf (11165 .
4.3.2. ERBEHTHEEMENR

Xt FH peppers.omp Az & 15 BB IR, 2N JPEG FE48 . Meps . SRR LM, AR5
W5 Bt i 5 BER.

Table 2. BER value after relevant attacks

% 2. tHX¥ &5 BER &

Brki iy W24 BER
J 15 90% 0.000

JPEG E45 JF 8 70% 0.025
J 18 50% 0.088

75 # 0.001 0.013

e f e A 75 7% 0.003 0.045
75 # 0.005 0.019

J57 0.01 0.038

PR BRI P 757 0.03 0.094
tk41 0.05 0.128

FRAE B (5*5 & ) 0.050

TR FRAE B (5*5 & ) 0.138
= T (Sigmal.0) 0.075

ek + &iE(0.5 B) 0.063

ek + OiE(L.0 BE) 0.113

ek + &iE(2.0 B) 0.213

JUAT S B (Feki A 10%) 0.118
B (Feki A 10%) 0.25

) (A M 10%) 0.47
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MG 2 HREHE AT AR e A2 HENS JPEG [ 46 A vy e A SR I B i 5 B 1k, RIBEAE S B 70%
A AN — EFEREMIME S N, RAS AR AERURACT o X rPELDE AR e 75 IR BT ], H B
ARG 0 LA Bl (e 5l 2 e e M BT U IR BT 70 th T B IE R SRR, J U 2o i Jl s mi B BE AL -
it AFIEN GRS ). JPEG E45 > A > B > JUTE.

4.3.3. HVS BB =B REXTEE

A P v 0 T 52 B 70,000, 49 I 38 % lena.bmp 124 14 peppers.omp i A3 LB i
VUK R PSNR {1, IR E ARG — 1 JPEG FE4F Tt (7 & 50%), id3:Xili/5 9 BER {H.
A A (K SRR 40,000, ELRF HV'S BETEY, X [RIRE 93 i P4 B N A5 JEL B«

Table 3. Performance comparison between foundation strength and HV'S adaptive model
< 3. EflRE S HVS BiENER M EERTEL

Bl AT Fefitt 5 5 PSNR (dB) BER (JPEG 50%)
_ IE] 7 7R 70,000 35.88 0.063
Tiffany
HVS H3& M 40,000 41.23 0.075
[i] 72 5 70,000 36.15 0.088
Peppers
HVS H3& M 400,00 39.54 0.088

M 3 A T LA 4

X TP G Tiffany: HVS 4101 PSNR {1 (41.23 dB) & 2 /& T 8] % 9 7% 4H.(35.88 dB), i ] HVS 7Y
BREHL AR T LRI XA RN R EE , SO AR T B . R BER By, (RAE R —HE L,
TIE B ARG 1) At o 0 21 T AHT P B A

T 2 % Peppers: HVS 20 PSNR A [FIFEBE o[RS, P41 BER {H5E4AHR], XK HVS
R E £ B X e VBT T R BRI, Y 40,000 frIERESEEETA R T 70,000 [ R 9 B FRIPTICE RO .

HVS FIE ARG R . ERIMIGTEZ M “RATE” SBCRIAGURM R X, R EDT
FE BRI AR E 25, AT e 08 72 54 3 1) S5 0 & MR PR AT 52 1, 3R A5 2 2 38 v 1% U o & (B v 1Y)
PSNR).

5. &g

AL R 5 BRI B AT M R T B i 0 T R PR B 2 T (1 7 FH 3 i) R R R 9, RS it I
SEHL T —FhEE T Ctypes ] C++/Python R & MR HESE . %77 S8 — A5 T B B L A2 i (DFT) IR 45 &
N R GE(HVS) B 38 B 45 B B A AE CH+h SeBloN m v RESh S8R, JF i Python 2N
F#AT RAGT A, AR T TRV RS R Z I T

B H AT R AE SR IUE B RRR T, 55 TG A R 4G 15 B RS B, XTERLE N 5 N T
RESZPR . JEAh, SEIOERRM, HVER TR BN TUR BT LA R N .

HE&mHE
b5 &2 HE 2% 2 U H (MS2023204) 5 db 5 T # 7 #OF #F AL iR 8 (BDEC2023619095,
BDEC20247X042) ; dt X # & B % 1+ U H ¥ & UF 78 (CDDB24253); bt WA BFH S %4 EH S 8

(BESA202420190034); b5t EL A 2 Bt 2 R e v B 78 42 0F % 151(21090325004) s H E AN LB T “ %
TIKEEEE 7 2024 - — iR (2024-SIYB-007S); b 5% BRI 5 5 4F 5 8 0 H (Ea202411).
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