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Abstract

To enhance the intelligence of honeypot systems in countering advanced persistent threats, this
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paper constructs an Al-driven intelligent honeypot architecture. The research covers key technical
directions such as intelligent generation of honeynet scenarios, intelligent operational response of
honeynets, intelligent analysis and reasoning of threat data, and traceability. Methodologically, it
integrates large language models, graph neural networks, and reinforcement learning techniques,
while introducing the ATT&CK framework to model attack behaviors. The results demonstrate that
this architecture significantly improves the realism, autonomous response capability, and threat
identification efficiency of honeypot systems. The study holds practical significance in advancing
honeypots from passive detection to active intelligence, providing technical support and theoretical
foundations for proactive cyber defense.
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Figure 1. Structure of attack scenario modeling and state transition diagram

1. WEGRERSRTEBELSN

22. SHWEEERM

FEY SO IRt b, AR RS SEEHRE T AT NI ELRE ) ST RS S RE U B HESL B, R
AR AL BOR AT ST EWE B S 507 B, A KR 5 BB R i O3 R G S AL ], s B TR S
Kb H I Rl B2 S HAe ), 5T GAN R E ARG HE. B AT 555 L,
I A X LS BN R R G E, § KRR da v . K S B AE v I Zon A R AR
RGWAZAT AT 2], AR FIBGE 508 N IR AU REAT . A RERTH IR E[2]. 2R L
ANAUEE TS IERS, ERAEM RIS SRR ARG R SRENE, WEZ A,
5 B 45 B (8] 5 HLAh IR

2.3. BISRIEERE

R I O Y 0 SR EL R R R 5 IR S, AR B A S Eh A AL, AESh A T
FEFR, AR SR o SRR R X B Y RO AT SRS PSR, MBS 2 W AT M A A, SR TR
BERE RIS AL B S IR R, 2P R ORI T S RS G S AR BN AR S RE T, Wik
ENR=aE+pU—yC, Jf ENSIARCR, UANBRMMNER, CHNMERAR, a f. y WESHL.
FEFEREL Q 2% (DQN)HEAT SEMX ISk, 28 G BE 06 1E Tt B ot sl Do 487 S DXk 1 8l s i 0
FFE B IR 5 S (ORI [3] - 828 SRR IE 7 45 5 SDN 5047 miBe 71, HRAE R 4840 b B & B i
BB, TEREhEY AR E ML S . AR S B B AR RAR I 5] 2 B

o SRR
| s | e
KEAIRIZE
y-C
R || wmoms || || mmsns HRTHE
B . B RO
AR
Ly T SRR
HERINIER 7 mmew [

Figure 2. Optimization flowchart of dynamic deployment strategy
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Figure 3. Decision-making flowchart of autonomous response strategy for intelligent honeypots
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