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Abstract

Randomness is a vital resource in fields such as cryptography, and quantum random numbers are
widely recognized as the standard for generating true randomness. However, existing NIST statisti-
cal tests fail to fully assess their unpredictability and vulnerability. This article proposes a QRN pre-
diction method based on machine learning, focusing on QRNs generated via the laser phase noise
scheme. By constructing a dedicated dataset, selecting a suitable fully connected network model,
and leveraging historical random sequences to predict future outputs, the upper bound of entropy
and key vulnerability factors are quantified by means of prediction probability. This method serves
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as a complement to traditional statistical tests, offers a novel tool for random number security anal-
ysis, and is well-suited for cryptographic scenario adaptation and device optimization.
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AATIRAE B AAYE, B DA AU BB A AT o RIASEI B i ) ) e Ak, BEALEONY 245 B e E L B
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RRORPR A, 25 8 0 S B A B BRI £, TR RETA IS e, i R B 3t B Ok
2 T2 Gt AR A T S PR [FIIAR 2 P B 2R A A A O T JE VR UE B R B, ELIL BRI A
)55 SR I 1) UC FC R B A TE 1A 21 R R

T A (1) B BE AU AE 280 70 32 B T a0l A7 A 805 v 5 S LB E A, B SR B w7
BEATLECAE D PR TR ALEUR AR 88 25 I /NS A PT R, e Ak 2 W 00 2 S 7 VA O 0t
ZE T RENLEUR A 88 A R i A BEA LR AT St M, AR IR G- MR 45 TR W7 I 28 0 v AR
BENLEOR B 24, MSEA 20 T AR PR bR, X TCEEAFTER R IR R iR . I AR 22 A R 43 i S
T[6]FR M, MICHEFLN S H AT 2 2 S BURA BT fg, (H9 - Fa2dR BB 7 NIST Suit ik
ZAMO T R 2 A VR TR
1.2. fAIREX

H A7 5l LSO 7 U0 ) A2 T AT 25 S B 2 4 B 55 P A e 40, — 7P B B Y 00 K2 )
B, R geimid 3 [E NIST SP 800-22 Suit &£ AN & 1 BN Bt 2 240, Bk &5 0T LA
I AR A 58 AT BRI o 40 30U BRI R B 7 R LGHAT , BUE BGhE = 1 ml DO i NBL# TBOR
FR 22 g BT S B REHLECE GRS E . R, &R IX BT NIST St SR e ag A 2%

DOI: 10.12677/airr.2026.152052 539 NILERESHLE AT


https://doi.org/10.12677/airr.2026.152052
http://creativecommons.org/licenses/by/4.0/

LI S SL S 7]

A TEEA R A BENLEUE 9 VPRSI, X — AR A T AUOME. 6 T S B LEOAN W B R T
NEEL, S X T GErH AR I L] ) B 7 BE AL T 53 DO &7 REAL B i 95 1t 7 e B
ZARilv=y /WD -Jih R

IEAAER, HlassE S BT IS LR E MU 1 ERSCEE R, JCHAE TS BRG] B
REF AR, EFE U T KRG RS UR AT AR TGRS b df
IREFI[7]. BRI RERE LA~ 2T (VA S AR T BN LEOIE S5 VE (PP Al ook, SR I BLAS 2 2] Sk xt
AN [ RN [R) SRR ) B B LESGREAT PR o 24k, SRt B AL AN 53 1R BT SR IR 19 S B IR 3 A Al
oA BAKIE, $-E T A TRENUEDE S ROLES 2 ST T 759, AR 2 7 R A s BT 51 4
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Figure 1. Schematic of ML dataset setup for quantum random number predictive analysis
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Transformer 45447 2018 4F A8 A L tH, T A sinl m & (1) BERT &%, 45 7 s

DOI: 10.12677/airr.2026.152052 543 NILERESHLE AT


https://doi.org/10.12677/airr.2026.152052

LI S SL S 7]
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RS RHIEZE 5, DRI L 22 48 P 5 R 2R S UL A8 I/ JCHRFAE I BEAL T 51 G i R FEVE L, DRI Transformer
AL A TEVE AR A 1 B LB T 465 2

35 EEERBEMNEHSIFE

R FARME T AR NS DAL GE ), Wil 4 BERM L, SEHANE. 2 A FIEE 4
2, FEsE R RelU 0% ol B 22 B P T S 1) id, A th =R A Softmax 305 ek 8 iR 0 A, H
(STEE Iy A) I

NE: PhETCHE = DI E DK x BB =40, XA 5 A 8 i HEGIE I N, o
WG B 1o MPEInsiE = 128, BUEREL = ReLU, #RTFHELMGHES; BREUZ 2: W&
=64, WURKRE = ReLU, $RIVEIRE @B AR AR fir )= #hacicE =256, WUH R4 = Softmax,
X8 A ) B A AT R (28 = 256), At % S IR TR AR o 2% 451 2k BRI BBCR FH AT SUR AR 2R
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SISO FE 5Fa e .
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T K/ (Batch Size) kv 256, M T-FATIScE 5 GFa e 5] % (Learning Rate)y 104, HT
BHISHERS K, 855D %55 (Epoch) Ay 100, FTRIERAL 754324 > ; BLE TEIK(Weight Decay)
410, FIF L2 IENfL, i, EFEZ(Dropout)y 0.2, FFHENLEFMZ T, IHZIE, B
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T RS ) RS S S SRS AT IR EBOR, BORAmIA M S # P 5E 58, SEmLmE
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ADC RAFEE SINFIIE PR ARG 0 T RO S, VRS0 & S BUL IS AT LA Sk sl
BETT SN & K05 DA AR ARG E P, AEAFMO A ALK BRI IR I 22 0 TR LRIl s,
LIRS 2 R i B S AR E 1, S BRI 45 PO 38 28t LA A4, 490 - rRAR R K R BE AL
PSRN, i A S IR i SR AR s XE T ADC,  HLIRST 2 M HR AR B L 1Y
FasElE, FECRAERSEE MBI R 2, 15 RAE AT 2 I SR 46 20 78 S0 A 3 P 2 BUE I B shi % .
JE R RINEAR SCE IR e g5, LB T REALS 5 (k& s 4 e, Joivkiliid NIST SP 800-22 4ttt
MR, (H AR MR R RE Ul AL ML, P20 B XM RSB 0 S DR BR - BETT 3R TH% AR B

HLECH T B 2
4.3. mEERBAERYLE
I LR R — B 2 g 7, R B BRI 8V, EESRIET QRNG fEfF RGHI N HEK

ARIAMRIA IR AR, RN FONHOEE . TGN BRI F, P A R PR R 1 2
BURAZRE, 5 7S I SCIG . AR SO i A R SR i i [X ). QRNG AR AR, ¥
Juds B TIHR SRS RES RSO, SBARGN IR W T AN, SNSRI R sh (st
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