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Abstract

With the widespread application of digital media, information hiding technology plays an important
role in secure communication, but it is also maliciously exploited for illegal information dissemination,
posing serious threats to network security. Steganalysis, as a key technology for detecting and identi-
fying covert information, holds significant value in maintaining information security. In recent years,
the introduction of deep learning has significantly improved the detection performance of steganalysis,
with numerous steganalysis models based on convolutional neural networks achieving excellent re-
sults. However, these steganalysis models face a severe challenge: when the training data (source
domain) and the actual detection data (target domain) originate from different sources, model per-
formance drops sharply, a phenomenon known as the Cover Source Mismatch (CSM) problem. The
CSM problem severely restricts the practical application of deep steganalysis models. This paper fo-
cuses on the CSM problem and proposes an effective cross-domain steganalysis method, Frequency-
Aware Adaptive Domain Generation (FADG). FADG identifies regions with large frequency-domain
energy fluctuations in images through spectral residual theory, then calculates frequency-domain
steganographic embedding probability maps for both source and target domain images. Subse-
quently, it utilizes the embedding probability maps of the source and target domains to obtain
blending weight maps for generating intermediate domains, thereby achieving a smooth transition
from the source domain to the target domain. Through this adaptive intermediate domain genera-
tion method, the problem of performance degradation in cross-domain steganalysis detection is ef-
fectively alleviated.
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1. 5|15

BEE B TR R N, BB AR — MR IEERAR, RS BIRABR . E0. AL
TR R LI ROE S R[] [2]. FEARAEIRER(E SR AL RN, XTS5 BRI %
TE BRI B 2]. Fa5 58 B ER AT B b R SAAEREE S, EHRES 204 2 2k
H B G @ B SRR B O )RR, A IR ReR IR Y R BRSNS S . S BB RRE b IR b
W 28 7% (] 2 R R 2 —

B4, BEAERIE S )R S ANNR AR 1R85 40 B (BB 5 7 1m), {6 75 s 380 9 F) 36 7 ARFAE 27 >
BRSO ERTT IR . 2014 4, Tan %8 A [3]H R BRI M2 R T F2 5 e gt 7 TanNet BHE
FaE ML, ZMERA T =AEREMRA2ERZ KR THE BUE RS A S 7RG I RCR
2015 4F, Qian £ A#EH T GNCNN (Gaussian-Neuron Convolutional Neural Network) [4], GNCNN #t—25
FF T M G IR I TN T eR O 0T e MR RS (X ESURR A AT DI ER 1 X % R W S E . 2016 A,
Xu ZE N [S]#&H 72 81 XuNet 2244, %M fEH N JE DI N B g A (HPRE AT 3L 2, A RamH) 1
EUE N BB S5 5 1T, L 4o 0 B AL (ABS) PR 5 B 5 e 5 R FE A5 S . S8 3R B, XuNet 78
R = e S Sk B T R AR, 2017 45, Ye SR A[6]H2H T YeNet, K& SRM JiE i 45 4H #R N 25 1)
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LR, 255 M4t Soo(TLU)AHEE — b HoR, #E—B 45T 7RIS A . 2018 4F, Yedroudj %5 A
FEH T YedroudjNet FIZ5[7], 1M RLEG T XuNet 1 YeNet BT HR S, 8 T S INm &0t S 7 A 48
. YedroudjNet H FilAbFRALHL . Tu MG ARBIHRAN AE  AH B,  FE TRAL BB B SRM 1) 30 A 51id
PE AR TN BG AT IR DR B A 0k 22, RN 4k 7 7 XuNet H (1) 486 (B B0 )2 A1 — 402 i
L, @XM AARL S, YedroudjNet 75 2 AN EAERHESE AR IIPEREIHE R T XuNet 1 YeNet, JEdil
R U FRFESE ORI RE /7. [A4F, Boroumand 55 A&t T SRNet (Steganalysis Residual Network) [8],
SRNet &1 JCEH TIRERZEGRME MK KL MRS IR, & ICEES RS o i k0 BAR 5%
FES RIS, HUEREAE T YeNet. SRNet X — Wil 40K J5 8205 T N 48 B2t 7 F 51

SR, IX 8 B 5 A T AR 1 — N B AR B R B AL U 2RI X BT F () B4 UG BRI T Rl — MR 4E
FESEBRR A, X RS B, — ANMERERRS R £ BRI E 2 risiay, 2 H
TG AR SRR RN, HVERE S K AR BURIEEIR 9] IX Al il TS AR BB 1) 7 1B) G v
PR FEHIPERE N RILR, PR ANEAAIEKEC[10] (Cover-Source Mismatch, CSM) . 44 IF 2L it (CSM)
W, Ba5 i B R M 2 2 B T . RN IR T i W& IR 0 A e e, 43
Pt 0o A FE S VI SRERE I - AR AN [, AR R Asr il i ) 25 52 217 E R

2. HXI1E

B4 H, HETUREE S S MBS 7B 7 i BURTE R 0 A e FaR UL S, (TR TR B 5 2K ic s
AR HE Rz AR T . H TR 2 8RR A R A TR B 2 ) AU 6 s BH80&E R (UDA) [11]7772:
SR CSM [ 1 2 PR A4 Y5 2Rk it (CSM) AJE 1 B80S L (UDA) 2 [RIAETE A LI B FH 3 5 . CSM R
UDA 5 1 I [7] — AN AR5 o). I ZREE A ok B AN [F 1) A, S EUBAE N PR R R,
5 #0 T5 BEAE A H R IEAR Z G O T, AR RLE RO I EAE A o X —in @, AR E AR T
ZFpEET UDA HIMRRTT 5. KRS AIRH T —Fh oM B S 3&E M1 777 3-Net [12], @it i/ Me RIS B
Fri 2 18] (6 B KM 22 57 (Joint Maximum Mean Discrepancy, JIMMD) AT 5. T4 Ni4T 1 &
LGB ) RCDD [13], AW SRS ARENLEIR B AL G UDA J7 ikt AT S RO hn 2 4 T 2,
I L I SR SR PR 30T 55 S e 4 R IEURT B33 oA (] S0 (AR BRI B ) R AR R AE 2 [ b i, A
[ 20 B AR AR R AE 25 B] PR ffze, SEB 7 SRS ISR GONIN 5%, 5T 7B e RE . XK RIR
IR T X BRS TR PE B AR, 75 CRFRAS U A M 1) [ B 0 5k 7 AR (RS 2 AL RE 7T, AR 2
PRI I AR T AT AT R R B4R

VR T CSM [, BEFLESRE T 28057k, Hadrdr)isd: s (Intermediate Domain Gener-
ation) S , 3 ik 76 I SRS RN 2 [a1 K 2 ik V3R, e 0% A AR AR Sk A 1) R o 3 il A4 2 (13 e CSM
7] 758 1) HL AR AR A2 1SN et [14]F1 GDNet [15] o FLAAT 5 , ISNet 8 i R #REIE S IR A AH DRI 4 T AR (LFMP)
AR T, Al e s, M ZEJR AN B AR (MR @M 4% GDNet JUJ3E i B ) 45 S H IR
JEREAE R 5 P R M X A, B AS R GR A TR IR B Ak B R A 0 i 1, S B
[E] (1A 280& RL . 1ISNet F11 GDNet [ D B, #4532 22 A% CSM 1] i (1) A 3808 A%

BT X —WEE, AT T — P sen B & B ()38 48 7 12 (Frequency-Aware Adaptive Domain
Generation, FADG). 1% /772 MATUS IR A 43 Bt G R, R 6 1S 5% 22 (Spectral Residual ) Ft Bl 45 H e &
AR ER XK. XA R AN ST A GRS TIA DG, BRI TRy e S BUs X3
faonds. TEULEERL b, FADG SR H & MR G g, X e 5 s X I 7 8 i B, AR B SE LA )
PR RIS, AT A R B LE B A IR S IO 5t N BRI 1 e o A ST R B DTk e 4
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(1) R 72T AU P I B S U DA I 5 725, 3 0) PG HEAT (8 AR e, TS0 1
WRZE, REWS A ROR RER BRI Z A X, XL XG0 A QU . WG FE RGN E, B
B SR A SE ST TSl S 25 17 AT h IRl A e it 18 4 245 2.
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Figure 1. The overall architecture of the FADG network
1. FADG 45 0B (A5

3.1 ETFRIERETHRERAGRE

IR B SV 2 e PR SO B AR P50 5 48 AT IR ME A2 1) XS BEAT R B A5 5 RN o SR TTT AT
A MR R R A, R ISR L BT X SRR 545 5 N PO BIURR X 8, AT UK I 2 X 4
REE AR TRE P R T DL AL IR B PRI MU P 1 22 0 R SR8 . s 2 R, It
WEBRZE TSR A o7 B A RN S A5 RS . o Sl i A A g R R SRR e, B —
FH AW BTEUR L (%, y) B3I F (u,v) AR BB F (u,v) B3 08EEE  AE AR AL
MIZERME S, A RIF (u,v) ITREEATE A(u,v) WA 3(2), o Re AR Im AR B, X &
TN T IRMAERAE R, WA SRR R, EEASRRER, mat RN BRI & T &
B, PGSR SRS AR S, R TCIE A RO s e B e DR E X R IR TR A A
A(u,v) TR EUE L(u,v) =log[ A(u,v)+e | e R—EEL T HHE—ARERM M, F
DLI L FRAT T T o B HEAT TS A5 B L (u,v) I ASR(3), Rm FEAIA AL B B AR A
SPHIME, X AR 3x 3 XA
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F(uv)= X_Olvyv_:l (xy): {cos(Zn(t—x+%D—isin[2n(%+%jﬂ €))
A(uv)=|F (uv)| = {[Re(F) ] +[im(F) ] @
E(u,v)=%§§lL(u+i,v+j) @)

B4 T 0 S A 0 T DA 1 6 R 2% R (u,v) A SR(4), Xt FADG +f 7R
o35 JERTEIE R (u,v) BT RS A B H R . IS A0 1 X B A A WA S B AR
HrE N7, T A AT A (5 MR R 0 X S 30 0 2L A 4 7538 2 1

ER(xy), HIEESOLERZASMRE P(x,y) AREG), P(xy) RIH LRI LR 2
T P AR, Py, NEUMEE.

R(u,v)=[L(uv)-L(u.v) )

L(u
wa=E€r—%jL- (5)
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Figure 2. Probability graph for steganographic embedding calculation based on spectral residuals

B 2. ETAERETERERAGERE

3.2. £ BENKIEE

HRLAR DA 7 V90T LA SR A P, (x, y) BRSO B (x,y) « AR BRI
P L L T BRI M, FU 7 2 A S(6) I, TR b I LI i A 5 2 0 1
(AR ARLE LB 2%, Jf ELBA 0.3 BRI LU BN bR BRI A EAR FELAR IS SR A (IR AL I M
T WA H e B A R AR T B AT T IR M (i, ) <[0.0,0.8] L/ PR £ BT 12
L |y BIAART) P Loy A EARIRIEIR s | ogpce TR

M =P, (xy)+0.3:[R(xy)-P(xY)] (6)
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IMIX =M- ITARGET +(1_ M ) ISOURCE (7)
3.3. MkEHIEIT

Xt R A 2R R R AR A B4 K Ly, A K@) s, e o ISR A PRME 2 y 0y RN
BRIV FCSERRRE, ' o H AR D ARs .

I‘mi>< :a'LcIs(ymix'yt)+(1_a)'|‘cls(ymix'ys) (8)
BB L BEHE R K L, = Ly, (v, y°) DL I o Bk Ly, . A SR(9)
Ltotal = Ls + O'8Lmix (9)

4. RWERS 5
41 KWRE

SKIAE ] T =ANA TS Alaska (A) [16]127 80,000 5K 4%k 2 ) BI1% (S 56 e 3% 256 x 256 14
Z 1 PGM & 2K &4 10,000 k), BOSSBase1.01 (B) [17]41% 10,000 K PGM & 2K & 1%, MIRFlickr
25k (M) [18]£L % 25,000 FKA [\ )T HI# 4 JPEG B .

TEZS (ARG H, MRS E S BEMLIE S 10,000 Gk %, Jt 30,000 7k El{ZiE T MATLAB XU
J {1 EE SR A 28 256 x 256 18 3% . A H DUM N4 B I&E RIFE S J77% S-UNIWARD [19] HILL [20]. MIPOD [21]
HTWOW [22]4E 48 7€ 7180 K 73 79 42 i 10,000 X UG K, Askgs 2 LL 0.4 bpp #10.2 bpp H & AE], A
W 5 7 v B =R AR, 20 & Alaska (A). BOSSBasel1.01 (B). MIRFlickr 25k (M), iXkfmt—3k4s7=
A 6 FhEARFIE L (CSM) 137 5

£ JPEG 11, BOSSBasel.01 ) 10,000 5k 44 & 5 H i & K+ QF [23]4 75+ 85+ 95 #FAT R4 A= il
AR R 4eEE 5, A1 10,000 5KEE B . 7E 0.4 bpne 414 T 1 H -UNIWARD [19]#1 UERD
[24]4 A% 6 ZH Bk AA/BR S G

SEE6 H Al SRNet /24 FADG 1E T M%% . 7ETIZRM B, 4 10,000 X 4 MBS K5 i% 8:2 [tk
BRIy N ZEFMREE, YIZhS%05 SRNet JFESCHERAR A . TEISCERIIZRR B, FRAEFE IS 7 2 50 H Tl
YIZR SRNet BCEAIUEA, M UIZREEFIAEE HFBEALE S 500 X B 73 AR IR AN H bRig. JFIRA H
Pkt E NN 32, S IFEN 0.0005. AN FEILEAT 100 A epoch. BT S26 7R L &
NVIDIA 3090 f{] Pytorch 2.4.0 ¥4 sz,

4.2. B EER

ST, % 1 R T BN EARTE AL (CSM) 5 R UM S5 20 M R TE 0.4 bpp 73R T IHER
Z, %FF S-UNIWARD. WOW. HILL #1 MIPOD K555, FADG KRR BeA Frik e . (A DEUIE I
ST RCDD. 4, 5 J-Net.RCDD #tt, FADG 7E 0.4 bpp 3% N - PERE 2 FIHLAS T 2 6%~0.5%
FIEFt

Table 1. Accuracy rates of six steganalysis algorithms in each CSM scenario at a 0.4 bpp load
F 1. B CSM R T ARFMIRE 2 E AT 0.4 bpp S BETHERE

Method A—B A—M B—A B—M M—A M—B AVG
SUN Backbone 75.60 68.00 55.10 53.50 59.50 80.90 65.43
J-Net 82.40 70.00 54.60 55.90 59.93 85.00 67.97
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RCDD 76.40 70.00 64.00 70.40 64.70 79.90 70.90

FADG 83.20 69.80 64.00 70.90 64.00 86.60 73.08

Backbone 83.78 64.90 55.10 64.30 65.10 73.50 68.68

J-Net 84.00 70.30 61.60 58.70 65.10 85.10 70.80

Al RCDD 83.00 72.10 64.80 73.50 63.40 82.50 73.22
FADG 84.20 72.20 66.00 72.40 67.80 87.20 74.97

Backbone 81.30 65.50 63.90 62.88 63.23 74.48 68.55

J-Net 82.70 71.10 65.70 67.90 64.80 82.30 71.43

MIP RCDD 81.40 73.20 67.80 72.50 64.80 72.10 71.97
FADG 82.60 71.80 67.40 70.30 64.60 86.60 73.88

Backbone 84.33 68.50 54.65 51.58 59.43 86.90 67.57

J-Net 87.30 71.60 58.60 63.20 64.80 86.00 71.92

Wow RCDD 76.20 69.40 64.00 69.10 62.80 73.40 69.15
FADG 84.80 72.00 64.30 74.00 65.40 89.00 74.92

AT HAE FADG 7EAR S R E R, 3R 2 5L T IR RS ¥ SR # F S-UNIWARD ik 0.2
bpp f kT ) S256 45 5 . FADG ML J-Net 275 17 21 8%, FADG ALt RCDD #2757 4 2%.

Table 2. Accuracy rates of four steganalysis algorithms at a 0.2 bpp load of the S-UNIWARD algorithm
2. R E SHE AT S-UNIWARD &% 0.2 bpp fa#i Rt B ERR

Method A—B A-M B—A B—->M M—A M—B AVG

Backbone 70.40 56.78 52.10 51.43 54.05 68.38 58.86

SUN J-Net 73.20 59.30 53.10 53.30 54.60 64.50 59.67
RCDD 73.20 60.20 59.50 60.10 58.30 72.80 64.02

FADG 74.00 61.20 59.00 62.80 60.00 78.00 65.83

4.3. JPEG HSEig4E R

N T ¥iE FADG 7€ JPEG Sk, FRA17E JPEG 15 [¥) CSM 75044 1 5 Stega-SL [25]3F47 L 4L,
Horp Stega-SL #2414 JPEG 3 i) CSM I sttt . sedah JPEG H4a i =K+ QF 737l F 75. 85,
95. 7% 3 JE/R T JJUNIWARD F1 UERD 7E 0.4 bpnc 1%k FRIbbE s . HARRYL, 54 48L11 Stega-SL J7
A, FADG 7E J-UNIWARD FE46 55 HR P2 RESE T+ T4 16%, 7E UERD JE46 574 Fi v aede
1% 13%.

Table 3. Accuracy rate of JPEG domain (J-UNIWARD and UERD) at a 0.4 bpnc load
%z 3. JPEG 18 (J-UNIWARD #1 UERD)ZE 0.4 bpnc 1 &Rt A =R

Method 75—85 75—-95 8575 85595 9575 9575 AVG

Backbone 50.10 50.10 50.10 50.80 50.00 50.00 50.18

JUN Stega-SL 51.80 50.90 51.60 52.70 52.40 52.40 51.97
FADG 80.10 60.00 84.50 63.70 62.20 72.00 70.42

Backbone 50.85 50.00 50.03 50.03 50.00 50.00 50.15

UER Stega-SL 59.70 50.80 51.80 51.60 52.00 53.40 53.22
FADG 84.40 56.60 79.80 63.00 56.80 63.30 67.32
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4.4, jHRhSCIE

NIGIUE FADG H1 56 il ik 22 AT IR A 35t 3¢ 4 XFEE T 7E J-UNIWARD [a 5 5%, 0.4 bpnc
RN, FADG 5K F BEALA: A5 SR (wio) A I HERR % . SRIR 45 R R IATEAKH FADG 177
TR T T 4 7%

Table 4. Comparison of the accuracy rates of FADG and random mask generation strategy under 0.4 bpnc load for J-UNI-
WARD

5% 4. -JUNIWARD 7E 0.4 bpnc $a%; T FADG SRE#4 BB R AR REL

Method 75—85 75—95 8575 85—95 95—75 95—-75 AVG
w/o 72.60 54.20 74.80 56.40 54.30 68.10 63.40
JUN
FADG 80.10 60.00 84.50 63.70 62.20 72.00 70.42
5. &hig

A SRS RS A3 A P AR S BE ) R, T — PR R 1 B 3 R (Rl AR TV (FADG) . %
TiE R AR E TR SO S i 22 70 B VR T Re 2 e et RIS BUR X, R T i B
TE R A SRS, AR BCE ELA T I R AR A . 5 R R O BT E TR AR o A 3 AR R
WEAHZE &, I A A TRIE H AR “ARIE 7, G RE MR T BRI REC Y R . SR A5 AR, FADG
JHEERI S-UNIWARD. WOW. HILL FI MIPOD %[5 Bykmf ¥ HUAS T3, IIE 7 AT RN it
& NG SRS A R, RIS AR AL TR A T R

&E 3k
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